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Civilian intelligence services are often	perceived	as	occupying	a	recondite	

world,	characterised	by	secrecy,	ambiguity,	and	concealment.	But	not	always	

understood	 is	 that	 they	 are	 subject	 to	 stringent	 oversight	 and	 accountability	

imperatives,	which	are	often	legally	enshrined.	Access	to	information	is	thus	an	

important	normative	aspiration	for	any	society	that	seeks	to	promote	the	virtues	

of	democracy.	One	of	these	is	the	right	of	the	public	to	know	about	the	nature	of	

intelligence	work	with	regard	to	its	policy,	operational	and	regulatory	dimensions.	

This	takes	on	added	meaning	and	relevance	in	defining	the	parameters	of	how	

political	power	is	exercised	and	managed.

The	case	of	South	Africa	is	thus	especially	intriguing,	interesting	and	important.	

The	state’s	previous	civilian	intelligence	apparatus	occupied	the	dark	recesses	of	

illegality,	where	it	helped	to	uphold	and	protect	the	apartheid	regime	and	its	secu-

rity	dictates.	In	the	current	dispensation,	it	has	emerged	into	the	broad	daylight	of	

being	subject	to	public	scrutiny,	transparency,	and	democratic	accountability.	How-

ever,	as	the	author	trenchantly	argues,	this	changed	reality	should	not	mask	the	

persistence	of	awkward	dilemmas,	tensions	and	ambivalences	in	law,	policy	and	

practice.	Indeed,	these	will	continue	to	define	the	challenges	highlighted	in	this	

enquiry,	crucially	given	that	the	ruling	party,	the	African	National	Congress,	had	its	

own	intelligence	systems	and	culture	while	conducting	its	struggle	for	liberation.

Rich	 in	 texture	 and	 nuance,	 judiciously	 balanced	 by	 the	 perspectives	 of	 a	

former	practitioner	and	scholar,	and	informed	by	comparative	experiences,	this	

book	represents	a	pioneering	attempt	to	impose	analytical	and	normative	order	

on	how	constitutional	prerogatives	have	shaped	the	interface	between	the	civilian	

intelligence	architecture	and	access	to	information	in	the	first	decade	of	South	

Africa’s	transition	to	democracy.

The	Friedrich	Ebert	Stiftung	and	the	Institute	for	Global	Dialogue	have	come	

together	 in	a	collaborative	spirit	 to	make	 this	publication	possible.	This	 is	not	

only	 indicative	 of	 their	 recognising	 the	 value	 of	 this	 book	 but	 also	 reflects	 an	

abiding	commitment	to	bring	it	into	the	public	domain	where	it	deserves	a	wide	

readership.

PReFACe
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Manfred Öhm

Resident Representative

FES: Mozambique

Garth le Pere

Executive Director

IGD: South Africa

We	take	this	opportunity	to	thank	the	author,	Prof	Sandy	Africa,	for	her	coop-

eration	throughout	as	well	as	her	dedication	in	updating	the	study	with	new	and	

relevant	material.	The	last	word	of	gratitude	is	reserved	for	Riaan	de	Villiers	who	

ably	turned	a	doctoral	dissertation	into	a	highly	engaging	and	readable	narrative.



This volume is based on	my	doctoral	dissertation,	and	represents	an	attempt	to	

make	the	study	as	accessible	as	possible	to	a	wider	audience.	I	hope	it	will	be	

read	by	members	of	the	South	African	intelligence	services,	past	and	present,	and	

that	they	will	find	it	a	fair	representation	of	the	way	in	which	the	post-apartheid	

civilian	intelligence	dispensation	came	into	being,	and	how	the	challenges	that	

emerged	in	the	course	of	that	process	have	been	addressed.	I	also	hope	it	will	be	

read	by,	and	benefit,	other	policy	actors	–	the	executive,	members	of	parliament,	

and	members	of	human	rights	bodies	–	as	well	as	students	in	policy	and	security	

studies.

Most	importantly,	I	hope	that	members	of	the	public,	who	may	have	been	mys-

tified	or	intrigued	by	the	limited	information	about	the	South	African	intelligence	

services	in	the	public	domain,	will	feel	inclined	to	explore	this	study.	Certainly,	

members	 of	 the	 international	 policy	 community	 have	 displayed	 considerable	

interest	in	the	South	African	model	of	‘security	sector	reform’,	the	catch	phrase	

for	inclusive	efforts	to	subject	security	institutions	to	universally	agreed	instru-

ments	of	control,	accountability,	and	oversight.	Other	African	countries	emerging	

from	conflict	have	also	displayed	an	interest	in	the	South	African	experience,	as	

have	analysts	and	others	in	more	stable	societies	with	a	renewed	interest	in	the	

accountability	of	their	security	and	intelligence	institutions.	I	hope	this	book	will	

enrich	their	enquiries.

Many	people	have	contributed	to	its	evolution.	Professor	Gavin	Cawthra	was	

an	unassuming	yet	knowledgeable	supervisor	during	 the	 lengthy	doctoral	dis-

sertation	 process.	 Several	 of	 my	 bosses	 in	 the	 intelligence	 services,	 including	

Tim	 Dennis,	 director-general	 of	 the	 South	 African	 Secret	 Service	 (SASS),	 and	

Lindiwe	Sisulu	and	Ronnie	Kasrils,	ministers	 for	 the	 intelligence	services,	suc-

cumbed	to	my	rather	impertinent	requests	for	sabbatical	leave.	Interviews	and	

discussions	were	an	invaluable	source	of	information.	I	interviewed	or	held	dis-

cussions	with	experts	involved	in	drafting	the	Promotion	of	Access	to	Information	

Act	(PAIA);	officials	of	the	Department	of	Justice	and	Constitutional	Development,	

the	lead	department	responsible	for	implementing	the	Act;	the	head	of	the	South	

FoRewoRD
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African	National	Archives;	constitutional	and	statutory	bodies	aimed	at	ensuring	

transparency	and	accountability,	including	the	South	African	Human	Rights	Com-

mission	and	the	Office	of	the	Auditor-General;	freedom	of	information	advocacy	

groups,	such	as	the	South	African	History	Archive	Trust,	on	their	experience	of	

gaining	access	to	information	held	by	the	state;	and	senior	officials	of	the	intel-

ligence	 services,	 on	 their	 implementation	 of	 the	 constitutional	 and	 legislative	

requirements	for	access	to	state	information.

My	own	position	as	a	senior	manager	in	the	intelligence	services	provided	me	

with	access	to	relevant	officials	and	policy	actors.	At	the	same	time,	I	often	experi-

enced	a	degree	of	tension	between	being	part	of	the	system	and	explaining	away	

its	failures,	and	adopting	a	more	critical	perspective	with	a	view	to	stimulating	

debate	and	encouraging	higher	standards	of	accountability.

Colleagues,	 friends,	 and	 family	 members	 who	 shaped	 or	 shared	 my	 ideas,	

helped	to	source	information,	or	commented	on	parts	of	the	earlier	dissertation	

included	Verne	Harris,	Pingla	Udit,	Wayne	Hendricks,	Dennis	Dlomo,	Kerenza	

Millard,	Rachmat	Rassool,	Lorna	Daniels,	Jennifer	Brady,	Howard	Varney,	Taki	

Netshitenzhe,	Willem	Hanekom,	and	Rieaz	(Moe)	Shaik.	Siyabonga	Cwele	and	

Zola	Ngcakani	of	the	intelligence	oversight	community	encouraged	me	to	pub-

lish	 the	 dissertation.	 The	 late	 Joe	 Nhlanhla	 personified	 the	 new	 intelligence	

dispensation,	and	the	framework	crafted	under	his	leadership	and	those	of	other	

visionaries	across	the	political	divide	inspired	me	to	persevere	with	the	disser-

tation	and	this	book,	in	a	small	effort	to	preserve	the	vision	and	idealism	of	the	

early	efforts.	These	ideals	have	spread	across	Africa,	where	there	is	a	steady	but	

growing	appreciation	of	the	need	for	intelligence	reform,	and	where	South	Africa’s	

modest	efforts	in	this	regard	are	being	emulated	and	even	–	with	the	benefit	of	

hindsight	–	improved	upon.

I	received	encouragement	from	many	others,	as	well	as	space	and	patient	bid-

ing	at	the	University	of	Pretoria	from	Professor	Maxi	Schoeman.	Moral	support	

and	encouragement	were	provided	in	generous	amounts	by	my	husband,	Vejay;	

my	children;	my	father	and	siblings,	even	as	the	end	drew	near	for	my	terminally	

ill	mother;	and	relatives	and	friends.

I	am	grateful	to	the	Institute	for	Global	Dialogue	(IGD)	for	agreeing	to	publish	

the	book,	and	to	the	Friedrich	Ebert	Stiftung	(FES)	for	agreeing	to	finance	it.	I	

also	wish	to	thank	Riaan	de	Villiers,	who	expertly	guided	the	conversion	of	a	stiff	

academic	dissertation	into	a	more	conversational,	more	readable,	and	hopefully	

more	interesting	text,	and	his	team	at	Acumen	Publishing	Solutions	for	producing	

an	attractive	and	easily	readable	book.	At	the	same	time,	I	remain	responsible	for	

whatever	inaccuracies	and	deficiencies	may	remain.
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A	book	on	this	topic	begs	the	question	of	what	impact	intelligence	has	on	the	

lives	of	ordinary	citizens,	and	whether	and	how	they	should	influence	the	debate	

on	the	role	of	these	kinds	of	institutions.	In	the	end,	I	am	not	sure	whether	I	have	

answered	this	question.	I	argue	the	need	for	a	comprehensive	set	of	policy	meas-

ures	aimed	at	broadening	the	public’s	understanding	of,	and	capacity	to	discuss	

and	engage	with	the	intelligence	services.	An	informed	public	is	the	most	effective	

way	to	ensure	that	state	structures	with	such	potent	powers	are	held	to	account.	

I	argue	that	such	a	policy	should	provide	a	clear	framework	in	terms	of	which	

information	should	be	protected	from	disclosure,	or,	to	put	it	more	directly,	the	

conditions	under	which	secrecy	should	be	allowed.	On	the	other	hand,	public	

policy	should	also	provide	clear	criteria	for	deciding	when	information	no	longer	

requires	such	protection.	While	some	would	probably	disagree,	I	argue	that	intel-

ligence	 services	 have	 a	 legitimate	 role	 in	 South	 Africa’s	 new	 democracy.	 The	

challenge	is	to	ensure	that	they	do	not	undermine	the	very	democracy	that	their	

charters	require	them	to	protect.

Following	decades	of	secrecy,	promoting	access	to	information	is	a	relatively	

new	experience	for	South	Africa.	It	is	particularly	challenging	in	an	area	such	as	

intelligence,	which	has	traditionally	been	closed	to	public	scrutiny.	Balancing	the	

role	of	the	state	in	ensuring	the	security	and	well-being	of	its	citizens	and	the	con-

stitutional	right	of	citizens	to	access	information	held	by	the	state	involves	difficult	

choices.	However,	the	history	of	unaccountable	and	secretive	conduct	on	the	part	

of	South	African	security	actors	suggests	that	policy	actors	 in	government	and	

elsewhere	should	continue	to	regard	this	as	a	national	priority.

Sandy Africa

April	2009



32. Access to information

Everyone has the right of access to any information held by 

the state …

National legislation must be enacted to give effect to this 

right …

36. Limitation of rights

(1) The rights in the Bill of Rights may be limited only in 

terms of law of general application to the extent that the 

limitation is reasonable and justifiable in an open and 

democratic society based on human dignity, equality and 

freedom …

… Except as provided in subsection (1), or in any other 

provision of the Constitution, no law may limit any right 

entrenched in the Bill of Rights …

Extracts from the Bill of Rights, Chapter 2, Constitution of the 

Republic of South Africa



IN 1994 South Africa emerged	from	a	period	of	minority	rule	characterised	by	

excessive	government	secrecy	and	the	denial	of	basic	human	rights.	One	such	

right	was	the	right	of	access	to	information	generated	and	held	by	the	state.	While	

post-apartheid	governments	have	been	far	more	transparent	than	their	predeces-

sors,	policy-makers	of	the	new	political	order	have	not	reflected	adequately	on	

the	implications	of	transparency	for	the	intelligence	services.	Consequently,	South	

Africa	 does	 not	 have	 an	 explicit	 and	 coherent	 policy	 on	 access	 to	 information	

about	the	intelligence	services,	or	the	information	they	hold	or	generate.	Among	

other	things,	it	is	not	altogether	clear	what	information	or	records	created	or	held	

by	the	intelligence	services	need	to	be	protected,	from	whom,	and	why.

As	a	result	of	this	policy	vacuum,	the	post-apartheid	intelligence	services	have	

been	ambivalent	about	and	inconsistent	in	applying	the	constitutional	principle	

of	the	universal	right	of	access	to	information	held	by	the	state,	as	well	as	legisla-

tion	aimed	at	giving	effect	to	it.	One	consequence	of	this	is	that	citizens	as	well	

as	organisations	functioning	in	the	public	sphere	do	not	always	understand	their	

rights	in	this	respect;	specifically,	they	often	do	not	understand	that	the	records	of	

the	intelligence	services	are	in	fact	public	records.

The	concerned	citizen,	however,	would	want	to	know	the	following:	what	are	

the	mechanisms	for	managing	the	records	of	the	intelligence	services?	Are	these	

filed	safely	and	securely	so	that	they	can	be	retrieved	when	needed	–	for	instance,	

when	those	services	receive	requests	for	access	to	information?	Do	the	services	

actually	know	what	records	they	have,	and	given	the	secrecy	involved	in	intelli-

gence,	is	it	possible	for	them	to	know?	Are	the	records	tamper-proof?	What	is	the	

retentions	and	disposals	policy	of	the	intelligence	services,	and	under	what	condi-

tions,	if	any,	are	records	released	for	public	consumption?

Another	layer	of	questions	relates	to	secrecy.	Which	documents	are	classified	

as	secret	or	confidential,	and	why?	Who	takes	these	decisions,	and	under	what	

authority?	For	how	long	may	such	documents	be	classified	as	secret,	and	what	

happens	if	this	status	is	no	longer	necessary?	Lastly,	is	there	any	oversight	of	what	

happens	to	these	records,	and	how	can	the	public	be	assured	that	their	custodian-

ship	is	in	good	hands?

IntRoDuCtIon
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Prior	to	1994	the	South	African	intelligence	services	were	virtually	immune	from	

public	scrutiny.	The	Official	Secrets	Acts	of	1912	and	1956,	the	Security	Intelli-

gence	and	State	Security	Council	Act	of	1972,	the	Bureau	for	State	Security	Act	of	

1978,	the	Protection	of	Information	Act	of	1982,	and	various	laws	relating	to	the	

financing	of	the	security	services	all	served	to	draw	a	veil	of	secrecy	around	them	

(Mathews	1978;	Africa	1992).

The	 post-apartheid	 constitution	 –	 which	 came	 into	 force	 in	 1996	 –	 estab-

lished	a	number	of	institutions	aimed	at	supporting	a	rights-based	constitutional	

democracy.	 These	 include	 a	 Public	 Protector,	 the	 Human	 Rights	 Commission,	

the	 Commission	 for	 Gender	 Equality,	 the	 Commission	 for	 the	 Promotion	 and	

Protection	of	the	Rights	of	Cultural,	Religious	and	Linguistic	Communities,	the	

Auditor-General,	and	the	Independent	Electoral	Commission	(Constitution,	1996,	

chapter	9).

The	statute	book	has	been	extensively	revised	to	align	 it	with	the	constitu-

tion.	Hundreds	of	apartheid	laws	have	been	repealed	or	modified,	and	new	laws	

adopted.	Some	provide	for	institutions	aimed	at	promoting	and	upholding	the	Bill	

of	Rights.	For	example,	arising	out	of	a	constitutional	provision,	the	Intelligence	

Services	Control	Act	of	1994	provides	for	the	establishment	of	a	multiparty	parlia-

mentary	oversight	committee	and	the	appointment	of	inspectors-general	tasked	

with	investigating	complaints	against	the	services	by	members	of	the	public.

The	 new	 constitution	 also	 stipulated	 that	 national	 legislation	 should	 be	

introduced	to	give	effect	to	the	right	of	access	to	information	held	by	the	state,	

resulting	in	the	adoption	of	the	Promotion	of	Access	to	Information	Act	(PAIA)	

of	2000.	This	law	requires	state	security	organs	to	actively	disclose	information	

about	themselves,	and	respond	to	requests	for	access	to	their	records.	However,	

some	observers	argue	that	the	security	services	continue	to	resist	disclosure,	thus	

undermining	the	constitutional	principle	of	access	to	information	(Harris	2002;	

Currie	&	Klaaren	2002).

Gearing	the	post-apartheid	intelligence	services	towards	discharging	their	con-

stitutional	obligations	to	implement	PAIA	carries	significant	challenges	in	respect	

of	capacity.	The	Act	is	relatively	complex,	and	its	implementation	requires,	among	

other	things,	the	production	of	manuals;	a	capacity	to	respond	in	a	timely	fashion	

to	requests	for	access	to	records;	an	ability	to	process	appeals,	alongside	the	role	

of	the	courts	which	must	become	involved	when	requesters	wish	to	seek	recourse	

to	justice;	and	compliance	with	a	system	of	annual	reporting	(McKinley	2004).

In	 1995	 the	 National	 Intelligence	 Agency	 (NIA),	 the	 South	 African	 Secret	

Service	(SASS),	and	the	National	Intelligence	Coordinating	Committee	(NICOC)	
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were	 established,	 constituting	 the	 civilian	 intelligence	 sector.	 Since	 2000	 the	

sector	has	been	significantly	expanded	with	the	formation	of	the	South	African	

National	 Academy	 of	 Intelligence	 (SANAI);	 Electronic	 Communications	 Secu-

rity	(Pty)	Limited;	 the	Office	for	 Interception	Centres	(OIC);	and	the	National	

Communications	 Centre	 (NCC).	 It	 is	 safe	 to	 assume	 that	 the	 secret	 records	 of	

the	intelligence	services	have	grown	exponentially.	Public	ignorance	and	intelli-

gence	service	ambiguity	are	likely	to	persist	until	clear	policy	guidelines	for	the	

management	of	different	categories	of	records	held	by	the	intelligence	services	

are	formulated	and	made	known.	Given	the	secrecy	surrounding	the	intelligence	

services,	and	the	potential	for	abuse	that	such	secrecy	carries,	citizens	must	be	

assured	that	there	are	clear	parameters	and	policy	guidelines	for	the	exercise	of	

secrecy	and	transparency.

the AIM oF the stuDY

When	one	assesses	whether	the	intelligence	services	have	complied	with	their	con-

stitutional	obligations	in	the	first	decade	of	their	existence	–	that	is,	from	1995	

to	2004	–	it	appears	that	both	the	services	and	relevant	policy-makers	have	been	

ambiguous	about	how	appropriate	and	meaningful	levels	of	transparency	should	

be	pursued,	and	under	what	conditions	the	services	may	invoke	a	right	to	secrecy.	

A	more	pessimistic	analysis	would	be	that	the	way	in	which	the	intelligence	serv-

ices	have	retreated	into	justifications	of	secrecy	even	when	greater	openness	and	

public	disclosure	would	not	have	threatened	national	security,	displays	a	signifi-

cant	continuity	with	the	apartheid	past.	How	are	we	to	understand	and	explain	

this	ambivalence,	and	present	policy	alternatives	that	will	compromise	neither	the	

intelligence	services’	execution	of	their	mandate	nor	the	public	right	of	access	to	

information	held	by	the	state?

This	study	is	based	on	the	premise	that	the	post-apartheid	intelligence	services	

are	guided	by	the	country’s	constitution,	including	its	injunction	on	access	to	infor-

mation.	One	should	remember	that	the	services	themselves	have	been	created	in	

terms	of	the	constitution,	which	indicates	that	its	architects	foresaw	the	need	for	

entities	whose	functions	would	include	the	gathering	of	intelligence	in	pursuit	of	

national	security,	presumably	in	the	knowledge	that	they	would	carry	over	into	

the	new	dispensation	those	methods	and	practices	–	of	intrusion,	surveillance,	and	

restrictions	on	access	to	information	–	that	are	inimical	to	the	democratic	ideal,	

but	part	of	the	realities	of	governance	in	the	modern	world.	The	conduct	of	the	

intelligence	services	would	therefore	have	to	be	aligned	with	their	status	as	con-

stitutional	entities,	and	the	duties	imposed	by	this	imperative.	This	includes	being	
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subject	to	the	Bill	of	Rights,	which	guarantees	the	rights	of	free	association	and	

expression,	privacy,	dignity,	life,	and	access	to	information	held	by	the	state.	This	

is	a	challenging	reality,	but	one	which	the	South	Africa	polity	and	citizenry	can	be	

grateful	for.

By	way	of	background,	and	in	order	to	improve	our	understanding	of	the	cur-

rent	legal	and	policy	environment,	this	study	explores	official	secrecy	in	South	

Africa	in	the	years	of	white	minority	rule.	It	traces	the	political	imperatives	that	

caused	successive	20th century	governments	to	introduce	legislation	that	ensured	

their	continued	dominance	over	the	country’s	black	majority.

The	study	also	assesses	the	state	of	access	to	information	about	the	intelligence	

services	in	the	period	during	which	the	country’s	negotiated	settlement	gave	rise	

to	a	new	intelligence	dispensation.	Once	they	began	to	discuss	a	new	intelligence	

dispensation,	 the	 parties	 to	 the	 process	 –	 principally	 the	 National	 Party	 (NP)	

government	and	the	African	National	Congress	(ANC)	–	rapidly	agreed	on	the	

strategies	appropriate	to	conducting	this	type	of	work.	Secrecy	would	be	a	nec-

essary	and	unavoidable	strategic	imperative.	Even	though	they	might	have	been	

poles	apart	politically	and	ideologically,	the	main	parties	were	united	on	the	core	

issue	of	how	the	intelligence	services	should	go	about	their	business.

This	study	addresses	the	issue	of	whether	the	methods	of	secrecy	employed	

by	 the	 post-apartheid	 intelligence	 services	 are	 legitimate	 and	 sustainable	 in	 a	

democracy,	and	whether	sufficient	safeguards	have	been	put	in	place	to	ensure	

that	abuses	of	power	are	avoided,	or	can	at	least	be	detected.	As	noted	earlier,	the	

intelligence	services	have	been	created	under	the	constitution,	and	are	subject	to	a	

number	of	democratic	principles.	In	this	regard,	the	first	question	is	whether	they	

operate	under	enabling	conditions,	whether	their	mandates	and	focus	are	clearly	

and	explicitly	spelt	out	in	their	founding	legislation,	and	whether	their	efficacy	is	

enhanced	by	the	governance	requirements	imposed	upon	them.	A	second	ques-

tion	concerns	the	impact	of	the	seemingly	contradictory	policy,	legislative,	and	

regulatory	arrangements	under	which	the	intelligence	services	function	in	respect	

of	public	access	to	information.	The	main	contradiction	is	that,	while	the	constitu-

tion	confers	a	right	of	access	to	information	held	by	the	state,	some	organs	of	state	

(notably	the	intelligence	services)	are	also	directed	to	conduct	their	affairs	in	rela-

tive	secrecy	(Currie	&	Klaaren	2002).	Thus	the	Intelligence	Services	Act	of	2002	

requires	the	heads	of	those	services	to	protect	the	identities	of	members,	sources,	

and	methods	of	collection	(Qunta	2004).	And	the	Protection	of	Information	Act	of	

1982,	which	has	coexisted	since	2000	with	PAIA,	provides	penalties	for	disclosure	

of	or	unauthorised	access	to	a	much	wider	spectrum	of	information	and	records	

than	contemplated	in	the	latter	act	(Currie	&	Klaaren	2002).	A	third	example	is	
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that	while	the	National	Archives	Act	of	1996	provides	for	the	declassification	of	

records	after	20	years,	it	does	not	state	how	records	originally	classified	as	secret	

on	the	grounds	of	national	security	are	to	be	handled	after	the	20-year	period	

(McKinley	2004).

The	 current	 situation	 is	 that	 information	 is	 classified	 in	 terms	 of	 a	 cabinet	

guideline,	the	Minimum	Information	Security	Standards	(MISS).	What	provides	

cause	 for	 concern	 is	 that	 while	 the	 MISS	 requires	 officials	 in	 all	 government	

departments,	 without	 regard	 for	 their	 levels	 of	 authority	 or	 responsibility,	 to	

adhere	to	its	prescriptions	for	secrecy,	it	does	not	provide	any	oversight	mecha-

nisms.	 Officials	 are	 required	 to	 classify	 ‘sensitive’	 information	 as	 ‘Top	 Secret’,	

‘Secret’,	‘Confidential’,	or	‘Restricted’,	depending	on	the	perceived	degree	of	harm	

to	national	security	should	the	information	be	disclosed	(Currie	&	Klaaren	2002).	

The	criteria	 for	classifying	records,	and	therefore	 for	withholding	 information	

from	the	public,	are	not	contained	in	any	legislation,	creating	concern	that	the	

MISS	in	fact	contradicts	PAIA.	This	study	explores	the	implications	of	these	gaps	

in	the	legislative	and	policy	framework,	and	recommends	options	for	addressing	

them.

A	 third	 question	 is	 whether	 the	 custodianship	 of	 intelligence	 records	 is	

regulated	 in	 a	 way	 that	 guarantees	 their	 safety	 and	 integrity.	 This	 concern	 is	

particularly	 germane	 to	 information	 about	 –	 and	 records	 of	 –	 the	 intelligence	

services,	because	they	are	generally	closed	to	public	scrutiny	(Posel	&	Simpson	

2002).	Members	of	these	services	are	sworn	to	secrecy	and	may	not	disclose	their	

activities;	only	a	limited	amount	of	information	about	the	activities	of	these	struc-

tures	is	released	to	the	public,	and	even	oversight	bodies	are	often	not	at	liberty	

to	publicise	all	aspects	of	their	interactions	with	these	structures.	Yet,	as	South	

Africa’s	own	history	demonstrates,	it	is	precisely	under	such	conditions	that	secu-

rity	forces	and	intelligence	services	can	commit	major	misdeeds,	all	in	the	name	of	

national	security.	Thus	the	Truth	and	Reconciliation	Commission	(TRC)	–	a	body	

established	by	the	first	post-apartheid	government	to	facilitate	redress	for	politi-

cally	inspired	criminal	acts	committed	under	apartheid	–	emphasised	the	need	

for	the	preservation	of	official	records	in	post-apartheid	South	Africa.	Inter	alia,	it	

exposed	the	fact	that	the	apartheid	government	had	destroyed	most	of	its	records	

in	its	final	months	(TRC	1998).	The	impunity	with	which	this	was	done	serves	

as	a	reminder	that	whole	chapters	of	executive	action	can	be	wiped	off	the	slate,	

rendering	state	actors	unaccountable	and	unpunishable	for	any	misdemeanours.

The	study	raises	 the	need	 to	better	characterise	 the	security	 threats	 facing	

South	Africa,	and	the	kinds	of	intelligence	information	that	should	be	kept	secret	

as	a	result.	 It	also	raises	the	issue	of	who	should	have	the	authority	to	classify	
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information,	and	in	terms	of	what	criteria.	It	illuminates	the	challenge	of	finding	

a	formula	for	preserving	and	handling	the	records	of	the	apartheid	intelligence	

services,	 especially	 in	 the	 context	 of	 processes	 to	 encourage	 disclosure	 about	

human	rights	abuses	committed	by	the	apartheid	security	forces.	This	will	play	an	

important	role	in	bringing	closure	to	that	period	in	South	African	history.	A	final	

question	concerns	the	duration	of	classification	and	the	criteria	for	determining	

when	a	matter	can	be	deemed	to	have	lost	its	sensitivity	and	therefore	its	classified	

status.	Put	differently,	there	should	be	safeguards	to	ensure	that	the	classifica-

tion	or	declassification	of	information	is	in	the	public	interest,	but	these	are	either	

inadequate	or	do	not	yet	exist.

LoCAtIng the stuDY

Like	 their	counterparts	around	the	world,	 the	South	African	 intelligence	serv-

ices	keep	secrets	–	usually	in	the	name	of	national	security.	More	than	any	other	

department	of	state,	they	routinely	withhold	information	from	the	public,	and	

even	from	other	government	departments.	As	a	result,	members	of	the	public	as	

well	as	some	members	of	the	executive	know	relatively	little	about	their	activities,	

with	the	further	consequences	that	misconceptions	about	them	abound.	Under	

these	circumstances,	 the	 intelligence	services	 tend	 to	become	defensive	about	

their	operations,	and	ambivalent	about	issues	of	transparency.	This	is	one	of	the	

most	significant	challenges	which	post-apartheid	South	Africa	must	overcome.

In	a	democracy	purporting	to	uphold	the	public’s	right	of	access	to	information	

held	by	the	state,	questions	arise	about	when	the	non-disclosure	of	information	

is	 justified,	 and	 whether	 keeping	 these	 services	 going	 is	 an	 acceptable	 way	 of	

spending	taxpayers’	money.	In	their	defence,	the	intelligence	services	lay	claim	

to	a	professional	duty	of	secrecy	(to	protect	vulnerable	informants,	for	example,	

or	to	preserve	the	confidential	nature	of	intelligence	liaison	between	states).	They	

also	point	out	that	they	are	required	by	law	to	keep	information	secret	under	cer-

tain	circumstances,	at	pain	of	criminal	sanction.	The	reassurance	that	matters	will	

not	get	out	of	hand,	they	claim,	can	be	found	in	the	country’s	constitution,	which	

unequivocally	states	that	the	conduct	of	intelligence	services	must	conform	to	the	

rule	of	law	as	well	as	international	humanitarian	law.

Policy	analysts	often	assume	that	there	is	a	causal	link	between	governmental	

secrecy	and	the	abuse	of	power	–	and,	conversely,	that	greater	public	access	to	

information,	particularly	about	security	and	intelligence	services,	automatically	

promotes	fair	and	judicious	government	(Halperin	&	Hoffman	1977;	Richelson	

1989;	Steele	2001;	Hodess	2003).	In	South	Africa	there	is	a	growing	expectation	
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that	more	and	more	information	about	the	security	and	intelligence	services	will	

be	made	public,	and	that	these	bodies	will	be	held	accountable	for	their	actions,	

both	 past	 and	 present	 (Africa	 1992;	 Nhlanhla	 1992;	 Harris	 2000;	 Bell	 2001;	

Klaaren	2002;	Levy	2004).

Executive	secrecy	is	generally	frowned	upon	by	citizens	in	a	democracy,	and	in	

this	sense	intelligence	services	are	not	alone.	Any	form	of	official	secrecy	tends	to	

create	a	climate	of	distrust	between	government	and	citizens,	and	that	the	cycle	of	

governmental	secrecy	and	public	alienation	are	a	feature	of	many	western	democ-

racies.	This	cycle	reproduces	itself	in	the	following	way:	people	tend	to	believe	

less	and	less	of	what	government	says	because	they	feel	they	do	not	have	access	

to	corroborating	 information.	A	perception	of	government	misinforming	them	

sets	in,	even	where	this	is	not	the	case,	while	government	becomes	increasingly	

frustrated	by	the	simplistic	analyses	of	the	public	whose	opposition	is	perceived	

to	 be	 motivated	 by	 misunderstandings	 and	 simplistic	 and	 extreme	 responses	

(Mathews	1978).

Even	where	countries	have	enacted	access	to	information	legislation,	it	does	

not	always	mean	that	access	is	guaranteed.	In	many	countries,	enforcement	mech-

anisms	are	weak,	and	governments	often	resist	having	 to	release	 information.	

Alternatively,	bureaucrats	delay	the	processing	of	requests	for	information	(Martin	

&	Feldman	1998).	Not	surprisingly	then,	around	the	world,	intelligence	services	

are	increasingly	closely	scrutinised.	Citizens	and	their	representative	institutions	

are	asking	their	governments	to	explain	what	these	institutions	are	contributing,	

especially	in	times	when	hard	policy	choices	have	to	be	made.

whY thIs DeBAte Is IMPoRtAnt FoR south AFRICA

There	 are	 a	 number	 of	 reasons	 why	 this	 study	 is	 particularly	 relevant	 today.	

South	Africa	is	a	relatively	new	democracy,	and	even	though	the	governance	of	

its	intelligence	services	been	debated	and	scrutinised	both	before	and	after	the	

first	democratic	elections,	greater	attention	needs	to	be	paid	to	detail.	The	debate	

about	the	tension	between	secrecy	and	transparency	is	part	of	a	set	of	wider	con-

cerns	about	the	accountability	of	security	services	in	democratic	settings.	In	turn,	

these	concerns	relate	to	how	national	security	is	conceptualised	and	advanced	by	

a	society	and	its	government.	The	debate	about	national	security	has	been	influ-

enced	by	the	assumptions	and	world	views	of	 the	different	proponents.	 In	 the	

western	world,	conceptions	of	national	security	were	an	important	dimension	of	

international	relations	theory	during	the	Cold	War.

The	main	objective	of	the	two	leading	protagonists	–	the	United	States	and	
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the	Soviet	Union	–	was	to	gain	the	lead	in	the	race	for	strategic	global	dominance.	

Intelligence	services	–	notably	the	Central	Intelligence	Agency	(CIA)	and	Commit-

tee	for	State	Security	(KGB)	–	played	a	prominent	role	in	the	conflict.	Intelligence	

services	of	other	countries	throughout	the	world	found	themselves	in	the	sphere	

of	influence	of	either	of	these	two	well-resourced	giants	in	the	world	of	spying,	

often	serving	as	satellites	of	one	or	the	other	(Ray	1979).	In	the	West,	the	domi-

nant	objective	was	that	of	deterrence	–	preventing	communist	East	bloc	countries	

from	extending	their	influence,	particularly	in	the	third	world,	and	ensuring	that	

western	countries	remained	ahead	in	the	nuclear	arms	race.	In	the	1960s	the	gen-

eration	of	intelligence	information	proliferated,	with	western	powers	spending	

massive	sums	on	developing	technologies	to	give	them	an	advantage	in	the	spy	

wars	against	the	Soviet	Union.

Africa	did	not	escape	these	alignments.	Modern	African	states	had	their	origins	

in	the	colonial	partitions	that	took	place	at	the	Berlin	Conference	of	1884	(Smith	

1983).	 In	 the	carving	up	of	 the	continent	 that	characterised	this	 ‘scramble	 for	

Africa’,	the	needs	and	aspirations	of	Africans	were	largely	ignored,	and	the	admin-

istrative	structures	created	by	Europeans	were	mainly	designed	to	facilitate	access	

to	the	continent’s	abundant	natural	resources.	National	identities	were	imposed	

on	Africans,	with	historically	specific	identities	and	the	heterogeneity	of	African	

societies	being	ignored	or	misunderstood.	Very	often,	the	only	unifying	factor	in	

a	given	colony	was	the	fact	that	it	was	subject	to	a	single	colonial	power.	Ironi-

cally,	the	common	experience	of	colonial	oppression	gradually	created	a	sense	of	

nationhood	among	the	people	forced	together	in	this	way,	resulting	in	the	forma-

tion	of	resistance	movements,	and	demands	for	independence	from	colonial	rulers	

(Smith	1983).

When	 independence	 came,	 however,	 many	 of	 the	 colonial	 administrative	

structures	remained	intact,	or	served	as	models	for	the	new	post-colonial	states.	

Post-colonial	 intelligence	 services	 often	 merely	 reflected	 core–periphery	 rela-

tions,	even	after	nominal	independence	from	colonial	powers	had	been	attained.	

South	Africa’s	democratic	transition	coincided	with	the	post-Cold	War	era,	and	

the	intelligence	services	therefore	had	an	ideal	opportunity	to	effect	governance	

arrangements	that	put	accountability	and	professionalism	before	ideology.	This	

study	will	hopefully	show	the	extent	to	which	the	intelligence	services	were	able	

to	adhere	to	these	principles	in	the	first	ten	years	of	their	existence.

The	study	also	comes	at	a	time	when	numerous	democracies	threatened	by	

violence	and	extremism	are	thinking	about	restricting	their	citizens’	civil	 liber-

ties	in	the	interests	of	national	security	(Todd	&	Bloch	2003).	During	the	 ‘War	

of	Terror’,	the	United	States,	followed	by	several	western	countries	which	prided	
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themselves	on	their	civil	liberties	credentials,	extended	their	intelligence	services’	

use	of	secret,	intrusive	and,	it	was	widely	suspected,	illegal	methods.	The	debate	

on	how	much	secrecy	a	society	should	tolerate	is	particularly	pertinent	to	South	

Africa,	given	that,	having	emerged	from	a	past	 in	which	the	state	disregarded	

human	rights,	any	reversal	or	even	qualification	of	the	fundamental	rights	pro-

vided	for	now	will	be	subject	to	the	test	of	constitutionalism.	This	study	recognises	

the	human	rights	underpinnings	of	the	post-apartheid	security	dispensation,	and	

attempts	to	find	policy	solutions	within	this	paradigm.	The	debate	around	access	

to	information	held	by	the	state	is	taking	place	at	a	time	when	rapid	technologi-

cal	development,	and	an	information	explosion	have	exposed	just	how	vulnerable	

and	penetrable	the	information	systems	of	government	really	are.	Communica-

tions	technology	has	developed	to	such	an	extent	–	there	is	a	multitude	of	satellite,	

digital,	and	electronic	possibilities	–	that	most	governments	admit	they	cannot	

guarantee	 that	 the	 information	they	collect	and	store	 is	 invulnerable	 to	unau-

thorised	access	(Lipinski	1999).	This	affects	the	durability	and	efficacy	of	secrecy	

regimens,	and	calls	into	question	the	funds	needed	to	secure	information	systems	

and	personnel	entrusted	with	information	security.

Another	factor	affecting	the	efficacy	of	secrecy	systems	is	globalisation,	and	the	

growth	of	multinational	governmental	and	private	entities.	Identities	are	increas-

ingly	defined	in	transnational	terms,	and	individual	loyalty	to	a	country	might	

exist	alongside	or	even	be	surpassed	by	identification	with	multinational	corpora-

tions.	The	implications	of	this	phenomenon	–	which	is	dramatically	facilitated	by	

new	technology	–	is	that	people	are	increasingly	identifying	with	causes	regardless	

of	geographical	boundaries.	In	a	technologically	linked	global	environment,	where	

access	to	information	is	often	the	key	to	prosperity,	and	territorial	identities	are	

being	subsumed	by	other	forms	of	identity,	actors	who	have	to	develop	appropri-

ate	policies	for	promoting	and	defending	national	security	face	major	challenges.

Finally,	the	study	is	relevant	because	it	explores	the	interplay	between	vari-

ous	policy	actors	in	the	course	of	providing	access	to	information.	These	include	

the	executive,	parliament,	officials	of	the	intelligence	services	and	other	related	

departments,	oversight	bodies,	and	organs	of	civil	 society.	While	 they	broadly	

agree	on	principles,	 they	often	have	divergent	 interests,	which	 leads	 to	differ-

ences	in	interpreting	and	applying	policy.	I	conducted	interviews	with	some	of	

these	actors,	including	officials	in	the	intelligence	services	and	other	government	

departments,	drafters	of	the	legislation	promoting	access	to	information,	mem-

bers	 of	 various	 oversight	 structures,	 academics,	 and	 representatives	 of	 NGOs.	

Understanding	the	perspectives	of	policy	actors	–	where	they	converge,	and	where	

they	differ	–	is	an	important	part	of	the	policy-making	process,	which	must	seek	
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to	manage	these	tensions	in	the	interests	of	the	various	stakeholders	(Lee	1991).	

The	concluding	policy	recommendations	represent	something	of	a	balancing	act,	

and	recognise	that	most	or	all	divergent	views	are	partly	valid.

the sCoPe oF the stuDY

The	terms	and	definitions	used	in	respect	of	South	Africa’s	statutory	security	insti-

tutions	are	derived	from	the	constitution.	Chapter	11	of	the	constitution	refers	

to	 ‘security	services’,	comprising	the	national	defence	force,	the	police	service,	

and	the	intelligence	services.	The	actual	shape	and	functions	of	the	intelligence	

community	were	the	product	of	extensive	debate	between	the	parties	involved	in	

negotiating	South	Africa’s	political	future	in	the	early	1990s.

One	of	the	major	departures	from	the	apartheid	dispensation	was	to	estab-

lish	two	civilian	intelligence	services,	one	for	domestic	intelligence	and	another	

for	foreign	intelligence.	Under	apartheid	the	premier	civilian	intelligence	service	

was	the	National	Intelligence	Service	(NIS),	which	collected	both	domestic	and	

foreign	intelligence.	In	addition,	the	‘Bantustans’	of	Transkei,	Bophuthatswana,	

and	Venda	had	their	own	intelligence	services.	Modelled	on	the	NIS,	they	largely	

concentrated	on	flushing	out	anti-apartheid	activists,	and	relied	heavily	on	Preto-

ria	for	direction	and	resources.	When	the	intelligence	services	were	amalgamated	

in	1995,	the	members	of	these	satellite	services	were	also	absorbed	into	the	two	

new	services.

In	line	with	the	White	Paper	on	Intelligence	and	National	Strategic	Intelligence	

Act	of	1994,	the	mission	of	the	domestic	intelligence	service	–	the	NIA	–	is	to	con-

duct	security	intelligence	within	the	borders	of	the	Republic	of	South	Africa	in	

order	to	protect	the	constitution.	Its	aim	is	to	ensure	the	security	and	stability	of	

the	state,	and	the	safety	and	well-being	of	its	citizens.

In	South	African	law,	‘domestic	intelligence’	means	intelligence	on	any	internal	

activity,	factor	or	development	detrimental	to	the	national	stability	of	the	republic,	

or	threats	or	potential	threats	to	the	constitutional	order	of	the	Republic	and	the	

safety	and	well-being	of	its	people.	The	mission	of	the	foreign	intelligence	service	

–	the	SASS	–	is	to	conduct	intelligence	in	relation	to	external	threats,	opportuni-

ties,	and	other	issues	that	might	affect	the	Republic,	with	the	aim	of	promoting	

national	security	and	the	interests	of	the	country	and	its	people.	The	law	defines	

‘foreign	intelligence’	as	intelligence	on	any	external	threat	or	potential	threat	or	

potential	threat	to	the	national	interests	of	the	Republic	and	its	people,	and	intel-

ligence	regarding	opportunities	relevant	to	the	protection	and	promotion	of	such	
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national	interests	irrespective	of	whether	or	not	it	can	be	used	to	formulate	foreign	

policy	(RSA,	National	Strategic	Intelligence	Act	1994).

This	study	does	not	address	in	detail	the	management	of	access	to	intelligence	

information	held	by	the	South	African	Police	Service	(SAPS)	and	the	South	Afri-

can	National	Defence	Force	(SANDF),	although	the	questions	posed	about	civilian	

intelligence	are	equally	relevant	to	those	sectors	of	the	security	services.	There	is	

room	for	broadening	the	analysis	in	this	area,	not	least	because	the	intelligence	

community	straddles	the	defence	and	policing	environments	(Africa	&	Mlombile	

2001).	This	is	made	clear	in	the	National	Strategic	Intelligence	Act	of	1994	which	

outlines	the	strategic	intelligence-gathering	mandates	of	the	NIA,	SASS,	Defence	

Intelligence,	and	Crime	Intelligence.

This	 study	 focuses	 on	 policies	 and	 policy	 alternatives	 for	 managing	 intelli-

gence	information,	defined	as	records	generated	by	the	intelligence	services	in	

the	course	of	 their	work.	These	 include	 the	raw	 information	documented	and	

compiled	 from	a	number	of	sources,	 including	 informers,	 technical	and	signal	

collection	points,	written	reports,	and	analyses	compiled	by	intelligence	officers;	

and	the	assessments	and	reports	generated	from	this	data,	usually	assessments	

of	 threats	or	perceived	threats	 to	national	security	presented	to	policy-makers	

(Richelson	 1989).	 It	 also	 includes	 dossiers	 on	 people	 and	 organisations,	 and	

records	of	the	methods	used	to	gather	the	information	in	question.

The	definition	of	intelligence	records	also	covers	records	about	governance	of	

the	intelligence	services,	including	human	resources,	assets,	and	financial	man-

agement.	‘Intelligence	information’	may	or	may	not	be	highly	sensitive	(in	other	

words,	its	public	disclosure	may	or	may	not	have	grave	implications	for	national	

security),	depending	on	the	criteria	and	considerations	used	to	evaluate	it.

The	study	also	explores	issues	around	the	status,	legitimacy,	and	ownership	of	

intelligence	information	in	the	country’s	movement	from	authoritarian	to	demo-

cratic	rule.	As	a	backdrop	it	reviews	and	assesses	the	political	processes	leading	to	

the	establishment	of	the	new	intelligence	dispensation,	notably	the	formation	of	

the	NIA	and	SASS,	which	were	to	function	under	a	changed	set	of	political	rules.	

A	core	focus	of	this	study	is	whether,	in	the	course	of	their	formation	and	early	

development,	they	have	adapted	to	these	rules	of	accountability	and	regard	for	the	

constitution	and	the	law.

It	seeks	to	analyse	how,	in	post-apartheid	South	Africa,	all	three	arms	of	gov-

ernment	–	the	legislature,	executive,	and	the	judiciary	–	as	well	as	officials	of	the	

intelligence	services	have	defined	their	relationship	to	intelligence	information	

by	highlighting	the	choices	they	have	made	in	relation	to	various	challenges.	The	

oversight	structures	created	in	terms	of	the	constitution	and	national	legislation	
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–	the	Auditor-General,	the	Joint	Standing	Committee	on	Intelligence	(JSCI),	and	

the	Inspector-General	for	Intelligence	–	interact	with	the	intelligence	services	in	

line	with	their	respective	mandates.	Their	record	in	playing	these	oversight	roles	

is	briefly	reviewed.	It	is	widely	known,	and	even	accepted,	that	the	intelligence	

services	do	much	of	their	work	in	secret,	giving	rise	to	the	central	dilemma	exer-

cising	this	study:	how	credible	policy	can	be	made	and	implemented	in	a	context	

where	public	scrutiny	is	 limited	(Lustgarten	&	Leigh	1994).	In	the	intelligence	

environment,	 much	 information,	 even	 relatively	 innocuous	 information,	 finds	

itself	beyond	public	scrutiny.	The	study	attempts	to	address	the	implications	of	

this	condition,	and	to	interrogate	the	imperatives	that	make	it	possible.

Finally,	it	examines	the	experiences	of	several	countries	that	have	grappled	

with	the	issues	of	maintaining	a	successful	balance	between	transparency,	secrecy,	

and	national	security	in	managing	their	intelligence	services.	Oversight	mecha-

nisms	have	played	a	prominent	role,	especially	in	the	West,	and	form	an	important	

part	of	the	democratic	armoury	against	bureaucratic	excess.	It	would	obviously	

have	 been	 valuable	 to	 compare	 South	 Africa’s	 experiences	 in	 this	 regard	 with	

those	of	other	African	countries,	but	few	seem	to	promote	access	to	the	records	of	

their	intelligence	services	in	a	similar	fashion.	Given	this,	developed,	largely	west-

ern	countries	had	to	be	examined.	While	the	choice	of	countries	is	not	exhaustive,	

and	their	experiences	cannot	be	directly	compared	with	South	Africa’s,	they	do	

offer	insights	into	how	civil	society	and	security	establishments	in	various	societies	

have	differed	on	these	issues,	and	how	policy-makers	have	intervened	to	resolve	

disputes	and	demarcate	the	boundaries	more	clearly.

Ultimately,	this	study	seeks	to	contribute	to	public	policy.	It	identifies	a	need	

for	 effective	 policy	 responses	 to	 the	 enduring	 problem	 of	 balancing	 secrecy	

and	transparency	in	intelligence	work,	and	suggests	how	such	policy	should	be	

evolved,	implemented,	evaluated,	and	adjusted.	In	the	process	it	draws	on	several	

academic	fields	–	law,	history,	philosophy,	politics,	and	international	relations	–	

which	is	not	unusual	in	the	area	of	policy	studies	(Lee	1991;	Dunn	1994;	Parsons	

1995).

Heymans	(1996)	has	offered	this	common-sense	definition	of	the	role	of	public	

policy:

The	business	of	government	is	to	make	choices,	and	to	strategically	manage	

resources	towards	achieving	the	goals	these	choices	imply.	Public	policy	is	the	

product	 of	 these	 choices,	 setting	 the	 parameters	 within	 which	 government	

departments	and	others	operating	within	the	sphere	of	particular	polices	are	

either	intended	or	made	to	function.
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Setting	out	the	challenges	of	policy-making	in	a	democracy	such	as	South	Africa,	

he	 spells	 out	 three	 attributes	 that	 must	 be	 present	 for	 government	 to	 make,	

analyse,	implement,	and	evaluate	policy:

	 …	 political	 leadership	 (to	 make	 choices	 and	 take	 responsibility	 for	 their	

outcomes);	administrative	management	(to	make	things	happen);	and	ana-

lytical	support	(to	identify,	explore	and	package	policy-relevant	options	and	

information)	(Heymans	1996:30).

This	study	fundamentally	interrogates	a	policy	problem:	how	much	information	

should	governments	in	general	and	the	South	African	government	in	particular	

make	available	to	the	public,	or,	conversely,	how	much	information	is	it	entitled	to	

withhold	from	the	public	domain?	If	information	about	the	security	of	a	country	

and	its	people	is	a	public	matter,	are	policy-makers	making	appropriate	choices	

about	access	to	such	information;	and	how	are	these	choices	being	interpreted	and	

implemented	by	the	bureaucracy	and	the	intelligence	bureaucracy	in	particular?

stRuCtuRe

This	book	is	divided	into	three	parts.	Part	One	provides	a	context	for	and	back-

ground	to	the	rest	of	the	study,	and	deals	with	conceptual	issues	relating	to	secrecy	

and	transparency	in	the	governance	of	intelligence	services;	official	secrecy	prior	

to	1994;	and	the	transformation	of	the	intelligence	services	in	the	course	of	the	

transition	to	democracy.

Part	Two	deals	with	the	new	security	dispensation;	more	specifically,	it	deals	

with	statutory	instruments	facilitating	access	to	information	about	the	intelligence	

services;	as	well	as	PAIA	and	its	implications	for	the	intelligence	services.	It	also	

reports	on	two	court	cases	and	a	commission	of	inquiry	centring	on	the	intelli-

gence	services	and	the	right	of	access	to	information.

Part	Three	concludes	 the	book	with	 lessons	 from	international	experience,	

conclusions,	and	policy	recommendations.





PART ONE

Context and background





IN SOUTH AFRICA, as in	other	 societies	around	 the	world,	 secrecy	arises	 in	

various	social	contexts,	presenting	a	range	of	political,	legal,	and	ethical	dilem-

mas.	Some	of	these	dilemmas	are	universal,	and	have	been	with	us	for	a	very	long	

time.	Medical	secrecy,	as	embodied	in	the	Hippocratic	Oath,	obliges	doctors	to	

treat	disclosures	by	patients	as	confidential.	The	legal	profession	too	must	contend	

with	the	dilemma	of	secrecy.	Strauss	describes	this	as	follows:

Attorneys	and	advocates	are	ethically	bound	in	the	same	way	as	a	doctor	or	

priest	to	maintain	confidentiality	in	regard	to	information	disclosed	to	them	

in	confidence	by	their	clients.	Failure	to	comply	with	this	duty	can	result	 in	

disciplinary	action	being	taken	against	the	legal	practitioner	…	in	the	techni-

cal	sense	of	the	word,	it	can	be	categorised	as	‘a	right	to	unfettered	freedom	

from	the	state’s	coercive	or	supervisory	powers	and	from	the	nuisance	of	its	

eavesdropping’.	Although	generally	known	as	a	legal	professional	privilege,	it	

is	really	a	right	which	the	client	has	to	withhold	from	a	court	of	law	commu-

nications	made	to	his	 lawyer,	and	to	prevent	the	latter	from	disclosing	such	

communications	as	evidence	(1983:26).

A	third	area	in	which	issues	of	secrecy	present	themselves	is	journalism.	Journal-

ists	are	sensitive	to	an	expectation	of	trust,	and	are	often	prepared	to	defy	the	

authorities	in	order	to	protect	their	informants.	Matthews	attempts	to	describe	

what	is	common	to	all	three	of	these	areas	of	social	interaction:

seCReCY AnD tRAnsPARenCY In the 
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The	lawyer	and	his	client,	 the	doctor	and	his	patient,	 the	 journalist	and	his	

informer,	the	corporation	managers	and	the	Government	may	all	reasonably	

claim	the	protection	of	the	law	for	certain	communications	or	information.	In	

each	case	the	fundamental	rationale	for	secrecy	is	that	 inability	of	the	indi-

vidual	or	institution	to	function	effectively	without	legal	guarantees	against	

disclosure.	But	there	is	another	common	factor	of	equal	or	greater	importance,	

and	that	is	that	in	each	case	the	interest	in	secrecy	or	non-disclosure	is	at	best	

a	qualified	interest.	The	matter	may	be	expressed	differently	by	saying	that	in	

every	instance	the	claim	that	secrecy	should	be	maintained	is	opposed	by	a	

compelling	claim	favouring	disclosure	or	access	to	information.	…	The	law’s	

task	is	to	reconcile	the	opposing	claims	by	demarcating	the	legitimate	bound-

aries	within	which	each	is	sovereign,	and	by	determining	when	and	to	what	

degree	the	one	may	be	limited	in	the	interests	of	another	or	others	(1983:36).

The	American-Scandinavian	philosopher	Sissela	Bok	addresses	the	ethical	and	

philosophical	dimensions	of	secrecy	in	her	book	Secrets – on the Ethics of Conceal-

ment and Revelations (1982).	She	offers	a	‘neutral’	definition	of	secrecy,	describing	

it	as	 ‘intentional	concealment’	 involving	the	deliberate	withholding,	hiding,	or	

concealing	of	information	in	order	to	prevent	someone	else	from	uncovering	it.	

Despite	this	supposed	neutrality,	secrecy	is	usually	underpinned	by	socially	influ-

enced	choices.	Bok	describes	some	of	the	social	contexts	in	which	secrecy	might	

arise	or	be	applied,	including	medical	research	and	practice,	secret	societies,	trade	

negotiations,	research,	and	military	and	state	activity.

According	to	Bok,	secrecy	can	be	utilitarian	and	justifiable.	One	example	is	

withholding	sensitive	information	from	children.	Another	is	withholding	infor-

mation	from	participants	in	research	projects	–	such	as	which	participants	in	a	

medical	trial	have	been	issued	with	a	placebo.	A	third	is	restricting	information	

to	participants	in	sensitive	trade	or	commercial	talks	if	disclosure	could	affect	the	

outcome	to	the	detriment	of	either	of	the	parties.

This	raises	the	issue	of	when	secrecy	can	be	regarded	as	acceptable,	and	when	

not.	According	to	Bok,	the	test	should	be	whether	the	reasons	can	be	convincingly	

defended	in	public.	Moreover,	the	criteria	for	secrecy	should	never	require	con-

cealment.	In	this	regard,	Bok	is	particularly	suspicious	of	state	secrecy,	and	argues	

in	favour	of	severely	limiting	the	use	of	secrecy	by	the	state	because	of	its	asso-

ciation	with	power.	She	argues	that	the	secrecy	surrounding	matters	of	state	are	

often	simply	an	excuse	to	wield	excessive	power,	and	that	the	rights	of	the	public	

are	severely	restricted	when	this	is	the	case.
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Bok’s	 book	 about	 secrecy	 follows	 an	 earlier	 analysis	 of	 a	 related	 subject,	

entitled	Lying – Moral Choice in Public	(1978).	In	this	work,	she	attempts	to	dem-

onstrate	that	lies	and	deception	could	arise	or	be	applied	in	a	number	of	social	

contexts,	and	that	their	 impact	has	to	be	assessed	in	this	context.	Contexts	for	

lying	include	white	lies	(usually	considered	to	be	harmless);	lying	to	enemies	(tac-

tically	applied	in	a	state	of	war);	deceptive	methods	of	social	science	research;	and	

paternalistic	lies	(concealing	an	unpleasant	truth	from	a	child,	or	deception	of	the	

terminally	ill	about	the	state	of	their	health).	She	argues	that	the	consequences	of	

truthfulness	or	deception	should	be	carefully	considered,	whenever	such	a	choice	

has	 to	 be	 made,	 but	 accepts	 that	 major	 dilemmas	 may	 arise	 in	 exercising	 this	

choice.	She	notes	that	an	orderly	social	system	depends	upon	a	reasonable	degree	

of	truthfulness,	and	suggests	that	the	truth	should	not	be	unduly	subverted.	The	

social	costs	of	lying,	she	warns,	include	a	disproportionate	and	unfair	denial	of	

power	to	groups	which	are	already	disempowered	due	to	their	lack	of	access	to	

reliable	information.	As	a	result,	the	disempowered	are	unable	to	make	appro-

priate	choices	to	further	their	own	well-being.	In	addition,	the	victims	of	lies	are	

forced	to	carry	a	psychological	and	emotional	burden	of	uncertainty.

Bok’s	works	are	relevant	to	our	enquiry	because	they	prompt	us	to	confront	

the	 complexity	 and	 consequences	 of	 secrecy	 and	 confidentiality.	 Intelligence	

services	keep	secrets,	and	engage	in	processes	that	can	be	construed	to	be	decep-

tive	–	both	in	the	name	of	national	security.	Where	they	have	been	established	

by	 constitutional	 injunction,	 this	 makes	 for	 a	 fascinating	 subject.	 The	 South	

African	constitution,	to	be	sure,	is	silent	on	the	methods	to	be	used	by	the	intel-

ligence	services,	though	it	states	categorically	that	these	methods	must	be	lawful,	

and	consistent	with	the	rule	of	 law,	 including	international	humanitarian	law.	

Yet	the	intelligence	services	would	claim	to	have	a	professional	duty	of	secrecy	

necessitated,	for	example,	by	the	relationship	between	secret	human	sources	of	

information	and	the	services,	and	the	confidential	nature	of	intelligence	liaison	

and	exchanges	of	 information	between	states.	 In	addition,	even	 in	democratic	

states,	 such	 secrecy	 is	 specifically	 provided	 for	 in	 law,	 its	 breach	 carrying	 the	

burden	of	criminal	sanction.

Robertson	(1999)	has	also	written	about	the	policy	question	of	secrecy,	this	

time	in	respect	of	the	security	establishment	in	the	United	Kingdom.	In	fact,	he	has	

criticised	Bok’s	work	on	the	grounds	that	it	does	not	provide	any	convincing	cri-

teria	for	judging	when	secrecy	has	become	excessive.	This	diverts	from	her	stated	

goal	of	a	neutral	approach	to	secrecy	when	addressing	the	role	of	the	state.	He	

accuses	her	of	all	but	condemning	the	state	for	having	ignoble	intentions	when-

ever	it	conducts	its	affairs	in	secret,	no	matter	what	the	purpose	may	be:
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The	main	thrust	of	Bok’s	analysis	is	that	secrecy	is	particularly	dangerous	when	

those	who	employ	it	are	holders	of	power,	for	in	the	absence	of	accountability	

and	safeguards,	secrecy	makes	such	people	even	more	powerful.	The	balance	

of	the	moral	argument	has	dramatically	switched	so	that	what	was	seen	as	a	

mechanism	of	defence,	protecting	 the	 integrity	of	 the	personality,	 is	now	a	

weapon	of	offence,	associated	with	the	aggrandisement	of	power	(Robertson	

1999:12).

Robertson’s	objection	to	Bok’s	assumption	that	secrecy	in	government	is	generally	

bad	for	society	is	relevant	to	our	study.	The	intelligence	services	in	democracies	

–	including	the	United	Kingdom	–	are	typically	required	by	law	to	conduct	their	

operations	 in	secret.	Where	there	are	checks	and	balances	on	their	powers,	as	

exercised	through	oversight	mechanisms,	Robertson	argues	that	it	is	simplistic	to	

conclude	or	assume	that	they	will	abuse	their	powers.	He	laments	the	fact	that	

Bok,	who	has	made	the	case	for	secrecy	in	other	spheres	of	life	so	competently,	has	

not	been	able	to	provide	a	more	balanced	account	of	its	utility	when	exercised	by	

the	state.

Robertson	is	concerned	about	the	impact	of	secrecy	and	its	potential	to	turn	

democracies	 into	 ‘surveillance	societies’	 in	which	citizens	are	continually	scru-

tinised	 by	 the	 state.	 He	 is	 however,	 equally	 cynical	 about	 the	 effectiveness	 of	

freedom	of	information	laws	–	or	‘access	to	information’	legislation,	as	it	is	other-

wise	referred	to	–	as	a	vehicle	for	open	government,	and	facilitating	meaningful	

insight	into	policy	matters	to	the	ordinary	citizen.	For	Robertson,	freedom	of	infor-

mation	legislation	in	many	countries	has	been	introduced	in	response	to	crises	

precipitated	by	government	excesses,	and	serves	to	streamline	the	channels	of	

communication	between	the	public	and	the	state	rather	than	opening	up	avenues	

for	influencing	decision-making.	He	argues	that	restricting	the	processes	through	

which	 information	 held	 by	 the	 state	 can	 be	 accessed	 is,	 ironically,	 potentially	

immobilising	 to	 citizens.	 Even	 though	 those	 in	 power	 must	 consider	 requests	

for	information	held	by	the	state	from	members	of	the	public,	they	are	in	a	very	

powerful	position,	and	information	inadvertently	becomes	a	lever	of	power.	More-

over,	they	tend	to	release	information	only	when	requested	rather	than	building	

and	promoting	a	general	culture	and	climate	of	openness.

The	one	advantage	of	access	 to	 information,	Robertson	concedes,	 is	 that	 it	

helps	to	ensure	that	records	are	more	accurate,	which	benefits	governments;	and	

fairer,	which	benefits	citizens.	This	is	especially	true	of	personal	records	retained	

by	governments,	and	which	citizens	might	be	entitled	to	review	through	access	to	

information	legislation.	However,	he	warns	that:
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The	problems	arise	when	this	modest	but	worthwhile	reform	is	confused	with	

open	government.	FOI	is	not	an	important	part	of	creating	more	open	govern-

ment,	making	the	process	of	political	decision-making	more	transparent	and	

more	 open	 to	 citizen	 participation.	 There	 are	 quite	 other	 mechanisms	 that	

do	this.	The	creation	of	a	more	federal	structure,	with	competing	centres	of	

decision-making,	is	far	more	important	to	this	process	(Robertson	1999).

This	 analysis	 cautions	 us	 against	 regarding	 access	 to	 information	 as	 the	 only	

measure	of	accountable	and	open	government.	Along	with	entrenching	the	right	

of	access	to	information,	the	South	African	constitution	institutionalises	a	range	of	

measures	and	instruments	to	facilitate	open	and	accountable	governance.	These	

include	the	separation	of	powers	between	the	legislature,	executive,	and	judiciary;	

the	establishment	of	parliamentary	oversight	committees;	and	the	independent	

auditing	of	the	financial	statements	of	all	government	departments	(RSA	Consti-

tution,	1996).	Any	assessment	of	accountability	of	the	intelligence	services	must	

therefore	take	into	account	how	these	institutional	measures	are	applied	in	rela-

tion	to	them.

Some	20	years	ago,	Anthony	Mathews,	a	South	African	constitutional	expert,	

considered	the	impact	of	secrecy	on	western	governments	as	a	backdrop	to	his	

seminal	study	The Darker Reaches of Government: Access to Information about Pub-

lic Administration in Three Societies (1978). He argues	that	theoretical	writings	on	

liberal	democracy	have	long	supported	the	notion	that	the	right	to	know	about	

the	actions	and	decisions	of	 the	executive	and	 its	administration	are	essential	

elements	of	the	system	of	democracy.	For	Mathews,	extensive	secrecy	in	the	exec-

utive	branch	and	its	departments	is	incompatible	with	democracy;	however,	the	

evidence	points	to	the	growing	might	of	bureaucracy	in	western	political	systems:

The	bureaucracies,	it	is	now	clear,	have	become	centres	of	power	in	all	western	

democracies,	including	those	that	have	presidential	type	executives.	Viewed	

from	 the	 perspective	 of	 access	 to	 information,	 this	 is	 an	 alarming	 develop-

ment	since	official	secrets	were	the	invention	of	the	bureaucracy.	Secrecy	has	

been,	and	remains,	one	of	the	most	effective	techniques	which	officials	have	

employed	to	enhance	their	power	(Mathews	1978).

Mathews	argues	 that	official	 secrecy	create	a	climate	of	distrust	between	gov-

ernment	and	its	officials	on	the	one	hand,	and	citizens	on	the	other.	The	cycle	

of	 governmental	 secrecy	 and	 public	 alienation	 are	 a	 feature	 of	 many	 western	

democracies.	This	cycle	reproduces	itself	as	follows:	people	tend	to	believe	less	

and	less	of	what	government	says,	because	they	feel	they	do	not	have	access	to	
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corroborating	information.	A	perception	of	government	misinformation	sets	in,	

even	where	this	is	not	the	case,	while	government	becomes	increasingly	frustrated	

by	the	simplistic	analyses	of	the	public	whose	opposition	is	perceived	to	be	moti-

vated	by	misunderstanding	and	simplistic	and	extreme	responses.

Mathews’s	analysis	 is	pertinent	 to	our	study	of	access	 to	 intelligence	 infor-

mation.	Perhaps	more	markedly	than	any	other	department	of	state,	the	South	

African	intelligence	services	routinely	withhold	information	from	the	public,	and	

even	from	other	government	departments.	As	a	result,	little	is	known	about	their	

functions,	both	by	the	public	and	to	an	extent,	some	within	the	executive.	Because	

of	 this	state	of	affairs,	misconceptions	about	 the	 intelligence	services	abound.	

Hardly	surprisingly,	the	intelligence	services	have	become	increasingly	defensive	

and	ambivalent	about	meaningful	transparency.	This	alienation	of	the	intelligence	

services	is	one	of	the	most	significant	challenges	facing	the	post-apartheid	South	

African	state.

All	 three	writers	–	Bok,	Robertson,	and	Mathews	–	make	valid	points.	Bok	

correctly	argues	that	secrecy	is	not	always	a	social	evil,	and	that	there	may	be	

conditions	under	which	it	should	be	accepted.	This	is	evident	from	the	examples	

she	cites:	the	right	of	confidentiality	of	personal	medical	records;	client–lawyer	

privilege	in	legal	proceedings;	and	journalists’	protection	of	their	sources,	to	recall	

a	few.	Even	lying	and	deception	may	be	justified	and	socially	acceptable	in	certain	

contexts,	including	the	element	of	surprise,	stealth,	and	secrecy	often	required	in	

times	of	war;	or	declining	to	disclose	the	terminal	nature	of	an	illness	to	a	relative.	

In	similar	vein,	it	can	be	argued	that	at	least	some	secrecy	and	deception	in	respect	

of	intelligence	may	be	justified.

Bok’s	warning	that	state	secrecy	could	be	used	as	a	cover	for	the	abuse	of	power	

has	proven	to	be	prophetic	too	often	in	recent	history,	and	this	is	the	case	with	

many	of	the	scandals	associated	with	intelligence	services:	they	happen	under	

cover	of	secrecy,	and	the	inability	of	the	public	to	object	to	questionable	activities	

before	it	is	too	late.	Yet	Robertson	believes	that	Bok	has	not	shown	convincingly	

enough	that	secret	government	is	worse	than	open	government.	At	one	stage	he	

even	points	out	that	she	has	conceded	that	good	administration	requires	a	degree	

of	secrecy:	for	deliberations,	for	timing,	and	to	maintain	the	confidence	of	those	

who	have	exchanged	information	on	the	understanding	of	confidentiality.	The	

fact	that	Bok	concedes	that	she	does	not	have	an	answer	for	the	questions	of	who	

should	determine	that	secrecy	is	necessary,	and	for	how	long,	does	not	make	them	

go	away,	so	it	is	just	as	well	that	she	has	raised	them.	These	are	difficult	issues,	

and	the	only	way	to	resolve	them	is	to	make	policy	choices	and	evaluate	them	
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after	a	period	of	implementation,	in	order	to	assess	whether	they	have	helped	to	

ameliorate	the	problems	they	set	out	to	address.

Finally,	Mathews	has	been	prophetic	in	the	way	in	which	he	has	foreshadowed	

the	 dilemmas	 of	 the	 post-apartheid	 bureaucracy.	 The	 classical	 scenario	 of	 the	

bureaucracy	as	a	generator	of	secrets,	fuelling	suspicion,	and	alienating	itself	from	

the	public	which	it	sets	out	to	serve,	is	the	very	precipice	that	is	the	concern	of	

this	book.	Mathews	effectively	juxtaposed	the	situation	in	respect	to	secrecy	and	

access	to	information	in	apartheid	South	Africa	to	that	in	Britain	and	the	United	

States.	South	Africa	has	now	caught	up	with	these	countries;	it	is	a	democracy	

with	a	constitution	endorsed	by	a	 representative	 parliament,	 and	 in	 which	 all	

citizens	have	the	right	to	political	participation.	It	also	has	a	constitutional	provi-

sion	in	respect	of	access	to	state	information,	and	legislation	on	this	subject	that	

is	binding	on	the	intelligence	services.	The	question	that	must	be	considered	is	

whether	this	factor	makes	the	intelligence	services	more	transparent	than	in	1978	

when	Mathews	wrote	his	book.	In	other	words,	 it	 is	a	question	of	whether	the	

transparency	 requirement	 has	 made	 a	 difference	 to	 the	 quality	 of	 intelligence	

governance,	and	whether	this	in	turn	has	had	an	impact	on	the	effectiveness	and	

accountability	of	the	intelligence	services.	In	addition,	the	question	that	arises	is	

whether	the	requirement	of	transparency	is	sufficient,	or	whether	there	is	need	for	

further	instruments	to	ensure	accountability.

BALAnCIng seCReCY AnD ACCess to InFoRMAtIon In InteRnAtIonAL 
ReLAtIons

Access	 to	 information	 is	 recognised	as	a	basic	human	right	 in	 several	 interna-

tional	covenants.	However,	international	law	permits	governments	to	legislate	in	

favour	of	the	protection	of	state	secrets	(D’Souza	1999),	and	several	international	

covenants	which	promote	 freedom	of	 information	 subject	 this	 right	 to	 certain	

qualifications.	 Evatt	 (1999)	 points	 to	 the	 International	 Covenant	 on	 Civil	 and	

Political	Rights	(ICCPR),	adopted	by	the	United	Nations	(UN)	in	1966.	Article	19	

of	the	ICCPR	guarantees	freedom	of	opinion	and	expression,	but	subjects	these	

rights	to	certain	restrictions,	including	the	protection	of	national	security	or	of	

public	order.

Evatt	points	out	that	some	guidelines	for	ensuring	the	compatibility	between	

individual	states’	legislative	regimes	and	the	ICCPR	are	available,	but	that	it	is	up	

to	the	state	to	show	the	legal	basis	for	any	restrictions	imposed	on	the	right	to	free-

dom	of	expression.	In	assessing	an	instrument	such	as	the	Covenant,	one	has	to	

assess	what	impact	it	has	had	on	governance	in	individual	jurisdictions.	Its	effects	
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seem	to	have	been	minimal	in	real	terms,	at	least	in	the	area	of	freedom	of	expres-

sion.	At	best	the	Human	Rights	Committee	of	the	UN	has	been	able	to	highlight	

individual	states’	deficiencies,	but	these	interventions	do	not	translate	into	puni-

tive	measures	for	a	state	where	there	are	digressions	(Evatt	1999).

The	European	Union	(EU)	 is	another	example	of	a	supranational	authority	

whose	instruments	are	binding	on	all	member	states.	While	the	EU	is	said	to	be	

founded	on	four	freedoms	(of	movement	of	persons,	capital,	and	goods	and	serv-

ices),	each	interest	may	be	curtailed	in	the	interest	of	national	security.	Moreover,	

Nichols	(1999)	informs	us	that,	under	the	Treaty	of	the	EU,	no	member	state	is	

obliged	to	supply	information	if	such	disclosure	can	be	considered	to	be	contrary	

to	its	security.	Also,	any	EU	member	state	may	take	any	steps	it	considers	neces-

sary	to	protect	its	security,	particularly	in	connection	with	the	production	of	or	

trade	in	arms,	munitions,	and	war	material.

The	EU	has	made	strides	in	defining	the	categories	of	information	that	must	

be	made	publicly	available,	including	information	from	private	sector	companies,	

and	information	held	by	public	authorities	about	the	environment.	Member	states	

are	not	obliged	to	disclose	information	regarding	international	relations,	national	

defence,	and	public	security.	Moreover,	the	EU	directive	requires	member	states	

to	allow	a	person	who	considers	that	his	or	her	request	for	information	has	been	

unreasonably	refused	or	ignored	or	has	been	inadequately	answered	by	a	public	

authority	to	seek	a	judicial	or	administrative	review	of	the	decision	in	accordance	

with	the	relevant	national	legal	system	(Nichols	1999).

The	right	of	access	to	 information	has	also	featured	in	African	 instruments	

of	co-operative	governance.	The	African	Charter	on	Human	and	People’s	Rights	

(the	African	Charter)	was	accepted	by	the	majority	of	members	of	the	Organisa-

tion	of	African	Unity	(OAU),	and	its	African	Commission	of	Human	and	People’s	

Rights	was	made	responsible	for	supervising	the	charter.	However,	like	the	ICCPR,	

its	impact	has	been	limited.	Chapter	9	stipulates	that	every	individual	shall	have	

the	right	to	receive	information,	and	express	and	disseminate	his	opinion	within	

the	law.	Nevertheless,	this	requirement	is	not	carried	over	in	the	national	legal	

frameworks	of	many	African	countries,	and	where	it	is,	the	practice	is	often	very	

different	to	what	is	spelt	out	in	law.

Secrecy	is	recognised	as	having	a	legitimate	role	in	the	international	political	

system.	Intelligence	is	therefore	regarded	by	states,	and	international	and	inter-

governmental	bodies	such	as	the	UN,	EU	and	AU,	as	being	as	relevant	as	ever,	

if	not	more	so	today	than	previously.	 In	an	 increasingly	uncertain	world,	even	

multilateral	institutions	such	as	the	UN	are	considering	the	role	of	secret	intel-

ligence:	this	is	a	challenge	for	an	organisation	such	as	the	UN,	given	that	the	world	
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body	is	devoted	to	transparency.	Increasingly,	in	its	peacekeeping	role,	and	for	the	

security	of	its	own	humanitarian	operations,	the	UN	seems	to	be	coming	to	the	

conclusion	that	it	does	after	all,	require	a	secret	intelligence	capacity.	Dorn	(1999)	

makes	a	strong	argument	for	UN	secrecy,	particularly	where	the	success	of	a	UN	

peacekeeping	operation	(PKO)	may	depend	on	secrecy	and	early	warning	gained	

through	intelligence-gathering.	He	argues:

Secret	intelligence	is	even	more	important	in	modern	multidimensional	PKOs	

with	their	expanded	responsibilities:	elections	monitoring,	where	individual	

votes	must	be	kept	secret;	arms	control	verification,	including	possible	surprise	

inspections	at	unannounced	 locations,	 law	enforcement	agency	supervision	

(to	‘watch	the	watchmen’);	mediation	where	confidential	bargaining	positions	

that	are	confidentially	shared	by	one	party	with	the	UN	should	not	be	revealed	

to	 the	other;	 sanctions	and	border	monitoring,	where	clandestine	activities	

(e.g.	 arms	 shipments)	 must	 be	 uncovered	 or	 intercepted	 without	 allowing	

smugglers	to	take	evasive	action	(ibid:	3).

Dorn	(1999)	is	concerned	that	the	UN	does	not	have	any	guidelines	to	deal	with	

sensitive	information,	and	that	the	variances	in	the	information	management	sys-

tems	of	individual	PKOs	undermine	the	effectiveness	of	the	institution.	He	urges	

that	the	UN	needs	to	acquire	the	means	to	make	effective	use	of	both	open	and	

secret	information.	As	with	any	intelligence	system,	standards	should	be	created	

for	determining	what	information	should	be	gathered	and	held	openly,	and	what	

should	 be	 gathered	 and	 held	 in	 secrecy,	 and	 for	 what	 duration.	 He	 offers	 the	

guidelines	that	 information	should	be	open	unless	divulging	it	would	result	 in	

death	or	injury	to	individuals,	bring	about	failure	of	a	UN	mission	or	mandate,	

violate	the	right	to	privacy	of	one	or	more	individuals,	or	compromise	confidential	

sources	or	methods.

In	summary,	the	literature	demonstrates	that	the	right	of	access	to	information	

is	strongly	established	in	various	international	instruments.	This	does	leave	the	

impression	that	the	case	for	secrecy,	in	the	post-apartheid	dispensation	may	well	

have	been	neglected.	Justifiably,	out	of	concern	for	a	repeat	of	the	excesses	of	the	

past,	there	has	been	much	attention	paid	to	the	right	of	access	to	information	in	

academic	analysis.	However,	it	may	well	be	time	for	a	body	of	responsible	analysis	

that	puts	forward,	against	a	realistic	assessment	of	threats	to	security,	a	compel-

ling	case	for	confidentiality	and	secrecy.	It	is	out	of	such	countervailing	analyses	

that	a	balanced	policy	analysis	and	options	may	emerge.
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ACCess to InFoRMAtIon AnD PoLItICAL PoweR

The	South	African	intelligence	services,	like	their	counterparts	in	many	parlia-

mentary	democracies,	conduct	much	of	their	work	–	aimed	at	promoting	national	

security	–	under	conditions	of	secrecy.	In	the	western	literature,	it	is	often	assumed	

that	there	is	a	causal	link	between	government	secrecy	and	the	abuse	of	power.	

It	is	also	suggested	that	there	is	an	implicit	tendency	towards	fair	and	judicious	

government	when	greater	public	access	 to	 information,	particularly	about	 the	

security	and	intelligence	services	of	a	country,	is	the	order	of	the	day	(Halperin	&	

Hoffman	1977;	Richelson	1989;	Steele	2001;	Hodess	2003).	In	South	Africa	there	

is	an	increasing	public	expectation	that	more	information	about	the	security	and	

intelligence	services	will	be	made	available	to	the	public,	and	that	these	bodies	

will	be	held	accountable	for	their	actions,	past	and	present	(Africa	1992;	Nhlanhla	

1992;	Harris	2000;	Bell	2001;	Klaaren	2002;	Levy	2004).

In	the	literature	on	the	relationship	between	secrecy	and	transparency	in	a	

democracy,	we	also	encounter	several	analyses	of	the	social	and	political	costs	and	

benefits	of	these	policy	imperatives	(Franck	&	Weisband	1974;	Paraschos	1975;	

Turner	1986;	Shulsky	1991;	Halperin	&	Hoffman	1977).	Some	of	these	studies	

derive	from	the	authors’	involvement	in	the	security	communities	of	their	coun-

tries,	and	take	as	a	given	the	role	of	espionage	in	international	realpolitik.	Franck	

&	Weisband	(1974)	point	out	that	the	delicate	balance	between	the	government’s	

need	for	secrecy	and	the	people’s	right	to	know	has	been	the	subject	of	intense	

academic	and	public	concern	in	many	western	democracies.

The	 contradiction	 in	 managing	 the	 conflict	 between	 the	 secrecy	 required	

by	 intelligence	 activities	 and	 the	 normal	 openness	 of	 democratic	 societies	 is	

addressed	by	Turner	(1986),	who	points	out	that	the	reason	the	United	States	

government	introduced	measures	to	counterbalance	secrecy	with	transparency	

measures	in	the	1970s	and	1980s	was	its	experiences	of	unacceptable	conduct	

within	the	security	services,	especially	the	intelligence	community.

Some	writers	have	argued	that	a	lack	of	openness	has	fuelled	suspicion	and	a	

public	belief	that	the	secret	services	have	hidden	and	subversive	agendas	(Aubrey	

1981;	Cohen	1982;	Mates	1989).	The	dilemma	for	the	intelligence	services	of	a	

democratic	state	is	that	such	an	analysis,	carried	to	an	extreme,	may	demonise	

them	 unfairly,	 and	 fail	 to	 recognise	 the	 role	 that	 they	 could	 play	 in	 providing	

early	warning	about	threats	to	the	security	of	a	country	and	its	people	(Todd	&	

Bloch	2003).	In	addition,	there	is	debate	in	democratic	societies	about	the	extent	

to	which	states	should	institute	secrecy	measures.	Steele	(2001)	has	argued	that	

much	intelligence	and	early	warning	about	security	threats	can	be	gleaned	from	

openly	available	sources	of	information.
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The	way	in	which	countries	whose	security	and	intelligence	services	are	subject	

to	access	to	information	legislation	manage	in	practice	their	responses	to	requests	

for	disclosure	about	the	activities	or	conduct	of	their	intelligence	service	is	often	

fraught	with	contradictions	(Rankin	1986;	Hazell	1989;	Leigh	1997;	Coliver	et	al	

1999;	D’	Souza	1999).	Banisar	(2002)	cautions	that	the	mere	existence	of	access	

to	 information	 legislation	 does	 not	 always	 mean	 that	 access	 is	 guaranteed.	 In	

many	countries,	enforcement	mechanisms	are	weak	and	governments	often	resist	

releasing	information.	Alternatively,	bureaucrats	delay	the	processing	of	informa-

tion	requests	(Martin	&	Feldman	1998).

Intelligence	services	have	undergone	significant	changes	in	the	post-Cold	War	

period,	particularly	in	their	relations	with	their	countries’	own	citizens,	and	one	

would	assume	that	this	would	mean	greater	access	to	information	about	the	intel-

ligence	services,	if	only	about	their	past.	Yet	the	picture	has	been	a	mixed	one.	

Many	studies	have	sought	to	uncover	the	inner	workings	of	the	former	eastern	

European	intelligence	services,	using	records	disclosed	in	the	period	following	the	

Cold	War	(Childs	&	Popplewell	1996;	Williams	&	Deletant	2001).	The	declassifica-

tion	of	records	in	countries	where	this	has	occurred	has	played	a	significant	role	

in	revelations	about	the	role	of	intelligence	services.	Nevertheless,	full	disclosure	

remains	a	problem,	even	for	bodies	constituted	at	the	instance	of	the	state.	Hayner	

(2001)	writes	about	the	difficulties	that	truth	commissions	often	encounter	 in	

accessing	official	records	of	former	repressive	regimes.	Some	states	undergoing	

transitions	have	been	able	to	fill	 the	 information	gap	by	accessing	declassified	

records	of	other	states,	where	there	have	been	gaps	in	their	own	records.	In	the	

case	of	both	the	Salvadoran	and	Guatemalan	truth	commissions,	extensive	use	

was	 made	 of	 records	 declassified	 in	 terms	 of	 the	 US	 Freedom	 of	 Information	

Act.	These	commissions	made	use	of	non-government	organisations	such	as	the	

National	 Security	 Archive	 that	 had	 experience	 in	 declassification	 procedures	

(Hayner	2001).	The	Salvadoran	commission,	for	example,	relied	on	the	files	of	

already	declassified	documents,	but	also	applied	for	the	declassification	of	addi-

tional	documents.	Although	it	initially	met	resistance	from	some	departments	of	

the	United	States	government,	co-operation	improved	with	the	inauguration	of	

President	Bill	Clinton	in	January	1993.	The	Guatemalan	commission	made	much	

more	extensive	use	of	United	States	documentation,	and	through	the	National	

Security	Archives	submitted	freedom	of	information	requests	on	over	three	dozen	

cases	they	were	investigating.	The	release	of	the	information	and	the	use	of	declas-

sified	records	played	an	invaluable	role	in	explaining	the	American	government’s	

relations	with	these	states,	and	providing	insight	into	the	role	of	the	American	

intelligence	services	in	the	1960s	and	1970s.
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This	factor	and	these	strategies	–	access	to	the	declassified	records	of	former	

authoritarian	regimes	–	may	be	particularly	relevant	to	South	Africa,	in	view	of	the	

apartheid	experience	of	the	destruction	of	intelligence	records.	As	revealed	during	

the	hearings	of	the	TRC	–	initiated	through	a	law	of	parliament	to	uncover	gross	

human	rights	violations	that	had	been	committed	during	the	apartheid	period	–	

the	preservation	of	official	records	is	at	the	heart	of	preserving	national	memory,	

yet	huge	volumes	of	records	were	systematically	destroyed	as	the	apartheid	years	

drew	to	a	close.

Measures	of	redress	that	may	be	chosen	by	states	in	the	aftermath	of	periods	

of	atrocity	are	often	dependent	on	access	to	reliable	records.	This	is	the	context	

in	which	the	need	to	preserve	them	for	posterity	as	public	records,	and	not	have	

them	regarded	as	the	exclusive	property	of	any	one	agency,	must	be	seen.	The	

South	African	experience	of	managing	official	files	from	the	apartheid	era	con-

trasts	sharply	with	the	case	of	several	former	eastern	European	countries	where	

files	of	the	former	security	services	were	thrown	open	to	the	public	for	scrutiny,	

following	the	collapse	of	communist	regimes.	The	argument	 in	the	case	of	the	

eastern	European	post-communist	authorities	was	that	disclosure	was	a	necessary,	

if	painful,	exercise	in	coming	to	terms	with	the	past.	These	contrasting	experiences	

lead	us	to	consider	the	role	of	the	archive,	and	the	process	of	recording	and	docu-

menting	history,	as	a	fundamental	prelude	to	accessing	information.

the ARChIVes AnD InteLLIgenCe ReCoRDs

Hamilton	(2002)	and	Petersen	(2002)	have	questioned	the	traditional	conception	

and	role	of	state	archives.	State	archives,	they	argue,	reinforce	the	isolation	and	

secrecy	of	information:	once	buried	in	the	archives,	records	in	a	way	no	longer	

exist,	except	for	those	who	are	its	immediate	custodians,	and	others	who	develop	

some	arcane	interest	in	it.	They	warn	that	state	archives	can	falsely	construct	the	

past	through	the	control	of	selection,	description,	and	access	to	information.	As	a	

result,	historians	have	been	cautious	about	relying	exclusively	on	public	and	more	

specifically	government	records.	This	is	especially	the	case	in	South	Africa,	where	

archives	are	perceived	to	reinforce	colonial	and	later	apartheid	biases.

The	reconstitution	of	the	archives	in	post-apartheid	South	Africa	creates	an	

opportunity	to	redress	this	legacy.	The	most	important	challenge	is	to	incorporate	

the	experiences	of	diverse	stakeholders.	Archives	should	therefore	not	only	reflect	

how	states	want	history	to	be	recorded;	they	should	also	express	the	documented	

struggles	and	experiences	of	all	the	peoples	within	a	common	political	space,	irre-

spective	of	whether	records	have	been	captured	by	the	state	or	not.
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This	 brings	 us	 to	 the	 question	 of	 the	 duty	 of	 the	 state	 to	 preserve	 public	

records,	and	facilitate	the	preservation	of	non-governmental	records.	In	South	

Africa,	 the	 records	 of	 the	 intelligence	 services	 have	 been	 particularly	 vulner-

able	to	disposal	on	political	whim,	as	happened	in	the	closing	days	of	apartheid	

when	state	records	were	destroyed	under	the	direction	of	the	state’s	intelligence	

services.	This	destruction	of	records	continued	well	into	the	first	years	of	the	new	

democracy,	a	clear	sign	that	the	paradigm	had	not	changed,	despite	the	fact	that	

those	records	were	a	clear	link	to	the	past	that	still	needed	to	be	understood	and	

assimilated.	Moreover,	Pigou	(2002)	recounts	the	difficulties	in	gaining	access	to	

official	information	encountered	by	the	investigation	unit	of	the	TRC,	and	claims	

that	the	SAPS,	SANDF	and	NIA,	to	varying	degrees,	blocked	access	to	the	records	

of	their	predecessors.

These	perspectives	on	the	state	archive,	and	accessing	official	records	during	

the	transition,	are	relevant	to	the	debate	on	secrecy	and	access	to	information	

generated	in	the	context	of	national	security	imperatives.	A	lesson	from	this	debate	

is	that	we	should	be	careful	not	to	mistake	the	state’s	record	or	version	of	reality	

as	the	final	reflection	of	the	truth.	A	range	of	non-state	actors	may	well	view	the	

same	phenomena	through	entirely	different	lenses,	and	this	does	not	make	their	

reflections	less	important	or	valid.	It	 is	therefore	important	that	the	process	of	

documenting	these	different	realities	are	taken	into	account	when	appraising	any	

past	reality,	and	that	the	state’s	official	policy	on	national	security	be	appropriately	

formulated,	rather	than	continuing	to	marginalise	less	powerful	groups	in	society.

The	second	lesson	arising	out	of	 this	debate	 is	 the	need	to	seriously	recon-

sider	how	to	improve	access	to	state	records	and	archives,	and	avoid	the	perils	of	

undermining	public	ownership	of	a	country’s	history.	Apart	from	marginalising	

significant	voices	 in	the	South	African	arena,	the	State	Archives	Service	under	

apartheid	did	not	intervene	when	state	structures	went	about	destroying	official	

history.	The	need	to	preserve	history,	unaltered	and	representative,	is	therefore	

another	lesson	from	our	past.	How	these	lessons	are	to	be	applied	in	the	context	

of	state	structures	which	exist	in	the	shadows	is	a	huge	challenge.	This	study	will	

deconstruct	the	implications	of	access	to	information	about	or	from	the	intelli-

gence	services.	Presumably,	any	information	that	falls	outside	the	scope	of	one	of		

PAIA’s	grounds	for	refusal	of	access	to	information	may	be	requested	and	poten-

tially	answered.

Practical	choices	have	to	be	made	by	the	public	and	by	the	intelligence	services	

and	other	public	bodies	regarding	their	relationship	to	information.	Important	

intermediaries	are	to	be	found	in	the	policy-making	and	governance	communities,	

and	in	non-state	actors.	As	in	my	discussion	on	the	philosophical	dimensions	of	
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secrecy,	and	the	practice	of	securitization,	it	seems	that	once	again	the	underlying	

power	relations	underscore	the	choices	that	are	made.

ACCess to InFoRMAtIon AnD the LAw In ConteMPoRARY south AFRICA

There	is	significant	legal	precedence	in	South	Africa	around	access	to	information	

and	the	disclosure	of	information	in	various	contexts	other	than	the	intelligence	

services,	some	of	it	predating	the	new	constitution.	Some	analyses	centre	on	the	

right	of	access	to	police	dockets	or	records	by	a	defendant	in	a	criminal	matter:	

they	include	those	of	Bursey	(1990),	Cassim	(1996),	Jazbhay	(1997,	1998,	and	

2002),	Meintjies-van	der	Walt	(1995),	and	De	Villiers	(2003).	The	following	writ-

ers	have	explored	the	question	of	access	to	information	concerning	environmental	

rights:	Glazewski	(1994),	Du	Plessis	(1998,	1999),	Kidd	(1999),	and	Grinlinton	

(1999).	Concerning	access	to	medical	records,	studies	include	those	undertaken	

by	Van	Wyk	(1996),	Driver-Jowet	(1998),	Van	der	Poel	(1998),	Strauss	(1998),	

Van	Oosten	(2000),	Gaum	(2001)	and	Blackbeard	(2002)	whilst	Deale	(1994),	

Landman	(1996),	Grogan	(1997)	and	Le	Roux	(2001)	cover	the	subject	of	access	

to	information	in	labour	relations.	Finally,	the	following	writers	have	commented	

on	access	to	corporate	information:	Malan	(1989),	Solomon	(1995),	Carnelley	

(1999),	Pimstone	(1999),	Matlala	(2003)	and	Schulze	(2004).	All	these	analyses	

attempt	to	apply	or	to	establish	legal	principle	in	resolving	contradictions	between	

society	on	the	one	hand	(either	as	a	collective	or	the	individuals	therein),	and	the	

state	or	its	institutions	on	the	other.

The	introduction	of	a	Bill	of	Rights,	both	in	the	interim	constitution	of	1993	

and	the	final	constitution	of	1996,	was	the	basis	for	several	more	general	analyses	

of	the	right	of	access	to	information	in	South	Africa.	Some	writers	on	the	subject	

included	 Mureinik	 (1994),	 De	 Villiers	 (1995),	 De	 Vos	 (1995),	 Burns	 (1997),	

Currie	(1999,	2000)	and	Wessels	(2002).	The	introduction	of	the	Open	Democ-

racy	Bill	in	1998	and	the	passing	of	the	Promotion	of	Access	to	Information	Act	in	

2000	were	the	basis	for	the	commentaries	of	Govender	(1995),	Roos	(1998),	and	

Visser	(2002).	All	these	writers	have	considered	the	implications	for	the	policy	

and	judicial	 landscape	of	the	introduction	of	a	constitutional	right	of	access	to	

information.

A	central	theme	in	modern	analyses	of	governmental	secrecy	in	South	Africa	is	

that	they	are	located	in	a	time	and	framework	of	deep	concern	about	the	excesses	

of	 the	 apartheid	 era,	 during	 which	 secrecy	 was	 used	 to	 cover	 governmental	

excesses	(Mathews	1978;	Currie	&	Klaaren	2002;	Levy	2004;	Qunta	2004;	Steytler	

2004).	Post-1994	analysts	are	concerned	that	society	should	not	revert	to	that	
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dark	past.	An	unintended	consequence	of	this	concern	may	well	be	that,	while	the	

case	for	transparency	is	compellingly	made,	the	case	for	legitimate	secrecy	may	be	

neglected.

ConCLusIon

Managing	the	tensions	between	secrecy	and	transparency	in	a	democracy	is	often	

a	complex	task.	The	entrenchment	of	a	constitutional	right	of	access	to	informa-

tion	has	been	a	defining	feature	of	 the	post-apartheid	political	 landscape,	and	

chimes	 with	 international	 trends	 in	 democratic	 political	 systems.	 However,	 in	

international	law,	the	duty	of	states	to	protect	their	secrets	has	also	been	a	long-

recognised	principle	(Evatt	1999;	Nichols	1999).	While	this	is	also	the	case	in	the	

South	African	context,	where	access	to	information	legislation	co-exists	with	leg-

islation	protecting	other	information,	the	academic	literature	has	tended	to	focus	

on	the	constitutional	right	to	know,	rather	than	the	right	of	the	state	to	protect	

information	from	disclosure	where	national	security	considerations	justify	this	

(Mathews	1978;	Currie	&	Klaaren	2002).	This	polarisation	of	the	policy	debate	

suggests	that	there	is	no	consensus	between	the	intelligence	services	and	impor-

tant	stakeholders	in	the	public	domain	on	what	constitutes	a	threat	to	security,	

and	what	information	therefore	warrants	protection.

Most	 writers	 on	 the	 subject	 agree	 that	 transparency	 can	 be	 leveraged	 to	

give	citizens	access	to	information	they	need	to	defend	their	rights,	and	to	give	

marginalised	groups	meaningful	insight	to	the	workings	of	state	(Mathews	1978).	

However,	as	Robertson	(1999)	points	out,	access	to	information	legislation	around	

the	world	has	not	resulted	in	significant	shifts	in	power	relations,	and	must	lead	

us	to	consider	whether	this	alone	is	a	sufficient	requirement	for	accountable	and	

transparent	 government.	 It	 appears	 not	 to	 be,	 and	 therefore	 any	 remedies	 for	

governance	of	the	security	sector	should	include	a	range	of	oversight	and	account-

ability	mechanisms.

Many	would	argue	that	because	South	Africa	is	not	in	a	state	of	internal	or	

external	conflict,	it	does	not	need	to	resort	to	extreme	secrecy,	such	as	that	which	

characterised	the	apartheid	period	or	the	Cold	War.	However,	it	is	increasingly	

accepted	that	the	world,	apart	from	being	interconnected,	is	fairly	unpredictable,	

and	that	there	is	still	a	variety	of	threats	for	which	the	early	warning	capabilities	

of	intelligence	services	are	required.

Important	work	has	been	done	around	the	significance	of	access	to	the	records	

of	fallen	authoritarian	regimes,	when	this	becomes	possible	under	a	change	of	

government.	 Such	 access	 has	 enormous	 social	 and	 political	 value,	 and	 allows	
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a	society	to	come	to	terms	with	its	past,	particularly	the	past	role	of	its	security	

forces.	This	 is	pertinent	 to	South	Africa,	where	 the	TRC	revealed	a	systematic	

destruction	of	state	records.	Because	the	archival	record	is	not	a	neutral	entity,	it	

should	be	viewed	as	only	one	representation	of	reality,	which	is	also	continuously	

shaped	by	non-state	actors	through	other	forms	of	recording	memory.	Particu-

larly	relevant	is	the	case	of	intelligence	records	that	continue,	after	apartheid,	to	

be	subject	to	considerable	control	and	secrecy.	Opacity	around	state	information	

holdings	which	are	not	readily	accessible	to	the	public	raises	the	spectre	of	the	

vulnerability	of	these	documents	to	distortion	and	even	disposal,	all	possibilities	

when	governance	mechanisms	are	not	effective.	In	practical	terms,	and	for	trans-

parency	to	be	given	meaningful	effect,	the	full	weight	of	countervailing	systems,	

including	oversight	of	intelligence,	should	be	brought	to	bear.



THIS CHAPTER examines the policy	 framework	 for	 official	 secrecy	 under	

white	minority	rule.	The	period	under	review	begins	at	the	turn	of	the	20th	

century,	and	ends	in	February	1990	when	the	ANC,	South	African	Communist	

Party	(SACP),	Pan-Africanist	Congress	(PAC),	and	other	anti-apartheid	organi-

sations	 were	 unbanned.	 In	 this	 period,	 successive	 white	 regimes	 attempted	 to	

maintain	their	political	and	economic	dominance,	and	entrench	a	racial	notion	of	

South	African	citizenship.

Five	phases	seem	to	define	shifts	in	the	state’s	approach	to	security.	Prior	to	

Union	in	1910	both	Boers	and	Britons	established	institutions	aimed	at	warning	

them	timeously	of	threats	to	their	interests.	The	next	phase	starts	in	1910	when	

South	Africa’s	four	white-controlled	colonies	were	unified	under	a	central	gov-

ernment	that	owed	its	allegiance	to	the	British	crown,	and	continues	to	the	end	

of	World	War	Two.	The	next	phase,	following	World	War	Two,	covers	the	period	

when	the	Afrikaner-based	NP	rose	to	power,	and	began	to	consolidate	racially	

exclusive	and	segregationist	policies.	The	next	phase	starts	with	the	banning	of	the	

liberation	movements	in	1960	and	their	subsequent	resort	to	an	armed	struggle,	

and	ends	with	the	Soweto	uprising	in	1976.	Excessive	state	secrecy,	along	with	the	

suppression	of	civil	liberties	such	as	freedom	of	expression,	association	and	move-

ment,	were	fundamental	pillars	of	white	minority	control.	The	last	phase	covers	

the	period	of	mass	political	resistance,	heightened	state	repression,	and	deepening	

political	crisis	in	which	the	apartheid	government	began	to	realise	that	it	needed	

to	negotiate	a	political	settlement	with	the	liberation	movements	(Gerhardt	1978;	

Davidson	et	al	1976;	Magubane	2004).

the PoLICY FRAMewoRk FoR oFFICIAL 
seCReCY PRIoR to 1994

2
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This	study	of	official	secrecy	policy	under	minority	rule	examines,	 for	each	

period,	 the	policy	 imperatives	of	 the	governments	at	 that	 time,	 the	 legislative	

framework,	the	administration	of	the	system	of	secrecy,	the	shape	of	the	intel-

ligence	 and	 security	 forces,	 and	 the	 ensuing	 resistance	 against	 secrecy	 and	

repression.	It	is	meant	to	provide	a	background	to	the	post-apartheid	secrecy	sys-

tem,	sketching	the	origins	of	contemporary	policy	as	well	as	its	flawed	political	

foundation,	which	helped	to	create	its	legislative	and	administrative	shortcom-

ings.	Although	it	starts	at	the	beginning	of	the	20th	century,	the	apartheid	era	is	

emphasised,	since	it	was	the	legacy	of	successive	apartheid	governments	that	had	

to	be	undone	when	democracy	was	formally	attained	in	1994.

the PeRIoD PRIoR to 1910

The	 white	 regimes	 in	 the	 territories	 that	 later	 constituted	 the	 Union	 of	 South	

Africa	believed	they	faced	sufficient	hostilities	to	justify	the	use	of	secret	agents.	

Blackburn	and	Caddell	(1911)	captured	the	mood	in	which	secret	service	first	took	

root	in	colonial	times:

In	 the	 early	 days	 of	 political	 stress	 in	 the	 Cape	 Colony,	 a	 system	 of	 secret	

intelligence	 was	 developed	 automatically,	 particularly	 at	 the	 period	 of	 the	

British	occupation,	when	the	Boers	were	becoming	restless,	and	the	growing	

discontent	manifested	itself	in	more	or	less	open	meetings	at	remote	farms,	

and	secret	mutterings	in	the	market	place,	or	at	the	great	quarterly	religious	

gathering,	Nachtmaal	…	It	 is	 justifiable	to	say	that	the	men	and	women	of	

the	South	African	Colonies	who	have	acted	as	secret	conveyers	of	information	

to	governments	or	their	representatives	have,	 in	the	vast	majority	of	cases,	

been	actuated	by	something	sufficiently	far	removed	from	sordid	motives,	to	

warrant	its	being	accounted	to	them	for	righteousness,	if	not	for	the	purest	

patriotism.	This	is	probably	true	of	the	men	–	and	women	–	who	assisted	both	

sides	during	the	last	Boer	War	(1911:3).

According	to	these	authors,	secrecy	and	espionage	in	this	period	dealt	with	issues	

that	went	to	the	heart	of	control	over	resources	and	the	subjugation	of	indigenous	

people:	the	illicit	liquor	trade,	gun	running,	and	the	smuggling	of	precious	min-

erals.	Regarding	the	formation	of	a	Boer	secret	service,	they	describe	the	role	of	

Dr	William	Leyds,	Secretary	of	State	of	the	Transvaal	Republic,	as	central.	After	

completing	his	 legal	studies	in	the	Netherlands,	Leyds,	a	brilliant	student,	was	

recruited	by	a	scout	who	recommended	him	to	President	Paul	Kruger.	The	Dutch	

were	very	sympathetic	towards	the	Boers	during	their	wars	against	the	British,	
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a	sentiment	shared	by	Leyds,	who	did	not	hesitate	to	take	up	Kruger’s	offer	to	

assume	the	post	of	prosecutor	in	the	Transvaal	(Van	Niekerk	1985).

Leyds	soon	rose	to	the	position	of	Secretary	of	State	–	a	pivotal	position	 in	

Kruger’s	executive.	Under	Leyds’s	guidance,	a	highly	organised	secret	service	was	

established:

When	 the	 Kruger	 Executive	 began	 to	 realise	 that	 European	 opinion	 was	 a	

thing	that	mattered,	and	that	the	South	African	Republic	really	had	a	foreign	

policy	and	foreign	relations	like	other	respectable	and	old-established	coun-

tries	…	a	separate	account	[was]	voted	and	kept	for	 ‘informatie’.	Within	ten	

years	the	secret	service	of	the	Transvaal	developed	from	a	primitive	affair	of	

private	inquiries	...	into	one	of	the	most	expensive	and	extensive	in	the	world	

(Blackburn	&	Cadell	1911:237).

A	charismatic	figure,	Leyds	placed	great	store	in	effective	communications,	and	

developed	an	extensive	network	of	contacts	in	the	European	media,	thus	seeking	

to	influence	opinion	in	favour	of	the	Transvaal	Republic.	He	and	other	members	of	

the	Transvaal	government	probably	had	a	similar	outlook	to	that	which	held	sway	

in	the	British	Empire	–	then	the	most	powerful	in	the	world	–	which	maintained	

an	extensive	network	of	informants	to	ensure	that	the	Crown	was	well	informed	

about	all	developments	in	its	far-flung	realm.

Official	secrecy	in	modern	South	Africa	can	therefore	be	traced	back	to	the	

period	preceding	the	formation	of	the	Union	of	South	Africa	in	1910	under	the	

South	Africa	Act	of	1909,	which	was	passed	by	the	British	parliament	(Bindman	

1988).	 The	 unification	 of	 the	 two	 former	 Boer	 Republics	 (the	 Transvaal	 and	

Orange	Free	State)	with	the	British	colonies	of	the	Cape	and	Natal	was	preceded	

by	a	national	convention	at	which	delegates	sought	to	agree	on	how	whites	from	

various	 language	 groups	 could	 coexist	 while	 excluding	 blacks	 from	 the	 rights	

of	citizenship.	The	exclusion	of	blacks	from	the	Union’s	political	and	economic	

mainstream	formed	the	core	of	the	domestic	security	policy	of	successive	white	

governments.	 They	 sought	 to	 manage	 the	 demands	 of	 white	 workers,	 while	

continuing	 to	 exclude	 the	 black	 majority	 from	 economic	 benefits,	 often	 using	

organised	force	to	uphold	this	strategy.

FRoM 1910 to 1948

In	this	period,	the	Union	was	subject	to	British	legislation	on	official	secrecy.	An	

Official	Secrets	Act	was	first	passed	in	Britain	in	1889,	and	superseded	in	1911	

by	an	amended	Act.	According	to	Mathews	(1978),	 the	Act	might	have	been	a	
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response	to	leaks	of	official	documents	about	foreign	affairs,	including	a	secret	

treaty	 between	 the	 United	 Kingdom	 and	 Russia	 in	 1878.	 The	 law	 prohibited	

British	citizens	from	disclosing	state	secrets;	thus	the	basic	crime	it	created	was	

the	communication	of	official	information	and	not	espionage.

The	 English	 law,	 in	 the	 form	 of	 the	 Official	 Secrets	 Act,	 1911	 was	 applied	

in	 South	 Africa.	 This	 law	 was	 generally	 applied	 in	 British	 dominions,	 such	 as	

Australia,	 New	 Zealand	 and	 India	 in	 the	 early	 20th	 century	 (Mathews	 1978;	

Geldenhuys	 1984).	 After	 1911,	 subsequent	 amendments	 passed	 in	 the	 British	

version	of	the	Act	were	not	incorporated	in	the	South	African	law,	with	the	result	

that	the	latter	remained	unchanged	until	it	was	repealed	and	replaced	in	1956	

(Mathews,	1978).	The	Official	Secrets	Act	created	the	crime	of	spying,	committed	

by	anyone	who	endangered	the	safety	or	interests	of	the	state	by	engaging	in	any	

one	of	three	activities:	approaching,	inspecting,	passing	over,	entering,	or	being	

in	the	neighbourhood	of	a	prohibited	place;	making	a	sketch,	plan,	model	or	note	

which	might	be	or	was	intended	to	be	useful	to	an	enemy;	or	obtaining,	collect-

ing,	recording,	publishing	or	communicating	to	any	other	person	documentary	or	

other	information	that	might	be	useful	to	an	enemy.	It	also	prohibited	the	use	of	

official	information,	including	information	about	munitions	of	war,	for	the	benefit	

of	a	foreign	power,	as	well	as	the	use	of	official	documents	for	any	purpose	preju-

dicial	to	the	safety	or	interests	of	the	state	(Mathews	1978).

Under	a	Union	government,	more	significant	 than	relations	between	white	

South	 Africans	 and	 the	 British	 government,	 was	 the	 exclusion	 of	 blacks	 from	

political	life.	Government	was	not	accountable	to	this	majority,	which	included	a	

peasantry	that	was	being	forced	off	the	land,	a	growing	unskilled	working	class,	

and	 a	 politicised	 but	 small	 black	 elite	 (Gerhardt	 1978).	 Each	 of	 these	 groups	

responded	to	their	marginalisation	through	varying	forms	of	protest.	Collectively,	

the	peasants	who	resisted	their	dispossession;	the	black	workers	who	clashed	with	

white	miners	in	the	urban	areas,	and	the	black	elite	which	petitioned	the	overseas	

centres	of	power	in	protest	against	their	political	exclusion,	shaped	the	early	Union	

government’s	domestic	policy.	White	workers	were	given	preferential	treatment	

including	access	to	more	skilled	positions	in	the	economy,	along	with	the	privi-

lege	of	political	inclusion;	this	was	the	government’s	dominant	response	to	the	

major	security	issue	of	the	time,	commonly	referred	to	as	the	 ‘Native	question’	

(De	Kiewiet	1941).

During	the	early	Union	period,	foreign	policy	issues	were	rarely	debated	in	

parliament,	and	decisions	were	often	taken	at	the	executive	level.	Nonetheless,	

international	relations	constituted	an	important	part	of	the	Union	government’s	

survival	strategy.	The	Information	Service,	which	fell	under	the	Department	of	



the PolIcy frAmework for offIcIAl secrecy PrIor to 1994 / 51

External	Affairs,	was	the	channel	of	foreign	representation.	Initially	South	Africa	

did	 not	 have	 an	 independent	 international	 status,	 as	 the	 British	 government	

handled	the	foreign	relations	of	its	dominions	directly.	The	1926	Balfour	Declara-

tion	defined	the	relationship	between	Britain	and	its	dominions	as	one	between	

autonomous	communities	within	the	British	Empire	which	were	equal	in	status	

except	 in	 the	 spheres	 of	 foreign	 affairs	 and	 defence,	 which	 would	 remain	 the	

responsibility	of	the	British	government	(Geldenhuys	1984).

The	consolidation	of	white	political	power	was	accompanied	by	the	establish-

ment	of	security	institutions	that	unified	the	former	components	of	the	various	

colonies	and	Boer	Republics.	The	Union	Defence	Force	(UDF)	and	South	African	

Police	(SAP),	both	formed	shortly	after	Union,	faced	the	task	of	integrating	dis-

parate	security	cultures.	Seegers	(1996)	notes	that	through	these	institutions	the	

system	of	secrecy	developed	at	an	early	stage.	Both	the	Botha	and	Smuts	govern-

ments	focused	the	attention	of	the	SAP	on	Bolshevik	elements	in	the	trade	unions.	

Correspondingly,	between	1910	and	1920	the	British	police	focused	their	atten-

tion	on	the	activities	of	 the	British	Communist	Party	and	 leftists	 in	 the	 labour	

movement.	London	and	Pretoria	shared	information	supplied	by	their	respective	

informers.	Seegers	also	notes	an	early	reliance	on	‘black	detectives,	informers,	and	

trackers	in	stock	theft	cases,	who	were	praised	for	their	zeal’	(1996:51).

The	period	between	the	two	world	wars	saw	the	development	of	various	infor-

mal	institutions	aimed	at	consolidating	the	position	of	Afrikaners	in	South	African	

society.	The	formation	in	1918	of	the	Broederbond,	a	secret	organisation	aimed	

at	 advancing	 Afrikaner	 interests	 and	 Nationalism,	 was	 one	 such	 initiative.	 In	

the	1940s,	Nazi	supporters	in	South	Africa	formed	the	Ossewa	Brandwag	(OB).	

Several	 right-wing	 nationalists	 were	 later	 recruited	 into	 the	 first	 formal	 civil-

ian	intelligence	organisation,	the	Bureau	for	State	Security	(BOSS),	established	

under	Prime	Minister	B	J	Vorster,	who	himself	had	been	interned	during	the	war	

(Grundy	1986).	Seegers	(1996)	observes	that	the	SAP	was	the	first	security	agency	

to	respond	to	the	information-gathering	needs	of	the	war	when	it	was	ordered	to	

respond	to	a	significant	show	of	pro-Nazism	in	the	territory	of	South	West	Africa,	

at	the	time	a	South	African	mandate.

Encroaching	on	personal	liberties	was	an	integral	way	of	the	Union’s	machin-

ery	of	secrecy	and	state	security.	Mathews	(1971)	notes	that	the	Indemnity	and	

Special	Tribunal	Act	of	1915	provided	 for	detention	and	 imprisonment	during	

World	War	One,	and	that	the	War	Measures	Act	contained	similar	sanctions	during	

World	War	Two.	Both	these	measures	were	withdrawn	after	these	wars	ended;	

however,	Mathews	records,
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A	section	of	the	Natal	Bantu	Code	which	empowers	the	detention	of	African	

(Bantu)	 persons	 without	 trial	 has	 been	 a	 long-standing	 exception	 to	 the	

temporary	nature	of	such	provisions.	The	provision	authorizes	the	Supreme	

Chief	(State	President)	to	order	the	detention	of	any	African	if	he	is	satisfied	

that	he	is	a	danger	to	the	public	peace	(1971:	131).

Mathews	cites	two	judgments	concerning	the	Official	Secrets	Act	during	World	

War	Two,	which	is	the	context	in	which	the	law	was	most	extensively	applied.	In	

one	case	(R v Wentzel),	the	accused	(Wentzel)	was	charged	with	having	prepared	

for	postage,	information	that	might	have	assisted	a	foreign	power	that	was	hos-

tile	to	South	Africa.	At	that	time,	South	Africa	was	at	war	with	the	Nazi	alliance.	

Wentzel	defended	himself	by	saying	he	had	not	intended	to	post	the	information,	

but	had	held	it	in	reserve	should	the	need	arise	to	explain	himself	as	a	German	

national	 to	 a	 future	 Nazi	 government,	 which	 seemed	 probable	 at	 the	 time.	

Significantly,	he	was	acquitted	on	the	grounds	that	the	state	had	failed	to	prove	

his	intention	to	communicate	the	contents	of	the	letter	to	the	enemy,	which	was	a	

requirement	of	the	Official	Secrets	Act	(Mathews	1978).

In	another	case,	(R v Vorster) the accused (Vorster)	was	convicted	of	collecting	

information	about	the	munitions	and	personnel	at	the	naval	base	in	Simonstown.	

In	this	case,	the	appeal	court	accepted	that,	because	the	information	had	been	

obtained	from	a	person	not	authorised	to	communicate	it,	the	accused	could	be	

assumed	to	have	obtained	the	information	for	reasons	that	were	harmful	to	the	

interests	of	the	state	(Mathews	1978).

The	classification	of	records	or	information	was	of	no	consequence	in	decisions	

relating	to	whether	a	crime	had	been	committed	under	the	Official	Secrets	Act.	

Classification	was	merely	an	administrative	procedure	applied	by	government	

departments.	A	person	could	be	prosecuted	under	the	Act	even	if	the	information	

disclosed	was	unclassified.	This	was	the	subject	of	review	in	the	United	Kingdom	

in	1957.	A	committee	looking	into	administrative	procedures	and	tribunals	–	the	

Franks	Committee	–	raised	concerns	about	the	classification	system	in	place	at	the	

time.	This	system	essentially	rated	documents	according	to	the	harm	that	could	

result	from	their	unauthorised	disclosure,	as	follows:	Top	Secret	(exceptionally	

grave	damage	to	the	nation);	Secret	(serious	injury	to	the	interests	of	the	nation);	

Confidential	(prejudicial	to	the	interests	of	the	nation);	and	Restricted	(undesir-

able	in	the	interests	of	the	nation	(Mathews	1978:117).

The	Franks	Committee	questioned	whether	these	criteria	were	being	applied	in	

a	reasonable	and	consistent	manner,	and	raised	concern	about	the	fact	that	clas-

sification	decisions	were	not	subject	to	review.	Moreover,	the	onus	was	placed	on	
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a	recipient	of	classified	information	to	destroy	it,	rather	than	to	seek	a	review	of	its	

classification	status.	This	led	to	concerns	by	historians	that	documents	were	being	

tampered	with	before	being	made	available	when	the	time	came	for	public	release	

after	the	30	year	period	stipulated	in	the	Public	Records	Act	(ibid).

As	early	as	1957,	the	Franks	Committee	made	the	case	for	a	revision	of	the	

classification	system	in	the	United	Kingdom.	One	of	the	recommendations	was	

to	link	the	system	of	classification	with	the	criminal	law.	South	Africa	at	the	time	

was	sinking	further	and	further	into	racial	exclusion	and	political	suppression.	By	

1957,	the	NP	government	had	all	but	institutionalised	secrecy.

Extensive	secrecy	measures	had	been	put	in	place	in	the	period	1910–1945,	

with	the	Official	Secrets	Act	of	1911	as	the	main	vehicle.	Their	use	by	the	state	was	

driven	by	three	key	domestic	and	international	imperatives:	addressing	the	‘Native	

question’,	controlling	the	growth	of	the	labour	movement,	and	assisting	the	Allies	

in	the	war.	The	institutions	that	developed	out	of	this	effort	had	some	of	the	hall-

marks	of	modern	security	organisations,	but	 these	were	overshadowed	by	 the	

factor	of	racial	exclusivity,	which	became	more	pronounced	after	the	NP’s	ascent	

to	power	(Grundy	1986;	Cawthra	1986).	The	British	approach	–	particularly	the	

promulgation	and	use	of	the	Official	Secrets	Act	–	was	particularly	influential	in	

shaping	security	and	intelligence	policy.	It	was	a	primary	tool	in	the	Union	govern-

ment’s	responses	to	various	threats	to	its	perceived	interests.	One	major	perceived	

threat	was	black	resistance,	a	factor	that	shaped	domestic	security	policy	as	well	

as	the	role	and	orientation of	the	security	forces.

FRoM 1945 to 1960

The	period	after	World	War	Two	was	marked	by	a	heightened	standoff	between	

East	and	West,	in	the	form	of	the	Cold	War.	In	line	with	global	trends,	intelligence	

services	became	a	more	dominant	feature	of	South	African	politics.	The	Security	

Branch	of	the	SAP	was	established	in	1947.	Drawn	from	the	SAP’s	detective	serv-

ice,	it	acted	as	an	elite	political	police.	Domestically,	it	was	primarily	engaged	in	

tactical	intelligence;	it	gathered	information	about	opponents	of	apartheid,	and	

pursued	short-	and	medium-term	objectives	such	as	detentions,	prosecutions,	and	

imprisonment.

South	Africa’s	foreign	relations	in	this	period	were	a	response	to	its	growing	

isolation,	and	had	to	be	conducted	in	an	increasingly	stealthy	manner.	Gone	was	

the	international	stature	and	prominence	that	General	J	C	Smuts	had	achieved	

during	his	tenure	as	prime	minister,	a	position	that	saw	him	serve	as	a	member	

of	the	British	War	Council.	Information	officers	posted	abroad	were	tasked	with	
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countering	‘hostile	propaganda’	(Geldenhuys	1984).	The	number	of	information	

offices	multiplied,	and	an	expanded	South	African	Information	Service	was	estab-

lished	in	1957,	tasked	with	winning	foreign	support	for	South	Africa’s	domestic	

and	foreign	policies.	The	United	States,	Britain,	and	Western	Europe	were	singled	

out	as	priority	areas.	Africa	was	not,	and	the	NP	government	maintained	only	one	

office	in	the	‘north’	–	in	Salisbury	in	Southern	Rhodesia	(Geldenhuys	1984).

Following	its	ascent	to	power,	the	NP	government	introduced	policies	aimed	at	

enforcing	racial	separation	and	white	privilege	in	all	walks	of	life	(Grundy	1986;	

Bindman	1988;	Van	Diepen	1988).	Strong	measures	were	required	to	secure	the	

continued	compliance	of	an	increasingly	defiant	black	population,	and	the	period	

after	1948	saw	the	establishment	of	strengthened	security	services	and	the	intro-

duction	 of	 a	 plethora	 of	 laws	 designed	 to	 enforce	 apartheid	 (Bindman	 1988).	

Besides	legislation	explicitly	aimed	at	countering	political	resistance	–	commonly	

labelled	as	‘communism’	–	many	other	areas	of	public	life	were	subjected	to	grow-

ing	secrecy.	Among	others,	the	Wage	Act	of	1957,	the	Industrial	Conciliation	Act	of	

1956,	the	Bantu	Labour	Relations	Act	of	1953,	and	the	Reserve	Bank	Act	of	1944	

contained	severe	restrictions	on	the	public	disclosure	of	certain	types	of	informa-

tion	(Mathews	1971).

Laws	aimed	at	 suppressing	 freedom	of	expression	and	political	association	

included	the	Suppression	of	Communism	Act	of	1950;	the	Internal	Security	Act	

of	1950;	the	Public	Safety	Act	of	1953;	the	Riotous	Assemblies	Act	of	1956;	the	

Defence	Act	of	1957);	and	the	Police	Act	of	1958.	They	were	introduced	in	a	con-

text	of	increased	black	opposition	to	white	rule	(Gerhardt	1978;	Davidson	et	al	

1976).	This	opposition	was	largely	peaceful,	though	mass-based,	and	was	charac-

terised	by	increasing	collaboration	between	different	racial	and	ethnic	groups.	In	

the	Cold	War	context,	the	NP	regime	labelled	almost	all	resistance	to	white	rule	

as	‘communist’,	and	the	barrage	of	legislation	passed	in	the	early	1950s	was	based	

on	this	assumption.

Mathews	(1971)	has	compared	South	Africa	with	other	countries	that	placed	

restrictions	on	political	association	and	access	to	information	in	the	early	part	of	

the	20th	century.	 In	1917	the	United	States	 introduced	its	Espionage	Statutes,	

aimed	at	defining	the	crime	of	espionage	as	the	communication	of	documentary	

or	other	 information	relating	to	national	defence	to	a	 foreign	nation	or	agent.	

The	United	States	was	also	one	of	few	western	democracies	with	extensive	anti-

communist	 laws,	 which	 encroached	 upon	 basic	 freedoms	 of	 expression	 and	

information	as	well	as	personal	privacy	and	liberty.

There,	 the	 Smith	 Act	 of	 1940	 was	 introduced	 to	 counter	 the	 activities	 of	

Nazi	and	Fascist	groups;	however,	it	was	used	extensively	against	communists.	
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Other	legislation	included	the	Subversive	Activities	Control	Act	and	Internal	Secu-

rity	Act	of	1950,	and	the	Communist	Control	Act	of	1954.	Mathews	(1971)	notes	

that,	unlike	its	South	African	variants,	the	American	legislation	did	not	enjoy	free	

passage,	and	had	to	be	refashioned	to	accord	with	the	rule	of	law	and	require-

ments	of	due	process.	In	South	Africa,	however,	semi-authoritarian	rule	allowed	

the	free	passage	of	laws	that	routinely	restricted	information,	and	undermined	

personal	liberties.

Among	 other	 things,	 South	 African	 legislation	 in	 this	 period	 continued	 to	

emphasise	the	suppression	of	information,	rather	than	public	access.	Even	‘white’	

institutions	–	including	parliament	and	the	media	–	were	subjected	to	growing	

restrictions.	The	Defence	Act	of	1957	prohibited	the	publication	of	three	classes	

of	information	without	ministerial	authority,	thus	effectively	depriving	the	public	

of	the	right	to	virtually	all	 information	connected	with	defence,	and	making	it	

a	crime	for	any	government	employee	or	contractor,	or	any	person	to	whom	the	

information	had	been	given	in	confidence,	to	disclose	it	without	authority.	The	

three	classes	of	information	were:

•	 information	about	the	composition,	movements,	or	disposition	of	the	South	

African	or	foreign	armed	forces	or	their	armaments;

•	 statements,	comments	or	rumours	about	a	member	or	activity	of	the	South	

African	 or	 foreign	 armed	 forces	 calculated	 to	 prejudice	 or	 embarrass	 the	

government	or	to	alarm	or	depress	members	of	the	public;	and

•	 secret	or	confidential	information	relating	to	the	defence	of	the	Republic.

This	last	category	had	far-reaching	implications;	all	information	relating	to	the	

defence	of	the	Republic	was	presumed	secret	or	confidential	unless	the	contrary	

was	 proved,	 and	 any	 information	 relating	 to	 military	 equipment	 was	 deemed	

secret	unless	publication	had	been	authorised	(Mathews	1971).

The	Internal	Security	Act	of	1950	authorised	the	state	president	to	ban	a	publi-

cation	containing	information	calculated	to	achieve	the	objectives	of	communism,	

or	endanger	the	security	of	the	state	or	the	maintenance	of	public	order.

The	Prisons	Act	of	1959	made	it	a	crime	to	sketch	or	photograph	a	prison	or	

any	portion	of	a	prison,	or	 to	publish	these	without	the	authority	of	 the	Com-

missioner	of	Prisons.	Similarly,	photographs	of	prisoners	or	detainees	could	not	

be	taken	with	the	intention	of	publishing	them	unless	used	for	official	purposes.	

Effectively,	 this	 Act	 placed	 restrictions	 on	 making	 known	 the	 poor	 conditions	

under	which	prisoners	might	be	kept.	Significantly,	it	was	introduced	after	the	

‘Treason	 Trial’	 of	 1956	 involving	 Nelson	 Mandela	 and	 other	 anti-apartheid	
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activists.	Their	photographs	–	and	their	cause	–	were	widely	publicised,	which	no	

doubt	spurred	this	latest	form	of	censorship.

FRoM 1960 to 1976

Growing	resistance	to	apartheid	led	to	intensified	repression.	In	1961	the	ANC	

was	banned,	and	its	remaining	leaders	went	into	exile	(Davidson	et	al	1976).	In	

response	to	the	radicalisation	of	liberation	politics,	the	government	experimented	

with	different	models	of	intelligence	coordination.	In	1963	it	established	a	State	

Security	 Committee	 and	 a	 Working	 Committee	 (National	 Intelligence	 Service	

1994).	Both	however,	were	part-time	structures,	and	therefore	 largely	 ineffec-

tive.	One	reason	was	that	the	State	Security	Committee	did	not	meet	regularly.	In	

1966	intelligence	co-ordination	was	again	reviewed	and	the	then	prime	minister,	

Dr	H	F	Verwoerd,	decided	that	the	State	Security	Committee	should	be	substi-

tuted	by	a	State	Security	Advisory	Council	(SSAC).	The	latter	had	a	secretariat,	

known	as	the	Intelligence	Co-ordination	Division	(ICD).	Except	for	its	director,	the	

ICD	consisted	of	non-permanent	members	who	depended	on	full-time	officials	for	

basic	intelligence.

In	the	late	1960s	the	cabinet	felt	it	needed	to	be	better	informed	on	security	

issues,	and	the	prime	minister,	B	J	Vorster,	tasked	a	high-ranking	police	officer	and	

close	confidante,	General	H	J	van	den	Bergh,	with	establishing	a	new	intelligence	

organisation.	 Initially,	 it	was	envisaged	that	Van	Den	Bergh	would	control	 the	

Security	Police	and	Defence	Force	Intelligence.	However,	he	advised	against	this	

conflation	and	an	inquiry	into	the	matter	was	held.	The	departmental	intelligence	

services	were	not	enthusiastic	about	a	central	intelligence	organisation	as	they	

feared	it	would	encroach	on	their	mandates	(National	Intelligence	Service	1994).

In	 September	 1969	 the	 government	 appointed	 Appeal	 Court	 Judge	

H	J	Potgieter	to	explore	the	future	positioning	of	the	intelligence	departments.	

Completed	in	August	1970,	his	report	advocated	the	creation	of	a	Bureau	for	State	

Security	to	investigate	and	evaluate	all	matters	–	whether	within	the	country	or	

abroad	–	that	threatened	or	had	a	bearing	on	the	security	or	safety	of	the	coun-

try,	and	to	advise	the	prime	minister	about	them.	The	government	accepted	this	

recommendation,	and	formed	the	Bureau	for	State	Security,	or	BOSS	(National	

Intelligence	Service	1994;	Grundy	1986).

The	 functions	 of	 BOSS	 were	 to	 collect,	 evaluate,	 correlate,	 and	 interpret	

national	 security	 intelligence	 for	 the	 purpose	 of	 defining	 and	 identifying	 any	

threat	or	potential	threat	to	the	security	of	the	Republic;	prepare	and	interpret	for	

the	State	Security	Council	a	national	intelligence	estimate	concerning	the	security	
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of	the	Republic;	formulate,	for	approval	by	the	Council,	policy	relating	to	national	

security	intelligence;	co-ordinate	the	flow	of	intelligence	among	different	govern-

ment	departments;	and	make	recommendations	to	the	State	Security	Council	on	

intelligence	matters	(Africa	1992;	Security	Intelligence	and	State	Security	Council	

Act,	1972).

In	order	to	facilitate	the	work	of	the	country’s	first	ever	specialised	intelligence	

service,	the	government	introduced	the	Security	Services	Special	Account	Act	of	

1969,	which	enabled	it	to	create	an	account	to	control	and	utilise	funds	for	con-

fidential	services	and	expenses	connected	with	the	Bureau.	BOSS	soon	became	

known	for	its	heavy-handed	and	intimidatory	activities.	Even	though	it	did	not	

have	powers	of	arrest,	its	crude	and	heavy-handed	tactics	–	harassment	of	journal-

ists	and	editors,	blatant	surveillance	of	political	meetings,	tapping	of	telephones,	

and	 opening	 of	 mail	 of	 opponents	 of	 apartheid	 –	 quickly	 made	 it	 notorious	

(Magubane	2004).

BOSS	operated	domestically	as	well	as	abroad.	Geldenhuys	(1984)	observes	

that	 intelligence	services	operating	secretly	are	often	very	 influential,	and	this	

soon	happened	in	the	case	of	the	Bureau,	which	came	to	play	a	significant	role	in	

foreign	relations.	General	Van	Den	Bergh,	as	head	of	the	Bureau	was	particularly	

active	in	southern	Africa	as	an	emissary	of	Vorster	in	the	détente	era	of	the	1970s;	

for	example,	he	helped	 to	organise	 the	historic	Victoria	Falls	 summit	between	

Vorster	and	President	Kenneth	Kaunda	of	Zambia	in	August	1975.	Former	BOSS	

officials	have	stated	that	much	of	their	operational	effort	was	aimed	at	ending	

South	Africa’s	international	isolation.	NIS	operatives	were	deployed	to	this	end	

both	inside	the	country	and	abroad	(NIS	1994).

Besides	the	Bureau,	the	other	members	of	the	statutory	intelligence	commu-

nity	and	the	state’s	secrecy	system	in	this	period	were	the	Security	Branch	of	the	

SAP,	and	the	Division	of	Military	Intelligence	(DMI)	of	the	South	African	Defence	

Force	(SADF).	Both	were	involved	in	political	conflict.	In	the	1970s	worker	and	

community	resistance	to	apartheid	intensified,	resulting	in	intensified	repression	

by	the	security	forces.	The	Security	Branch	was	tasked	with	monitoring	political	

resistance,	and	did	so	by	co-ordinating	an	extensive	network	of	informers	as	well	

as	utilising	draconian	measures	such	as	detention	without	trial,	and	the	harass-

ment	and	surveillance	of	opponents	of	the	state.	The	Branch	kept	files	on	many	

anti-apartheid	figures	(Brogden	&	Shearing	1993).

The	most	striking	feature	of	the	DMI	was	the	extent	to	which	it	engaged	in	

attacks	on	anti-apartheid	activists,	many	of	whom	were	in	exile,	in	banned	politi-

cal	organisations	such	as	the	ANC	and	PAC,	Umkhonto	we	Sizwe	and	Poqo	(the	

armed	wings	of	these	two	movements),	and	the	SACP.	This	clearly	deviated	from	
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the	conventional	role	of	a	defence	force,	namely	to	defend	a	country	against	for-

eign	aggressors.	 In	South	Africa’s	case	 the	 ‘enemy’	was	 the	so-called	 frontline	

states,	or	independent	southern	African	states	bordering	on	South	Africa,	which	

had	to	bear	a	threefold	burden:	economic	domination	by	South	Africa;	the	spon-

sorship	 of	 counterrevolutionary	 movements	 by	 Pretoria,	 notably	 Renamo	 in	

Mozambique	and	Unita	in	Angola;	and	regular	strikes	on	ANC	bases	on	their	own	

soil,	often	at	the	cost	of	civilian	lives	(Davidson	et	al	1976;	Cawthra	1986).

Besides	 the	 Defence	 Act,	 other	 security	 legislation	 also	 restricted	 access	 to	

information.	Much	information	about	the	defence	force	was	blacked	out,	 thus	

even	preventing	the	media	from	reporting	on	events	of	public	interest.	Thus	the	

South	African	media	were	unable	to	report	on	SADF	incursions	into	neighbouring	

territories	such	as	Angola	(Mathews	1978).

The	Atomic	Energy	Act	of	1967	criminalised	the	disclosure	or	unauthorised	

publication	of	information	relating	to	source	or	nuclear	materials,	or	research,	

inventions,	or	discoveries	related	to	nuclear	or	atomic	energy.	The	receipt	of	such	

information	was	also	a	crime.	The	Nuclear	Installation	Act	of	1963	and	regulations	

under	the	Uranium	Enrichment	Act	of	1970	contained	similar	provisions.	Again,	

these	provisions	were	as	broad,	if	not	broader,	than	those	in	the	Official	Secrets	

Act,	with	the	result	that	the	reach	of	the	law	extended

…	outside	the	appropriate	government	departments	or	government-created	

boards	or	corporations	to	information	in	the	hands	of	private	bodies	or	citi-

zens.	It	covers	researchers	in	the	field	of	nuclear	science	and	even	teachers	who	

could	breach	the	provisions	of	the	act	by	discussion	in	the	classroom	or	with	

colleagues	(Mathews	1978:148).

Access	to	state	records	by	members	of	the	public,	including	researchers	and	the	

media,	was	strictly	regulated.	The	Archives	Act	of	1962	gave	the	director	of	the	

State	Archives	significant	powers	to	manage	official	records.	Among	other	things,	

the	director	had	to	prescribe	conditions	for	the	physical	care	of	all	records,	their	

classification	according	to	an	approved	system,	conditions	 for	accessing	them,	

their	inspection,	and	their	ultimate	disposal	(interview	with	Dr	Graham	Dominy,	

2	September	2003).

In	terms	of	the	Act,	state	records	could	only	be	made	available	to	the	public	

after	 50	 years.	 Moreover,	 their	 legal	 disposal	 involved	 either	 a	 transfer	 to	 the	

Archives	or	destruction	in	terms	of	a	disposal	authority.	Until	1979	a	statutory	

body,	the	Archives	Commission,	was	responsible	for	authorising	the	destruction	

of	records.	In	1979	the	Act	was	changed,	giving	the	director	of	archives	this	power.	
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However,	several	departments	made	use	of	ambiguous	formulations	in	the	law	to	

avoid	its	disposal	requirements	(TRC	1998).

Censorship	of	the	media	also	played	a	significant	role	in	restricting	access	to	

information.	The	Publications	Act	of	1974	prohibited	the	distribution,	publication,	

or	exhibition	of	‘undesirable’	publications,	films	and	entertainment,	and	enabled	

a	committee	 to	exercise	 its	 judgment	about	which	media	 fell	within	the	scope	

of	acceptable	norms.	The	committee’s	decisions	were	binding	in	criminal	cases.	

According	to	the	Act,	material	was	deemed	undesirable	if	it	was	‘prejudicial	to	the	

safety	of	the	State,	the	general	welfare	or	the	peace	and	good	order’	(Mathews	

1978:	151).	In	1976	the	Act	was	invoked	to	ban	a	Christian	Institute	publication	

entitled	South Africa –	A	Police State? because	it	listed	people	detained	under	vari-

ous	security	laws,	described	major	political	trials	during	the	previous	three	years,	

and	outlined	types	of	torture	used	by	the	police.

Apartheid	legislation	also	infringed	on	personal	liberties	and	privacy.	Section	

118A,	inserted	in	the	Post	Office	Act	in	1972,	allowed	mail	and	telephone	calls	

to	be	intercepted	if	deemed	to	be	in	the	interests	of	the	security	of	the	Republic	

(Mathews	1971).

FRoM 1976 to 1990

In	1976,	following	the	Soweto	uprising	against	the	introduction	of	Afrikaans	as	

a	medium	of	 instruction	 in	black	schools,	hundreds	of	youths	 left	 the	country	

to	take	up	arms	against	the	apartheid	government.	The	unprecedented	political	

resistance,	and	South	Africa’s	consequent	increasing	international	isolation,	led	

its	rulers	to	review	their	security	strategy.	According	to	the	1977	White	Paper	on	

Defence,	the	role	of	the	defence	establishment	was	to	uphold	the	right	of	self-

determination	of	the	‘white	nation’	(Cawthra	1986;	Grundy	1986).

Co-option	was	a	significant	feature	of	the	apartheid	government’s	strategy	for	

maintaining	white	domination.	The	TBVC	states	–	the	 ‘independent’	Republics	

of	Transkei,	Venda,	Bophuthatswana	and	Ciskei	–	had	powers	to	legislate	on	cer-

tain	areas	of	service	delivery,	thus	giving	rise	to	a	myth	of	political	independence	

(Bindman	1988).	In	reality	they	were	economically	entirely	dependent	on	South	

Africa;	and	the	international	community,	including	multilateral	bodies	such	as	

the	UN	and	the	OAU,	regarded	them	as	extensions	of	the	apartheid	order.	Besides	

these,	Pretoria	created	several	other	self-governing	national	territories,	or	‘home-

lands’,	 which	 were	 rejected	 by	 the	 majority,	 and	 internationally	 unrecognised	

(Bindman	 1988).	 In	 terms	 of	 the	 Self-Governing	 Territories	 Act	 of	 1971,	 their	
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governing	authorities	could	make	laws	about	policing,	but	not	about	intelligence.	

All	six	territories	chose	to	establish	their	own	police	forces.

The	Transkei	Intelligence	Service,	the	Bophuthatswana	National	Intelligence	

Service,	and	the	Venda	National	Intelligence	Service	were	modelled	–	in	law	at	

least	–	on	the	apartheid	government’s	National	Intelligence	Service,	but	staffed	

by	their	own	‘citizens’.	Like	the	mainstream	services,	the	TBVC	services	focused	

on	 frustrating	 their	 political	 opponents.	 They	 received	 training	 and	 resources	

from	the	South	African	government,	and	served	the	same	ends,	namely	to	prevent	

the	country	from	falling	into	the	hands	of	the	disenfranchised	majority.	In	addi-

tion,	the	police	forces	of	all	these	homelands	were	extensions	of	the	repressive	

machinery	of	the	apartheid	state.	For	example,	while	KwaZulu	never	developed	a	

statutory	intelligence	service,	its	police	colluded	with	warlords,	certain	chiefs,	and	

vigilante	groups	to	quell	political	opposition	to	its	chief	minister,	Dr	Mangosuthu	

Buthelezi.

The	Defence	White	Paper	of	1977	introduced	the	notion	of	a	‘total	strategy’	to	

counter	a	‘total	onslaught’	on	the	South	African	social	order.	All	aspects	of	national	

life	–	military,	economic,	political,	sociological,	technological,	ideological,	psycho-

logical	and	cultural	–	were	to	be	co-ordinated	to	this	end	(Hansson	1990).	In	the	

1970s	and	1980s	South	African	society	became	increasingly	militarised.	Among	

the	more	notorious	security	institutions	was	the	Civil	Cooperation	Bureau	(CCB),	

an	offshoot	of	the	Special	Forces,	which	engaged	in	an	extensive	political	assas-

sination	 campaign	 (Cawthra	 1986).	 At	 the	 height	 of	 apartheid	 in	 this	 period,	

security	 policy	 and	 strategy	 were	 co-ordinated	 by	 the	 State	 Security	 Council	

(SSC),	a	cabinet	committee	chaired	by	the	state	president	and	largely	comprising	

ministers	responsible	for	the	country’s	security	services.

Significantly,	 the	heads	of	 the	 intelligence	services	also	served	on	the	SSC,	

giving	them	great	influence	in	national	decision-making.	The	SCC	was	established	

under	the	Security	Intelligence	and	State	Security	Council	Act	of	1972.	Influential	

in	national	politics	to	the	extent	that	the	cabinet	merely	served	to	rubber-stamp	its	

decisions,	the	SSC	introduced	the	National	Security	Management	System	(NSMS)	

in	1979,	which	sought	 to	 integrate	 the	security	and	welfare	aspects	of	a	 ‘total	

strategy’,	aimed	at	maintaining	white	political	control	(Cawthra	1986;	Grundy	

1986).	The	rationale	of	this	strategy	of	‘winning	hearts	and	minds’	(WHAM)	was	

that	a	governing	power	could	defeat	any	revolutionary	movement	if	it	adopted	

a	revolutionary	strategy	and	principles	and	applied	them	in	reverse.	The	NSMS	

continued	to	evolve	new	forms	of	control	to	counter	growing	national	resistance	

and	the	failure	of	government	reforms.	By	the	middle	of	the	1980s	state	strate-

gists	began	to	describe	South	Africa	as	being	involved	in	a	‘war	of	low	intensity’,	
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requiring	the	mobilisation	of	the	entire	population,	including	black	people	at	the	

grass	roots	(Hansson	1990;	Haysom	1992).

Seegers	(1996:25)	describes	the	contest	for	influence	and	control	by	elements	

of	the	security	forces	in	the	mid-1980s	as	follows:

Security	intelligence	was	impeded	by	rivalry	among	the	state	security	bodies	

and	by	a	lack	of	up-to-date	information	about	activities	at	the	local	level.	The	

core	problem	seemed	to	be	a	gap	between	planning	and	execution.	This	con-

text	was	ripe	for	the	execution	of	a	military	solution	that	stressed	coordination	

and	efficiency.	...	The	office	of	Executive	State	President,	instituted	in	the	new	

constitution	of	1983,	was	a	ready	basis	for	a	more	executive	style	of	govern-

ment.	It	was	hardly	surprising	then,	that	power	relations	within	the	state	were	

restructured	towards	an	executive	dominated	by	the	military.

More	 legislation	aimed	at	consolidating	secrecy	and	state	security	was	passed	

during	this	time.	The	Secret	Services	Account	Act	of	1978	provided	for	the	estab-

lishment	of	an	account	for	secret	services.	The	minister	of	finance	could	transfer	

funds	 to	 the	 following	 accounts,	 at	 the	 request	 of	 the	 ministers	 concerned:	 a	

Foreign	Affairs	Special	Account	established	by	the	Foreign	Affairs	Special	Account	

Act	of	1967;	the	Security	Services	Special	Account;	the	Special	Defence	Account,	

established	by	the	Defence	Special	Account	Act	of	1974;	the	Information	Service	

of	South	Africa	Special	Account,	established	by	the	Information	Service	of	South	

Africa	Special	Account	Act	of	1979;	and	the	South	African	Police	Special	Account,	

established	by	the	South	African	Police	Special	Account	Act	of	1985.

The	 effect	 of	 this	 legislation	 was	 to	 tighten	 control	 over	 information,	 and	

further	restrict	opposition	to	government	policies.	Moreover,	the	legislation	was	

generally	intrusive,	giving	the	state	an	inordinate	degree	of	control	over	people’s	

lives.

The	Protection	of	Information	Act	of	1982	superseded	the	Official	Secrets	Act	

of	1956,	the	Official	Secrets	Amendment	Act	of	1956,	section	27C	of	the	Police	Act	

of	1958,	sections	10,	11	and	12	of	the	General	Law	Amendment	Act,	1969,	and	

section	10	of	the	General	Law	Amendment	Act,	1972.	It	strongly	resembled	its	

primary	precursor,	the	Official	Secrets	Act,	1956	and	prohibited	the	disclosure	of	

certain	information.	More	specifically,	it	proscribed	obtaining	secret	state	records	

information	 and	 disclosing	 such	 information	 to	 any	 foreign	 state	 or	 its	 agent.	

Secret	information	was	defined	as	information	relating	to	any	prohibited	place	or	

anything	in	any	prohibited	place,	or	any	armament;	the	defence	of	the	Republic,	

any	military	matter,	any	security	matter,	or	the	prevention	or	combating	of	ter-

rorism;	and	any	other	matter	or	article	which	might	be	of	use	to	a	foreign	state	or	
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hostile	organisation	(Protection	of	Information	Act	1982).	It	placed	a	heavy	onus	

on	individuals	to	identify	matters	that	might	prejudice	the	interests	of	the	state.

The	Act	was	clearly	designed	to	deny	access	to	 information	both	to	foreign	

states	and	 to	opponents	of	apartheid.	The	emphasis	was	on	denying	access	 to	

information,	and	this	created	barriers	to	the	public’s	right	to	information	in	order	

to	play	a	meaningful	role	in	public	policy	formulation.	The	Protection	of	Informa-

tion	Act	is	still	in	force	today,	and	sits	uneasily	alongside	the	Promotion	of	Access	

to	Information	Act	of	2000	as	well	as	the	National	Archives	Act	of	1996.

Like	 the	 Official	 Secrets	 Act,	 the	 Protection	 of	 Information	 had	 no	 formal	

relationship	with	prevailing	systems	of	classification.	In	1978	the	cabinet	intro-

duced	a	set	of	guidelines	aimed	at	ensuring	uniform	standards	for	the	handling	

of	classified	information	by	public	servants.	Commissioner	Tertius	Geldenhuys,	

head	of	Legal	Services	in	the	SAPS,	described	the	background	to	the	introduction	

of	these	guidelines.	Prior	to	this	the	Official	Secrets	Act	was	in	place,	but	there	

were	no	government	regulations	to	standardise	the	handling	of	sensitive	govern-

ment	information.	The	responsibility	for	securing	information	therefore	lay	with	

individual	ministers	and	heads	of	department.	The	guidelines	followed	interna-

tional	norms	and	provided	for	information	to	be	classified	under	different	levels	of	

secrecy,	as	well	as	procedures	for	their	handling	and	safekeeping	(interview	with	

Dr	Tertius	Geldenhuys,	7	October	2003).

In	summary,	it	can	be	argued	that	all	the	components	of	the	statutory	intel-

ligence	community	–	NIS	and	its	predecessor,	BOSS;	the	Security	Branch;	Military	

Intelligence;	and	the	 intelligence	services	of	 the	TBVC	states	–	collaborated	to	

ensure	the	maintenance	of	apartheid.	This	is	not	to	deny	that	there	were	contra-

dictions	between	these	role	players	from	time	to	time.	At	times,	the	rivalry	among	

Military	Intelligence,	the	Security	Branch,	and	NIS	was	quite	marked.	But	collec-

tively	these	agencies	wielded	considerable	power.

ConCLusIon

Before	1990	South	African	government	was	closed	and	secretive.	Official	secrecy	

and	political	exclusion	combined	to	marginalise	the	country’s	black	majority	as	

well	as	opponents	of	the	ruling	governments.	From	1912	onwards	the	country	

was	subject	to	the	British	Official	Secrets	Act,	which	contained	severe	penalties	for	

the	disclosure	of	state	secrets.	Domestic	foreign	policy	was	driven	by	the	impera-

tive	to	resolve	the	‘Native	question’,	which	came	to	a	head	following	the	ascent	

to	power	of	the	Afrikaner-dominated	NP.	In	subsequent	years,	much	of	the	leg-

islation	aimed	at	consolidating	white	rule	had	the	effect	of	silencing	opposition	
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and	suppressing	basic	human	rights	such	as	freedom	of	speech,	movement,	and	

expression.	As	shown	in	the	earlier	discussion	of	international	conventions,	the	

denial	of	these	freedoms	is	tantamount	to	the	denial	of	access	to	information	in	

the	broader	sense.

The	Protection	of	Information	Act	–	which	superseded	the	Official	Secrets	Act	

–	reinforced	a	culture	of	penalising	the	disclosure	of	secrets.	Important	issues	of	

accountability,	of	who	defines	what	can	be	withheld	as	secret	or	confidential,	and	

which	checks	and	balances	exist	over	how	officials	manage	information,	contin-

ued	to	be	ignored.	This	is	not	surprising,	given	that	apartheid	South	Africa	was	

facing	an	unprecedented	crisis	at	that	time.

The	role	of	the	State	Archives	Service	in	managing	security	records	appears	

to	have	been	ambiguous,	creating	a	situation	seemingly	exploited	by	the	security	

services.	Many	documents	were	destroyed	in	the	early	1990s,	eradicating	a	large	

part	of	South	Africa’s	official	memory.

In	 the	 period	 reviewed	 in	 this	 chapter,	 the	 security	 policies	 and	 secrecy	

measures	of	successive	white	minority	governments	were	aimed	at	consolidat-

ing	white	rule,	while	influencing	international	opinion	in	favour	of	South	Africa’s	

domestic	policies.	In	the	apartheid	era,	South	Africa	had	neither	a	specific	system	

for	declassifying	security-sensitive	information,	nor	a	regime	of	access	to	informa-

tion.	In	reporting	on	and	assessing	the	implications	of	the	destruction	of	records,	

the	Truth	and	Reconciliation	Commission	points	out	that	the	main	guideline	to	

public	access	to	state	records	under	apartheid	was	the	Archives	Act	of	1962,	which	

established	that	access	was	a	privilege	to	be	granted	by	bureaucrats.

The	apartheid	inheritance	included	a	classification	system	contained	in	the	

cabinet	guidelines	for	the	protection	of	classified	information.	The	classifications	

most	commonly	used	by	officials	were	 ‘Top	Secret’,	 ‘Secret’,	 ‘Confidential’,	and	

‘Restricted’.	These	were	captured	in	a	cabinet	document	entitled	Minimum	Infor-

mation	Security	Standards	(MISS),	and	all	state	departments	were	expected	to	

comply	with	its	stipulations.	The	guidelines	do	not	cover	the	issue	of	which	offi-

cials	have	the	authority	to	classify	information,	how	that	authority	is	derived,	and	

under	which	conditions	information	may	be	reclassified.

Secrecy	in	pre-1990	South	Africa	was	pervasive;	it	formed	an	integral	part	of	

the	colonial	and	apartheid	order,	and	caused	much	suffering	for	many	people.	

The	transition	to	a	new	political	dispensation	was	marked	by	the	transformation	

of	many	institutions,	including	the	intelligence	services.	This	is	the	subject	of	the	

next	chapter,	which	interrogates	how	fundamental	this	transformation	has	been,	

and	whether,	and	to	what	extent,	the	old	patterns	of	secrecy	have	persisted.



The mid-1980s to the early	1990s	was	an	exceptionally	violent	period	in	South	

African	 history.	 The	 UDF,	 a	 broad	 front	 of	 extra-parliamentary	 organisa-

tions,	was	launched	in	1983	to	oppose	attempted	government	reforms,	including	

a	racially	based	tricameral	parliament.	The	South	African	state,	particularly	the	

security	forces,	responded	with	a	growing	show	of	force	and	increasing	repression:	

detentions	without	trial,	prosecutions	and	imprisonment	under	anti-terrorism	and	

internal	security	legislation,	political	assassinations	by	apartheid	hit	squads,	and	

the	instigation	of	‘black-on-black	violence’	(Collinge	1992).

Through	most	of	the	1980s	the	P	W	Botha	government	challenged	the	ANC	

to	renounce	violence,	while	the	ANC,	retorting	that	it	was	the	government	that	

should	do	so,	encouraged	its	followers	to	continue	to	pursue	an	armed	struggle,	

mass	action,	and	South	Africa’s	international	isolation.	The	government’s	posture	

changed	dramatically	after	F	W	de	Klerk	succeeded	Botha	as	state	president	in	

1989,	although,	even	under	the	latter,	secret	talks	were	initiated	with	the	ANC	to	

explore	the	possibility	of	a	negotiated	political	settlement	.

De	 Klerk’s	 unbanning	 of	 the	 ANC,	 PAC,	 SACP,	 and	 other	 restricted	 organi-

sations	took	observers	as	well	as	the	liberation	movements	by	surprise.	Nelson	

Mandela	 and	 other	 high-profile	 political	 prisoners	 were	 released,	 and	 exiled	

leaders	returned	to	pave	the	way	for	negotiations	(Haysom	1992).	In	May	1990	the	

government	and	ANC	signed	the	historic	Groote	Schuur	Minute	which	expressed	

a	‘common	commitment	towards	the	resolution	of	the	existing	climate	of	violence	

and	 intimidation	 from	 whatever	 quarter,	 as	 well	 as	 a	 commitment	 to	 stability	
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and	to	a	peaceful	process	of	negotiations’	(ISSUP	1992:17).	They	reaffirmed	this	

commitment	in	the	Pretoria	Minute	later	that	year.

In	the	early	1990s	the	government	discourse	around	security	began	to	change.	

Shortly	before	the	unbanning	of	the	ANC,	De	Klerk	addressed	a	meeting	of	the	

country’s	top	500	police	officers	at	which	he	impressed	upon	them	that	they	had	

new	responsibilities,	and	urged	them	to	leave	politics	to	the	politicians	(Nathan	&	

Phillips	1992).

From	 February	 1990	 onwards,	 political	 parties	 and	 organisations	 across	

the	 political	 spectrum	 began	 to	 give	 urgent	 attention	 to	 formulating	 alterna-

tive	policies.	The	ANC	held	a	major	policy	conference	in	June	1991.	Meanwhile,	

implementation	 of	 the	 Groote	 Schuur	 and	 Pretoria	 Minutes,	 particularly	 the	

return	 of	 exiles	 and	 the	 accompanying	 amnesty	 process,	 the	 release	 of	 politi-

cal	prisoners,	and	measures	to	contain	political	violence	still	raging	across	the	

country,	 proceeded	 with	 difficulty.	 The	 main	 parties	 made	 accusations	 and	

counter-accusations	about	the	real	intentions	of	their	counterparts.	By	this	stage	

some	10	000	people	had	lost	their	lives	in	political	violence	since	1986,	and	more	

than	30	000	had	been	displaced	(Haysom	1992).	Levels	of	public	confidence	in	

the	ability	of	the	security	forces	to	contain	the	violence	were	very	low,	and	in	April	

1991	the	ANC	threatened	to	suspend	negotiations.	The	stop-start	process	contin-

ued	for	several	months,	but	the	government	and	other	parties	finally	agreed	on	

multiparty	talks	to	discuss	an	inclusive	political	dispensation.	This	resulted	in	the	

Conference	for	a	Democratic	South	Africa,	or	CODESA	(Friedman	1993).

CODESA’s	first	meeting,	held	in	December	1991,	provided	a	platform	for	the	

various	parties	to	express	their	intention	to	negotiate	a	political	settlement.	But	

most	of	 the	work	was	done	 in	five	working	groups,	dealing	with	a	climate	 for	

free	political	activity;	constitutional	principles	to	be	included	in	a	new	constitu-

tion,	and	a	constitution-making	forum;	transitional	arrangements;	the	future	of	

the	TBVC	states;	and	time	frames	and	modes	of	implementation	(Haysom	1992).	

While	initially	unhappy	about	this	proposal,	the	government	eventually	agreed	

that	decisions	taken	at	CODESA	would	be	binding.	The	parties	also	agreed	that	

decisions	would	be	taken	on	the	basis	of	‘sufficient	consensus’	among	participants.	

This	effectively	meant	that	the	government	and	the	ANC	would	have	to	agree	if	

the	process	was	to	move	forward.

Discussions	 in	 the	 working	 groups	 continued	 over	 the	 next	 year,	 and	

CODESA	2	convened	in	May	1992	to	consider	the	results.	However,	the	CODESA	

process	broke	down	because	important	issues	relating	to	the	constitution-making	

process	had	not	been	resolved.	The	government	and	ANC	began	talks	aimed	at	

getting	the	negotiations	back	on	track.
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The	volatile	political	climate	did	not	lend	itself	to	the	resolution	of	differences,	

but	by	this	stage	both	the	government	and	the	ANC	realised	that	they	were	so	

deeply	embroiled	in	the	process	that	they	dared	not	let	it	fail	(Friedman	1993).	

In	September	1992	they	signed	a	Record	of	Understanding	which	dealt	with	a	

number	of	outstanding	issues.

While	negotiations	continued,	with	a	broad	range	of	opposition	organisations	

rallying	behind	the	ANC,	citizens	made	limited	inputs.	The	ANC	tried	to	broaden	

participation	by	holding	consultative	meetings	with	other	organisations,	includ-

ing	its	alliance	partners,	the	SACP	and	Congress	of	South	African	Trade	Unions	

(COSATU),	 and	 holding	 public	 meetings,	 but	 policy	 and	 strategy	 were	 largely	

determined	by	its	leaders.	Similarly,	in	February	1992	the	government	called	a	

referendum	 to	 seek	 endorsement	 for	 the	 adoption	 of	 an	 interim	 constitution	

(Friedman	1993).

the MAnAgeMent oF InteLLIgenCe InFoRMAtIon DuRIng the negotIAtIons

The	transition	to	a	new	intelligence	dispensation	formed	part	of	a	broader	process	

of	political	accommodation	that	stemmed	from	the	work	of	Working	Group	One	at	

CODESA.	Working	Group	One	dealt	with	the	creation	of	a	climate	for	free	and	fair	

political	activity,	and	it	split	up	further	into	three	sub-working	groups	dealing	with	

the	return	of	exiles	and	the	release	of	political	prisoners,	the	repeal	of	security	

legislation	and	other	repressive	laws,	and	the	future	of	the	security	forces	(Fried-

man	1993).	In	its	final	report	it	recommended	that	the	security	forces	be	subject	

to	the	constitution;	politically	non-partisan;	respect	human	rights,	non-racialism	

and	democracy;	and	strive	to	be	representative	of	the	society	as	a	whole.	Working	

Group	Three	agreed	that	the	security	forces	should	be	controlled	by	the	interim	

government.

At	this	time,	the	1983	tricameral	constitution	was	still	in	force.	While	it	did	not	

create	a	right	of	access	to	information,	politics	were	being	liberalised,	enabling	

the	media	to	report	more	freely	on	significant	national	events.	However,	security	

legislation	such	as	the	Internal	Security	Act,	the	Riotous	Assemblies	Act	and	the	

Terrorism	Act	remained	in	place.	Intelligence	services	were	managed	as	separate	

entities,	and	the	intelligence	information	of	the	state	was	firmly	under	lock	and	

key	in	state	hands,	unauthorised	access	to	it	being	a	criminal	offence.

Intelligence	services	played	a	significant	role	in	the	negotiations,	and	repre-

sentatives	of	services	on	both	sides	were	drawn	into	the	process	to	map	out	a	new	

intelligence	dispensation	(O’Brien	1996).	The	ANC’s	Department	of	Intelligence	
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and	Security	(DIS)	had	been	formed	in	1969,	to	counter	attempts	by	the	South	

African	state	to	crush	Umkhonto	we	Sizwe.

In	1992,	Joe	Nhlanhla,	the	ANC’s	head	of	intelligence,	wrote	that	the	apart-

heid	security	services	were	pervaded	by	a	militaristic	and	racist	ethos,	served	the	

interests	of	the	NP	regime	rather	than	those	of	the	people,	and	were	steeped	in	a	

culture	of	secrecy	and	lack	of	transparency	and	accountability.	Because	of	this,	

they	were	able	to	resort	to	detention	and	torture,	assassinations,	and	kidnappings.	

This	was	an	inward-focused	approach	where	the	greatest	threat	to	national	secu-

rity	was	seen	to	come	from	fellow	South	Africans.	However,	he	said	intelligence	

services	did	have	a	role	to	play	in	the	affairs	of	state,	and	added	that

the	 world	 over,	 intelligence	 activity	 is,	 by	 its	 very	 nature,	 characterised	 by	

secrecy	and	stealth	…	an	understandable	and	often	necessary	feature,	as	the	

defence	of	national	security	often	requires	the	withholding	of	information	that	

might	be	used	against	a	country	by	would-be	aggressors	(1992:70).

NIS	 claimed	 it	 had	 played	 a	 constructive	 role	 during	 its	 existence,	 which	 was	

roughly	as	long	as	that	of	DIS.	Daniel	Barnard,	a	former	head	of	NIS,	said	dur-

ing	his	term	of	office	it	had	not	only	supplied	intelligence,	but	had	also	facilitated	

negotiations	between	the	apartheid	government	and	its	opponents.	He	said	NIS	

had	been	able	to	play	this	role	because	it	was	‘schooled	in	the	age-old	universal	

fundamentals	of	the	intelligence	profession:	it	seeks	the	truth,	and	undauntedly	

conveys	it	to	the	government’	(National	Intelligence	Service	1994).

In	1992	the	new	director-general	of	NIS,	Mike	Louw,	spoke	of	 the	need	for	

greater	openness	 in	 intelligence	matters,	and	promised	that	 the	agency	would	

become	more	transparent	(Sunday	Times,	23	February	1992).	Under	President	

De	Klerk,	control	over	the	intelligence	services	was	shifted	from	the	State	Presi-

dent’s	office	to	the	minister	of	justice.

The	ANC’s	framework	for	security	policy	was	very	similar	to	those	of	liberal	

democracies	in	the	post-Cold	War	era.	It	adopted	the	following	resolution	at	its	

June	1991	policy	conference,	which	became	the	basis	for	its	input	into	the	negotia-

tion	process:

The	national	intelligence	agency	will	be	responsible	for	gathering,	collating	and	

evaluating	strategic	information	that	pertains	to	the	security	of	the	state	and	

the	citizenry;

The	 national	 intelligence	 agency	 shall	 respect	 the	 rights	 of	 all	 South	

Africans	to	engage	in	lawful	political	activity;
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Intelligence	activities	shall	be	regulated	by	relevant	legislation,	the	Bill	of	

Rights,	the	Constitution	and	an	appropriate	Code	of	Conduct;

All	intelligence	institutions	will	be	accountable	to	parliament	and	subject	to	

parliamentary	oversight;

The	public	shall	have	the	right	to	information	gathered	by	any	intelligence	

agency	subject	to	the	limitations	of	classification	consistent	with	an	open	and	

democratic	South	Africa;

The	national	intelligence	agency	shall	be	politically	non-partisan;	and

The	 national	 intelligence	 agency	 shall	 guard	 the	 ideals	 of	 democracy,	

non-racialism,	non-sexism,	national	unity	and	reconciliation,	and	act	in	a	non-

discriminatory	way	(ANC	1991).

According	to	senior	ANC	members,	the	NP	government	initially	resisted	the	idea	

of	negotiating	a	new	intelligence	dispensation,	on	the	grounds	that	intelligence	

issues	could	not	be	discussed	in	open	political	forums.	It	offered	to	simply	absorb	

members	of	the	intelligence	services	of	the	liberation	movements	and	TBVC	states	

into	 NIS.	 The	 ANC	 rejected	 this	 proposal,	 and	 the	 political	 players,	 including	

representatives	of	the	various	intelligence	services,	went	on	to	negotiate	a	new	

intelligence	dispensation	(interview	with	Moe	Shaik,	17	October	2003).

DIS	and	NIS	were	determined	not	to	allow	setbacks	in	the	political	negotia-

tions	to	derail	their	efforts	to	find	common	ground.	They	held	a	series	of	bilateral	

meetings,	resulting	in	agreements	on	a	set	of	basic	principles	for	intelligence	work	

in	the	new	dispensation,	the	need	for	the	establishment	of	a	subcouncil	on	intel-

ligence	under	the	authority	of	the	impending	Transitional	Executive	Council,	and	

the	terms	of	reference	of	such	a	subcouncil.

It	was	during	this	early	period	of	the	transition	that	huge	quantities	of	apart-

heid	security	records	were	apparently	destroyed.	The	previous	chapter	has	already	

examined	the	implications	of	the	state’s	view	that	‘sensitive	records’	fell	outside	

the	ambit	of	the	Archives	Act.	In	1992	the	ANC	Commission	on	Museums,	Monu-

ments	and	Heraldry	proposed	a	moratorium	on	the	destruction	of	state	records,	

but	was	powerless	to	see	this	through	(interview	with	Verne	Harris,	1	Septem-

ber	2003).	Instead,	the	cabinet	authorised	various	government	departments	to	

destroy	sensitive	records.

The	devastating	consequences	of	this	decision	was	recorded	by	the	country’s	

Truth	and	Reconciliation	Commission,	established	by	a	1995	act	of	parliament.	In	

a	six	to	eight	month	period	in	1993,	NIS	alone	destroyed	about	44	tons	of	docu-

ments	and	microfilm	–	all	official	records.	All	state	departments	were	instructed	

to	transfer	documents	that	had	originated	as	State	Security	Council	Secretariat	

records	 to	 NIS,	 which	 at	 the	 time	 provided	 secretariat	 services	 to	 the	 State	
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Security	Council.	Among	other	destruction	facilities,	the	furnaces	of	the	Iron	and	

Steel	Corporation	(ISCOR)	plant	in	Pretoria	were	used	for	this	massive	incinera-

tion	exercise.	According	to	the	TRC,	much	of	the	destruction	took	place	outside	

the	parameters	of	the	guidelines	for	the	disposal	of	records,	and	was	intended	

to	obliterate	all	 information	about	operations,	sources,	or	other	compromising	

information	that	the	security	establishment	might	have	to	explain	in	the	future.	

This	created	a	massive	vacuum	in	the	corporate	memory	of	NIS	as	well	as	other	

security	institutions	(TRC	1998).

The	ANC	and	other	liberation	movements	were	probably	unaware	of	the	extent	

of	the	destruction	of	records	in	this	early	period,	and	powerless	to	prevent	it	in	any	

case.	The	government	had	only	just	lifted	its	restrictions	on	the	movement,	which,	

together	with	extraparliamentary	organisations,	had	been	intensely	scrutinised	

by	state	security	forces	and	intelligence	services.	The	fact	that	the	two	sides	were	

engaged	in	talks	did	not	mean	that	either	was	prepared	to	share	secrets,	since	

their	most	potent	secrets	were	about	each	other.

the MAnAgeMent oF InteLLIgenCe InFoRMAtIon unDeR the teC

The	status,	legitimacy,	and	ownership	of	intelligence	information	in	the	course	

of	the	transition	to	democracy	is	central	to	our	enquiry.	This	was	undoubtedly	an	

area	of	contestation.	An	analysis	of	policy,	legislative	and	administrative	instru-

ments	established	or	enforced	in	that	period	suggests	an	ambiguous	impact	on	

access	to	and	control	over	information	generated	by	the	apartheid-era	security	

institutions.

The	Transitional	Executive	Council	Act	of	1993	gave	expression	to	the	arrange-

ments	agreed	to	in	the	negotiation	process.	While	democratic	elections	were	being	

prepared,	the	country	would	be	jointly	governed	by	the	NP	and	major	entities.	

Seven	subcouncils	–	on	defence,	law	and	order,	intelligence,	finance,	the	status	of	

women,	foreign	affairs,	and	regional	and	local	government	–	were	set	up	to	facili-

tate	this	process.	Their	role	amounted	to	a	form	of	multiparty	scrutiny	over	these	

areas	 of	 governance.	 The	 role	 of	 the	 subcouncil	 on	 intelligence,	 as	 prescribed	

by	the	act,	was	to	devise	basic	principles	for	intelligence	work	which	could	also	

anchor	a	new	democratic	dispensation.	It	was	also	tasked	with	formulating	a	code	

of	conduct	that	would	bind	all	services	during	the	transitional	period,	and	fore-

shadow	a	code	in	a	democratic	South	Africa	(TEC	Act	1993).

Under	the	TEC,	the	intelligence	services	of	the	NP	government,	the	TBVC	states	

and	the	liberation	movements	would	remain	intact.	They	would	continue	to	pro-

vide	their	principals	with	information	during	this	vital	period,	but	were	expected	
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to	 start	 crafting	 a	 unified	 intelligence	 framework.	 Unavoidably,	 the	 leaders	 of	

these	intelligence	institutions	were	drawn	into	negotiating	their	common	future.

The	 TEC	 Act	 also	 provided	 for	 the	 establishment	 of	 a	 Joint	 Coordinating	

Intelligence	Committee	(JCIC),	tasked	with	providing	the	TEC	with	estimates	of	

the	security	situation	in	the	run-up	to	the	elections.	The	ANC	initially	wanted	all	

intelligence	structures	to	report	to	the	JCIC,	but	backed	down	when	NIS	insisted	

that	all	the	services	should	retain	control	of	their	day-to-day	activities.	The	JCIC	

comprised	the	heads	of	all	the	civilian,	police,	and	military	intelligence	services,	

and	effectively	managed	them	during	this	period	of	transition.	Besides	providing	

the	TEC	with	intelligence,	the	JCIC	played	a	vital	role	in	the	run-up	to	the	election	

by	ensuring	that	all	factors	that	could	derail	the	process	were	monitored	(inter-

view	with	Moe	Shaik,	17	October	2003).

After	 completing	 its	 task,	 the	 JCIC	 –	 following	 a	 recommendation	 of	 the	

subcouncil	–	established	a	forum	called	the	Heads	of	Civilian	Services	(HOCS),	

comprising	the	heads	of	the	various	civilian	intelligence	agencies,	and	a	provi-

sional	national	intelligence	co-ordinating	committee.	The	task	of	HOCS	was	to	

continue	developing	proposals	for	a	future	intelligence	dispensation,	begun	under	

the	 auspices	 of	 the	 subcouncil.	 The	 task	 of	 the	 coordinating	 structure	 was	 to	

ensure	that	the	joint	intelligence	process	continued	beyond	the	legal	mandate	of	

the	TEC.

While	NIS	and	DIS	co-operated	to	some	degree,	they	were	still	on	opposite	

sides	of	the	political	divide	in	this	critical	period.	Despite	the	formal	co-operation	

introduced	by	the	establishment	of	the	TEC,	secret	information	was	a	contested	

area.	Both	the	NP	government	and	its	political	adversaries,	particularly	the	ANC,	

were	aware	of	the	huge	influence	of	intelligence	agencies	in	this	sensitive	period,	

and	kept	up	their	 intelligence	offensives	 in	order	 to	 learn	as	much	as	possible	

about	the	other	side.	The	existence	of	a	legislative	regime	that	criminalised	the	

disclosure	of	information,	internal	regulations	that	bound	members	of	the	security	

services	to	secrecy,	and	the	absence	of	records	make	it	almost	impossible	to	assess	

objectively	the	role	of	NIS	at	that	time.

The	wide-ranging	Protection	of	Information	Act,	1982	and	other	draconian	

security	 laws	 such	 as	 the	 Internal	 Security	 Act	 remained	 in	 force,	 even	 as	 the	

opposing	 political	 forces	 engaged	 each	 other.	 A	 double-edged	 sword,	 security	

legislation	 was	 probably	 as	 much	 directed	 at	 the	 liberation	 movement,	 with	

which	the	government	was	busy	negotiating	a	new	political	dispensation,	as	the	

white	right	wing,	which	was	engaged	in	violent	attempts	to	derail	the	talks.	The	

volatility	of	the	situation	should	not	be	underestimated.	There	were	major	divi-

sions	in	the	apartheid	security	forces,	with	a	number	of	members	aligned	with	
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the	extra-parliamentary	white	right	wing.	The	government	and	others	feared	that	

security	information	might	be	leaked	to	the	right	wing,	and	a	climate	of	mutual	

fear	and	distrust	pervaded	the	ranks	of	the	security	forces	(Haysom	1992).

A	key	issue	was	the	status	of	intelligence	records	vis-à-vis	the	state	archives.	

According	to	the	TRC	(1998),	the	1978	cabinet	guidelines	on	the	protection	of	

information	empowered	the	heads	of	government	departments	to	authorise	the	

destruction	of	state	records.	In	the	process,	the	guidelines	ignored	the	provisions	

of	the	Archives	Act,	which	gave	final	custodianship	of	all	state	records	to	the	State	

Archives.	The	guidelines	did	not	explicitly	state	that	the	powers	given	to	the	direc-

tor	of	the	State	Archives	were	being	replaced	or	retracted.	But	the	weight	of	a	

cabinet	decision	was	sufficient	to	allow	government	departments	to	act	without	

hindrance	in	destroying	state	records.	This	power	was	exercised	routinely	within	

the	security	establishment.	The	State	Archives	Service	claimed	it	only	became	

aware	of	the	guidelines	during	1991.

From	 1983	 the	 routine	 destruction	 of	 records	 was	 commonplace	 in	 NIS,	

which	assumed	that	its	records	fell	outside	the	ambit	of	the	Archives	Act.	Marius	

Ackerman,	former	state	law	advisor	in	the	State	President’s	Office,	in	describing	

the	status	of	official	documents	in	the	custody	of	NIS,	pointed	out	that:

There	 was	 a	 difference	 of	 opinion	 between	 the	 State	 Archives	 and	 security	

departments	on	the	meaning	and	effect	of	the	Archives	Act.	The	former	were	of	

the	view	that	all	state	documentation	eventually	had	to	be	under	their	control,	

while	 the	 latter	 held	 the	 view	 that	 ‘sensitive	 documentation’	 could	 never	

be	submitted	 in	that	way	because	state	security	and	especially	the	safety	of	

individuals	could	be	compromised	(interview	with	Advocate	Marius	Ackerman,	

3	August	2003).

In	 testimony	 before	 the	 TRC,	 former	 NIS	 officials	 admitted	 that	 the	 organisa-

tion	had	destroyed	about	44	 tons	of	 records	 in	 the	months	preceding	 the	first	

democratic	elections.	Thousands	of	officials	 in	 the	security	 services	and	other	

government	 departments	 shredded	 and	 burnt	 all	 records	 that	 could	 give	 the	

ANC-led	 government	 insight	 into	 the	 methods,	 informants,	 and	 operations	 of	

the	apartheid	intelligence	agencies.	The	TRC	notes,	however,	that	records	which	

could	not	be	traced	included	those	of	the	National	Security	Management	System	

(NSMS),	 a	 substructure	 of	 the	 State	 Security	 Council	 (TRC	 1998).	 President	

F	W	de	Klerk	disbanded	the	NSMS	in	1989,	and	reduced	the	status	of	the	SSC	to	

that	of	an	ordinary	cabinet	committee	(Hansson	1990).	This	was	done	at	a	time	

of	growing	popular	and	international	resistance	to	apartheid,	as	well	as	growing	

schisms	within	the	ruling	party.
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Following	the	mass	destruction	of	records,	apparently	driven	by	the	above-

mentioned	interpretation,	it	would	seem	that	few	records	of	NIS	activities	under	

apartheid	 survive.	 This	 institutional	 memory	 is	 unlikely	 to	 be	 recovered.	 The	

apartheid	real	workings	of	the	NIS	thus	remained	a	secret,	despite	the	occasional	

public	relations	exercise	such	as	media	interviews.

the MAnAgeMent oF InteLLIgenCe InFoRMAtIon unDeR the InteRIM 
ConstItutIon

Despite	ongoing	political	violence,	agreement	was	eventually	reached	on	a	new	

interim	constitution.	It	came	into	effect	on	27	April	1994,	the	day	of	the	country’s	

first	inclusive	elections.	It	contained	an	entirely new	feature	in	South	African	poli-

tics:	a	bill	of	rights,	which	guaranteed	a	range	of	fundamental	rights	including	the	

right	to	life;	equality	before	the	law;	privacy;	freedom	of	expression,	association,	

and	movement	access	to	the	courts;	administrative	justice;	and,	most	significantly,	

access	to	information	(Mureinik	1994).

On	the	last-named	right,	the	interim	constitution	stated	that:

Every	person	shall	have	the	right	of	access	to	all	information	held	by	the	state	

or	any	of	its	organs	at	any	level	of	government	in	so	far	as	such	information	is	

required	for	the	protection	of	any	of	his	or	her	rights	(Constitution	of	the	RSA,	

1993,	section	23).

In	 the	period	after	 the	elections	 the	 intelligence	services	struggled	to	come	to	

terms	with	their	identity	as	defenders	of	the	new	political	order,	crafted	by	the	

country’s	first	fully	democratic	legislature,	and	the	broadened	concept	of	security	

contained	 in	 the	 interim	constitution	was	undermined	 in	practice	by	disconti-

nuities	in	both	the	discourse	and	practice	of	security.	Notably,	they	continued	to	

destroy	records	until	1996	when	the	cabinet	finally	declared	a	moratorium	on	this	

practice	(TRC	1998).

Following	the	transition	to	democracy,	intelligence	officials	were	given	wide	

discretion	to	classify	information	generated	in	the	course	of	their	work.	The	prac-

tice	within	the	security	services	was	to	shield	from	the	public	view	even	those	

categories	of	information	that	would	cause	no	harm	if	they	were	disclosed.	The	

ANC	continued	to	keep	secret	files	on	 the	activities	of	key	government	figures		

(interview	with	Moe	Shaik,	17	October	2003).

Without	a	reasonable	degree	of	transparency,	members	of	the	public	would	

obviously	be	at	a	loss	as	to	what	information	they	might	request	from	the	intel-

ligence	 services.	 Within	 the	 statutory	 services	 –	 NIS	 and	 the	 TBVC	 services	
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–	intelligence	information	and	much	other	official	documentation	continued	to	be	

routinely	classified	as	‘Top	Secret’,	‘Secret’,	‘Confidential’	or	‘Restricted’,	depending	

on	the	perceived	degree	of	harm	to	national	security	their	disclosure	would	cause.	

The	 criteria	 for	 classifying	 information	 were	 also	 not	 subject	 to	 any	 scrutiny,	

because	no	oversight	framework	existed	for	doing	so.

By	April	1994	the	statutory	and	non-statutory	intelligence	institutions	were	

already	locked	in	intensive	discussions	about	their	integration.	After	the	elections,	

flowing	from	the	reports	of	the	Subcouncil	on	Intelligence,	further	bilateral	talks	

were	held	to	develop	a	future	intelligence	dispensation.	These	discussions	influ-

enced	the	debate	within	the	new	parliament.	A	White	Paper	on	Intelligence	and	

three	Bills,	namely	the	Intelligence	Services	Bill,	National	Strategic	Intelligence	

Bill,	and	Committee	of	Members	of	Parliament	on	and	Inspector	Generals	of	Intel-

ligence	Bill,	were	presented	to	the	legislature	for	approval	(interview	with	Moe	

Shaik,	17	October	2003).

The	 White	 Paper	 on	 Intelligence,	 adopted	 by	 parliament	 in	 1994,	 warned	

against	the	intelligence	services	adopting	a	militaristic	approach	to	security,	as	

was	the	case	under	apartheid,	when	‘emphasis	was	placed	on	the	ability	of	the	

state	to	secure	its	physical	survival,	territorial	integrity	and	independence,	as	well	

as	its	ability	to	maintain	law	and	order	within	its	boundaries’	(RSA,	White	Paper	

on	Intelligence	1994).	It	further	signalled	that

…	 the	 main	 threats	 to	 the	 well-being	 of	 individuals	 and	 the	 interests	 of	

nations	across	 the	world	do	not	primarily	come	from	a	neighbouring	army,	

but	 from	other	 internal	and	external	challenges	such	as	economic	collapse,	

overpopulation,	mass	migration,	ethnic	rivalry,	political	oppression,	terrorism,	

crime	and	disease	(White	Paper	on	Intelligence,	1994).

The	White	Paper	dealt	with	safeguarding	the	country’s	democratic	constitution;	

upholding	the	individual	rights	enunciated	in	the	Bill	of	Rights;	promoting	the	

interrelated	elements	of	security,	stability,	co-operation	and	development,	both	

within	South	Africa	and	 in	 relation	 to	Southern	 Africa;	 contributing	 to	 global	

peace;	promoting	South	Africa’s	ability	to	face	foreign	threats	and	enhance	its	

competitiveness	(Africa	&	Mlombile	2001).

The	intelligence	services	would	be	governed	by	the	following	principles,	all	in	

sharp	contrast	with	those	under	apartheid:	the	primary	authority	of	the	demo-

cratic	institutions	of	society;	subordination	of	the	intelligence	services	to	the	rule	

of	law;	compliance	of	the	intelligence	services	with	democratic	values	such	as	the	

respect	for	human	rights;	political	neutrality	of	the	intelligence	services;	account-

ability	and	parliamentary	oversight	for	the	intelligence	services;	maintaining	a	
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fair	balance	between	secrecy	and	transparency;	separation	of	intelligence	from	

policy-making;	and	an	ethical	code	of	conduct	to	govern	the	performance	and	

activities	of	individual	members	of	the	intelligence	services	(RSA,	White	Paper	on	

Intelligence,	1994).

The	Intelligence	Services	Bill	proposed	the	amalgamation	of	the	statutory	and	

non-statutory	intelligence	services	into	two	civilian	intelligence	departments:	the	

SASS,	a	foreign	department	responsible	for	collecting	information	about	exter-

nal	threats	to	security;	and	the	NIA,	a	domestic	department	focusing	on	internal	

threats.	NIA	would	also	hold	the	counterintelligence	mandate,	and	ensure	that	

foreign	 agents	 did	 not	 penetrate	 the	 South	 African	 intelligence	 machinery	

(Africa	1994).

The	 National	 Strategic	 Intelligence	 Bill	 provided	 for	 a	 mechanism	 to	 co-

ordinate	and	integrate	the	intelligence	inputs	of	the	two	civilian	departments	with	

those	of	the	SAPS	and	SANDF,	in	order	to	advise	the	government	on	threats	and	

potential	threats	to	the	security	of	the	country	and	its	citizens.

Thirdly,	the	Committee	of	Members	of	Parliament	on	and	Inspector-Generals	

of	 Intelligence	Bill	provided	 for	a	multiparty	parliamentary	oversight	commit-

tee	 able	 to	 receive	 reports,	 make	 recommendations,	 order	 investigations,	 and	

conduct	hearings	on	matters	relating	to	intelligence	and	national	security;	and	

an	Inspector-General	tasked	with	investigating	complaints	about	the	intelligence	

services.	The	committee	would	also	submit	reports	to	parliament	on	the	perform-

ance	of	its	duties	and	functions.

On	the	basis	of	cabinet	recommendations,	the	minister	of	 justice	presented	

the	three	bills	to	parliament.	Members	of	HOCS	and	their	legal	advisors	appeared	

before	 the	select	committees	of	 the	national	assembly	and	senate.	After	much	

deliberation	and	debate,	 the	select	committees	recommended	that	the	bills	be	

tabled	in	parliament	(interview	with	Moe	Shaik,	17	October	2003).

Anticipating	the	new	legislation,	HOCS	instructed	various	subcommittees	to	

start	work	on	amalgamating	the	various	intelligence	services.	Joint	special	work	

groups	were	established	to	made	recommendations	in	respect	of	the	structures,	

budget,	assets,	and	human	resources	policies	of	the	new	services.	Based	on	their	

reports	and	recommendations,	HOCS	formed	an	Amalgamation	Committee	(AC)	

tasked	with	co-ordinating	and	implementing	the	establishment	of	the	NIA	and	

SASS.	The	AC	established	a	number	of	so-called	super	working	groups	consist-

ing	of	 representatives	of	 the	statutory	and	non-statutory	 intelligence	services,	

tasked	with	implementing	the	decisions	and	agreements	of	HOCS,	and	focusing	

on	the	practical	issues	that	would	be	encountered	in	the	course	of	the	transition.	
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They	were	full-time	bodies,	and	their	reports	were	processed	by	the	AC	for	consid-

eration	by	HOCS.

Some	of	the	issues	addressed	by	the	working	groups	were	the	staff	require-

ments	of	the	planned	intelligence	agencies,	practical	steps	towards	the	proposed	

structural	changes,	budgetary	implications	for	the	1995/6	financial	year,	and	an	

orientation	programme	for	all	members	of	NIA	and	SASS.	The	working	groups	

also	 identified	 functions	 to	be	shared	by	 the	 two	services,	and	mechanisms	 to	

ensure	that	these	facilities	were	appropriately	distributed	and	managed.

The	 interim	constitution	did	not	contain	any	principles	governing	national	

security,	as	these	were	still	being	debated,	and	also	did	not	refer	to	the	establish-

ment	of	the	new	services.	Parliament	passed	the	three	bills	setting	up	the	new	

intelligence	dispensation	in	the	latter	half	of	1994,	and	it	effectively	came	into	

being	on	1	January	1995.

Changes	within	the	 intelligence	structures	of	 the	SAPS	were	also	 informed	

by	the	outcome	of	the	negotiations	(Africa	&	Mlombile	2001).	The	new	govern-

ment’s	agenda	on	law	enforcement	was	shaped	by	two	objectives:	rehabilitating	

the	police	force	to	ensure	that	it	served	the	communities	of	South	Africa	rather	

than	political	ends;	and	mobilising	citizens	to	participate	in	the	achievement	of	

safety	and	security	(Africa	&	Mlombile	2001).	Among	the	oversight	mechanisms	

provided	 for	 in	 law	were	an	 Independent	Complaints	Directorate,	 tasked	with	

receiving	complaints	from	members	of	the	public	about	police	misconduct,	and	

parliamentary	oversight	over	the	SAPS.

Rauch	(1991)	describes	 the	complexities	of	 reorienting	the	police,	and	the	

sometimes	ambiguous	signals	sent	out	in	the	course	of	police	reform.	Significantly,	

the	rank	structure	of	the	SAPS	was	demilitarised,	and	appropriately	skilled	civil-

ians	appointed	to	a	Secretariat	for	Safety	and	Security,	responsible	for	developing	

policy	for	the	post-apartheid	police	service.

The	governance	and	orientation	of	the	armed	forces	also	changed	significantly	

in	 the	 post-apartheid	 period.	 These	 were	 the	 product	 of	 political	 negotiations	

about	the	integration	of	the	armed	wings	of	the	liberation	movements	and	apart-

heid	military	structures,	and	the	role	of	the	armed	forces	in	a	democracy.	In	the	

interests	of	entrenching	democratic	civil–military	relations,	the	Defence	Amend-

ment	Act	of	1995	provided	for	a	restructured	Department	of	Defence	comprising	

the	SADF	(under	the	operational	command	of	the	chief	of	the	armed	forces),	and	

a	civilian	Defence	Secretariat,	responsible	for	formulating	policy,	and	headed	by	

the	Secretary	for	Defence	(Africa	&	Mlombile	2001).

The	final	constitution	later	provided	the	context	for	the	reform	of	the	armed	

forces,	and	established	a	 framework	 for	civil–military	 relations	appropriate	 to	
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a	democracy.	It	defined	the	primary	role	of	the	defence	force	as	defending	and	

protecting	the	Republic,	its	territorial	integrity	and	its	people	in	accordance	with	

the	 Constitution	 and	 the	 principles	 of	 international	 law	 regulating	 the	 use	 of	

force’	(RSA	Constitution	1996,	section	200(2)).	Like	other	sectors	of	the	security	

services,	the	defence	force	was	required	to	be	politically	non-partisan,	function	

within	the	ambit	of	the	law,	and	subject	itself	to	parliamentary	oversight.

Defence	 Intelligence	 structures,	 falling	 under	 the	 operational	 command	 of	

the	SANDF,	and	subject	to	the	policy	determined	by	the	Department	of	Defence,	

were	 also	 subject	 to	 the	 National	 Strategic	 Intelligence	 Act	 of	 1994.	 The	 Act	

distinguished	between	domestic	and	foreign	military	intelligence,	and	prescribed	

the	process	to	be	followed	to	collect	domestic	military	intelligence	by	the	defence	

force,	in	support	of	the	police.	The	rationale	for	these	strict	controls	was	to	bolster	

the	 professional	 status	 of	 the	 military	 and	 to	 avoid	 situations	 where	 it	 could	

become	involved	in	domestic	political	conflict	(Africa	&	Mlombile	2001).

The	introduction	of	a	statutory	co-ordinating	mechanism	for	the	intelligence	

agencies	managed	by	the	Minister	for	Intelligence	was	another	significant	develop-

ment,	aimed	at	pre-empting	inter-agency	rivalry.	In	terms	of	the	National	Strategic	

Intelligence	Act,	a	co-ordinator	for	intelligence	was	responsible	for	coordinating	

the	supply	of	intelligence	by	the	different	agencies	to	intelligence	clients.	NICOC	

mainly	consisted	of	the	co-ordinator	and	the	heads	of	the	intelligence	services.	

NICOC	was	required	to	provide	strategic	intelligence	assessments,	including	an	

annual	estimate	of	threats	to	national	security	which	policy-makers	should	heed	

in	the	course	of	the	following	year.

After	the	1995	transition,	the	intelligence	services	struggled	to	manage	the	

shift	in	orientation.	The	political	climate	was	still	volatile,	and	the	new	govern-

ment	faced	the	task	of	neutralising	disaffected	right-wingers,	some	of	whom	had	

access	to	security	resources.	In	addition,	violence	in	the	townships	persisted	at	

such	worrying	levels	that	the	government	was	concerned	that	a	‘third	force’	–	an	

organised	body	of	individuals	intent	on	destabilising	the	country	–	existed	in	the	

country’s	security	forces	(O’Brien	1996).

Senior	 appointments	 made	 to	 the	 leadership	 of	 the	 intelligence	 services,	

reflected	the	political	compromises	in	the	course	of	the	negotiation	process.	The	

civilian	 intelligence	 services	 were	 required	 to	 report	 to	 the	 president,	 initially	

through	a	deputy	minister.	In	practice,	the	deputy	minister	reported	through	the	

minister	of	justice,	who	was	also	the	minister	of	intelligence.	The	first	director-gen-

eral	of	the	NIA	was	Sizakele	Sigxashe,	previously	a	senior	figure	in	DIS,	while	the	

first	director-general	of	the	SASS	was	Mike	Louw,	previously	director-general	of	

NIS.	The	minister	of	defence	was	Joe	Modise,	a	former	ANC	military	commander,	
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and	the	Chief	of	Staff	Intelligence	was	Lieutenant-General	Dirk	Verbeek,	a	former	

SADF	officer.

In	the	SAPS,	Divisional	Commissioner	André	Grové	who	was	responsible	for	

intelligence	and	who	served	under	National	Commissioner	George	Fivaz,	both	

apartheid-era	policemen,	reported	to	a	minister	for	safety	and	security	–	Sydney	

Mafumadi	–	with	an	ANC	background	(O’Brien	1996).

Some	of	the	political	scandals	that	beset	the	intelligence	services	in	that	period	

were	the	product	of	political	differences	at	the	top.	This	affected	the	quality	of	

intelligence	provided	to	the	government.	One	of	 these	 incidents	was	the	hand	

delivery	of	a	classified	 intelligence	report	 to	President	Nelson	Mandela	by	 the	

Chief	 of	 Defence	 Intelligence.	 The	 report	 had	 bypassed	 the	 NICOC	 structures	

and	claimed	that	senior	military	officers	from	an	ANC	background	were	plotting	

a	coup.	A	judicial	team	appointed	to	evaluate	the	report	dismissed	it	as	lacking	

credibility,	and	the	chief	of	Defence	Intelligence	was	relieved	of	his	post	(Africa	&	

Mlombile	2001).

According	to	Africa	and	Mlombile,	the	South	African	experience	of	reform-

ing	its	intelligence	services	held	some	important	lessons.	The	first	was	that	the	

envisaged	mission,	orientation,	and	structures	of	accountability	of	the	intelligence	

services	should	be	clearly	reflected	in	policy	and	in	subsequent	legislation.	The	

second	was	that	the	government	should	respond	decisively	to	abuse	or	violations	

of	the	law,	as	a	means	of	propagating	a	new	culture.	The	third	was	that	internal	

procedures	should	be	comprehensively	reviewed	to	ensure	that	they	were	consist-

ent	with	the	legal	framework.	The	fourth	was	that	each	service	should	have	clear	

procedures	for	authorising	operations,	thus	enabling	the	responsible	minister	to	

confirm	the	 legality	of	a	particular	operation.	Finally,	parliamentary	oversight	

bodies	had	a	vital	role	to	play	in	monitoring	such	a	transformation.

IMPACt oF the ConstItutIon on the InteLLIgenCe seRVICes

Section	 198	 of	 the	 final	 constitution	 of	 1996	 spelt	 out	 the	 principles	 of	 a	 new	

security	dispensation.	It	stated	that	the	security	services	had	to	be	structured	and	

regulated	by	national	legislation,	and	also	stipulated	that:

The	security	services	must	act,	and	must	teach	and	require	their	members	to	

act,	 in	 accordance	 with	 the	 Constitution	 and	 the	 law,	 including	 customary	

international	law	and	international	agreements	binding	on	the	Republic.

No	member	of	a	security	service	may	obey	a	manifestly	illegal	order.

Neither	 the	 security	 services,	 nor	 any	 of	 their	 members,	 may,	 in	 the	

performance	of	their	functions:
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a.	 prejudice	 a	 political	 party	 interest	 that	 is	 legitimate	 in	 terms	 of	 the	

Constitution;	or

b.	 further,	in	a	partisan	manner,	any	interest	of	a	political	party.

To	give	effect	to	the	principles	of	transparency	and	accountability,	multiparty	

parliamentary	committees	must	have	oversight	of	all	security	services	in	a	man-

ner	determined	by	national	legislation	or	the	rules	and	orders	of	Parliament	

(Constitution	1996,	section	199).

Section	210	spelled	out	principles	for	the	functioning	of	the	intelligence	services:

National	 legislation	 must	 regulate	 the	 objects,	 powers	 and	 functions	 of	 the	

intelligence	services,	including	any	intelligence	division	of	the	defence	force	or	

police	service,	and	must	provide	for:

a.	 the	co-ordination	of	all	intelligence	services;	and

b.	 civilian	 monitoring	 of	 the	 activities	 of	 those	 services	 by	 an	 Inspector	

appointed	by	the	President,	as	head	of	the	national	executive,	and	approved	

by	a	resolution	adopted	by	the	National	Assembly	with	a	supporting	vote	of	

at	least	two-thirds	of	its	member	(Constitution	section	210).

In	chapter	9,	the	constitution	introduced	a	number	of	constitutional	instruments	

aimed	at	promoting	 the	 transparency	of	 the	state’s	 security	organs,	as	well	as	

their	good	governance,	including	a	Public	Protector;	a	Human	Rights	Commis-

sion;	a	Commission	for	Gender	Equality;	an	Independent	Electoral	Commission;	

an	Auditor-General;	and	a	Commission	for	the	Promotion	and	Protection	of	the	

Rights	 of	 Cultural,	 Religious	 and	 Linguistic	 Communities	 (RSA	 Constitution,	

1996;	section	181).

Most	importantly,	the	constitution	confirmed	the	right	of	access	to	information	

in	Chapter	2	(the	Bill	of	Rights)	by	giving	persons	access	to	any	information	held	

by	the	state	as	well	as	any	information	held	by	another	person.	As	in	the	case	of	

the	interim	constitution,	rights	in	the	Bill	of	Rights	are	subject	to	reasonable	and	

justifiable	limitation.

PARLIAMentARY oVeRsIght AnD ACCess to InFoRMAtIon

The	first	post-apartheid	parliament	faced	the	gargantuan	task	of	replacing	apart-

heid	legislation	with	laws	that	reflected	the	promises	made	to	the	electorate,	thus	

laying	the	foundation	for	the	transformation	of	South	African	society.	In	respect	of	

the	intelligence	services,	as	with	much	of	the	civil	service,	not	only	would	this	

entail	 formulating	 new	 policies	 and	 creating	 a	 new	 legal	 framework,	 but	 also	

amalgamating	six	 separate	bureaucracies.	By	 law,	all	 the	operatives	of	 the	six	
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founding	agencies	were	to	be	absorbed	into	the	three	new	intelligence	structures:	

the	NIA,	the	SASS,	and	the	NICOC.	As	noted	earlier,	the	Committee	of	Members	

of	Parliament	on	and	Inspector-Generals	of	Intelligence	Bill,	 later	renamed	the	

Intelligence	Services	Control	Act,	provided	for	the	establishment	of	a	committee	

of	members	of	parliament	on	intelligence	as	well	as	inspectors-general,	and	had	

the	effect	of	placing	the	intelligence	services	under	considerable	oversight.

One	of	the	ways	in	which	parliament	could	exercise	its	oversight	role	in	the	

post-apartheid	period	was	by	questioning	the	responsible	minister.	However,	as	

Hansard	shows,	this	method	was	not	utilised	extensively,	and	questions	by	mem-

bers	of	opposition	parties	were	often	on	very	specific	 issues.	These	were	often	

administrative,	and	the	minister	could	easily	provide	cryptic	answers.	This	was	

done	usually	after	consulting	the	relevant	head	of	department,	although	in	the	

end	the	minister	had	to	decide	how	to	respond.

The	process	of	parliamentary	questions	allowed	members	of	parliament	who	

had	served	 in	 the	previous	government	 to	be	called	 to	account.	On	6	Septem-

ber	1994	Inkatha	Freedom	Party	member	V	B	Ndlovu	asked	F	W	de	Klerk,	then	

executive	deputy	president	and	chair	of	the	cabinet	committee	on	security	and	

intelligence,	the	following	question:

1.	 Whether	the	National	 Intelligence	Service	(NIS)	was	responsible	for	the	 	

(a)	 production	 (b)	 publication	 and/or	 (c)	 distribution	 of	 a	 document	

entitled	 ‘Political	 Conflict	 in	 KwaZulu/Natal	 –	 the	 role	 of	 traditional	

leaders’;	if	so,	(i)	which	branch	of	the	NIS,	(ii)	what	were	this	document’s	

circulation	figures,	and	(iii)	what	was	its	purpose;

2.	 Whether	 the	 NIS	 was	 authorised	 to	 (a)	 produce,	 (b)	 publish	 and/or	 	

(c)	distribute	this	document;	if	so,	by	whom;	if	not	what	is	the	position	in	

this	regard;

3.	 Whether	he	has	taken	or	intends	taking	any	steps	in	this	regard;	if	not,	why	

not;	if	so	what	steps?

De	Klerk’s	reply	was	frank,	probably	so	because	it	no	longer	held	major	political	

implications.	He	confirmed	that	the	NIS	had	been	responsible	for	the	document,	

but	denied	that	it	had	been	distributed.	It	had	only	been	a	working	document	to	

be	considered	by	a	provisional	production	unit	of	 the	 intelligence	community.	

The	document	had	also	not	been	distributed	to	the	official	clients	on	the	distri-

bution	list	for	intelligence	products,	and	had	only	been	distributed	to	a	limited	

number	of	members	of	the	intelligence	community	for	evaluation	and	comment.	

He	added	that	the	document	was	not	published	and	distributed	because	there	was	

insufficient	information	to	substantiate	the	working	document.
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Other	questions	put	to	ministers	responsible	for	the	intelligence	services	over	

the	years	have	covered	the	status	and	progress	of	disciplinary	hearings,	the	use	of	

consultants	in	the	departments,	the	relationship	of	the	services	with	certain	com-

panies,	and	information	about	the	alleged	misdemeanours	of	officials	which	might	

have	become	public	knowledge.

Different	ministers	have	handled	questions	differently	over	the	years.	Some	

have	bluntly	referred	MPs	to	the	Joint	Standing	Committee	on	Intelligence.	This	

has	also	happened	in	cases	where	an	MP	was	also	a	serving	member	of	the	JSCI,	

but	asked	questions	in	parliament.	On	23	April	2001,	Brigadier-General	P	J	van	

Schalkwyk,	a	member	of	the	opposition	Democratic	Party	and	a	member	of	the	

JSCI,	asked	the	minister	for	intelligence:

•	 Whether	a	permanent	investigative	group	had	been	established	to	deal	with	

the	backlog	of	disciplinary	cases	within	the	NIA,	and	what	progress	had	been	

made;

•	 What	the	NICOC,	the	NIA,	the	SASS	had	spent	each	year	on	salaries,	operating	

costs,	and	capital	costs	since	1995;	and

•	 How	many	people	had	been	employed	in	the	Ministry	of	Intelligence,	NICOC,	

the	NIA,	and	SASS	in	each	year	since	1995.

In	each	case	the	minister	at	 the	time,	Lindiwe	Sisulu	replied:	 ‘The	honourable	

member	is	referred	to	the	Joint	Standing	Committee	on	Intelligence	for	the	details	

on	this	question’.

Several	 years	 later,	 in	 2004,	 the	 newly	 appointed	 minister,	 Ronnie	 Kasrils,	

took	 the	 step	 of	 disclosing,	 during	 his	 budget	 vote,	 the	 total	 allocation	 to	 the	

intelligence	services	as	well	as	expenditure	on	personnel,	operations,	and	capi-

tal.	However,	in	subsequent	years	he	did	not	disclose	the	amounts,	but	rather	the	

ratios	of	operational,	personnel	and	capital	expenditure	by	the	services.

Another	 mechanism	 through	 which	 parliament	 has	 exercised	 a	 degree	 of	

oversight,	and	which	has	therefore	afforded	the	public	a	degree	of	transparency	

about	 intelligence,	 has	 been	 the	 JSCI.	 The	 founding	 act	 gives	 the	 committee	

–	whose	members	are	vetted	by	the	NIA	–	access	to	classified	information	and	

documents	in	the	possession	or	under	the	control	of	a	service,	to	the	extent	that	

such	access	is	necessary	for	the	performance	of	its	functions,	and	on	condition	

that	such	information	and	records	are	handled	in	accordance	with	the	existing	

security	regulations.	However,	the	services	are	not	obliged	to	disclose	the	names	

or	identities	of	service	members,	sources,	or	methods	of	intelligence	gathering	to	

the	committee.	Moreover,	committee	members	are	required	to	undergo	a	secu-

rity	clearance	process,	managed	by	the	NIA.	The	committee	functions	within	the	
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bounds	of	secrecy	of	the	intelligence	services,	and	has	had	to	maintain	a	fine	bal-

ance	between	being	publicly	accountable,	satisfying	parliament	that	the	services	

are	operating	within	the	framework	of	the	law,	and	remaining	impartial.

the RoLe oF the InsPeCtoR-geneRAL oF InteLLIgenCe

The	Intelligence	Services	Control	Act	also	provided	 for	 the	appointment	of	an	

Inspector-General	or	 inspectors-general	 tasked	with	monitoring	compliance	of	

the	services	with	their	own	policies,	reviewing	their	activities,	and	performing	all	

functions	designated	by	the	minister	for	intelligence.

The	Inspector-General	is	nominated	by	the	oversight	committee,	and	has	to	be	

approved	by	a	joint	sitting	of	both	houses	of	parliament	with	a	75	per	cent	major-

ity,	following	which	the	president	is	required	to	effect	the	appointment.

The	 inspector	 general	 is	 a	 powerful	 figure	 in	 the	 intelligence	 dispensation	

and	has	access	to	all	classified	records,	provided	they	are	needed	for	him	or	her	

to	 perform	 a	 stipulated	 function.	 Among	 the	 reports	 the	 Inspector-General	 is	

expected	to	compile	for	the	minister	was	one	that	recorded	any	unlawful	activi-

ties	or	significant	intelligence	failures	reported	by	the	heads	of	the	intelligence	

services.

the RoLe oF the AuDItoR-geneRAL

A	prominent	 feature	of	 the	 intelligence	dispensation	 under	 apartheid	 was	 the	

extent	to	which	laws	enabled	the	services	to	be	funded	in	secret.	As	noted	ear-

lier,	the	Security	Services	Special	Account	Act	provided	for	the	establishment	of	

a	Security	Services	Special	Account,	to	be	utilised	for	services	of	a	confidential	

nature	and	expenses	connected	with	BOSS	deemed	to	be	in	the	public	interest.

Upon	the	request	of	relevant	ministers,	the	minister	of	finance	could	transfer	

funds	to	a	Foreign	Affairs	Special	Account;	a	Special	Defence	Account;	an	Infor-

mation	 Service	 Special	 Account,	 and	 a	 South	 African	 Police	 Special	 Account.	

These	were	to	be	used	for	confidential	projects	approved	by	the	respective	minis-

ters	(interview	with	Wallie	van	Heerden,	21	October	2003).

In	terms	of	the	enabling	legislation,	the	executive	was	primarily	responsible	for	

secret	or	special	projects,	and	parliament	knew	very	little	about	them.

Annual	reports	of	the	Auditor-General	provide	some	insight	into	the	services’	

financial	accountability.	An	office	of	the	Auditor-General	was	created	in	the	1996	

constitution,	 which	 requires	 this	 office	 to	 audit	 the	 accounts,	 statements,	 and	

financial	 management	 of	 all	 national,	 and	 local	 government	 institutions,	 and	
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report	to	any	legislature	with	a	direct	interest	in	the	findings.	The	constitution	

explicitly	requires	that	all	reports	of	the	Auditor-General	must	be	made	public.	In	

1996–7	the	Auditor-General	reported	that	although	the	financial	statements	of	the	

intelligence	services	were	not	being	published	for	‘strategic	and	security	reasons’,	

they	fairly	reflected	the	financial	position	of	the	institutions	concerned.	Neverthe-

less,	he	commented	on	the	need	for	improved	controls	over	the	payment	of	human	

sources;	the	failure	of	the	civilian	intelligence	services	to	compile	asset	registers;	

a	lack	of	financial	control	over	the	amalgamation	of	the	security	agencies	of	the	

TBVC	states	with	the	national	police	service	and	intelligence	agencies;	and	the	

failure	to	appoint	an	Inspector-General	(Report	of	the	Auditor-General,	1996/7).

The	same	concerns	were	noted	in	the	next	two	reports.	The	report	for	1997/8	

stated	that	although	progress	in	attending	to	some	of	the	concerns	raised	had	been	

slow,	the	relationship	between	the	Office	of	the	Auditor-General	and	the	respec-

tive	departments	was	dynamic	and	revealed	at	the	least	a	sense	of	accountability	

on	the	part	of	the	services.

Concerns	about	financial	management	were	not	confined	to	the	intelligence	

services.	Many	departments	attracted	negative	audit	 reports	 in	 the	early	post-

apartheid	years,	an	indication	of	the	legacy	they	were	adopting	as	well	as	the	lack	

of	managerial	experience	of	many	new	officials.

The	Public	Finance	Management	Act	of	1999	(the	PFMA)	sought	 to	ensure	

greater	financial	accountability	and	responsibility	on	the	part	of	heads	of	depart-

ments.	 It	 gave	 them	 more	 flexibility	 to	 achieve	 objectives,	 but	 made	 them	

criminally	liable	for	any	mismanagement	of	state	resources.	The	intelligence	serv-

ices	are	fully	bound	to	comply	with	the	Acts’s	provisions	that	prescribe	a	uniform,	

outcomes-driven	and	transparent	approach	to	financial	management	in	the	public	

sector.

Members	of	the	intelligence	services	sometimes	question	whether	disclosure	

of	the	intelligence	budget	and	the	processes	for	determining	it	could	compromise	

their	task	of	identifying	threats	to	national	security	(interview	with	Billy	Masetlha,	

NIA	director-general,	4	August	2005).	They	also	ask	whether	their	adherence	to	

the	statutory	and	regulatory	processes	of	public	financial	management	could	have	

similar	unintended	consequences.	These	questions	are	particularly	pertinent	in	

the	context	of	the	Promotion	of	Access	to	Information	Act.

On	the	one	hand,	the	PFMA	attempted	to	ensure	open	and	transparent	budget-

ary	processes,	with	a	minister	given	clear	responsibility	for	financial	management.	

On	the	other	hand,	intelligence	legislation	allowed	the	services	to	operate	in	secret	

to	execute	their	mandates,	and	required	the	minister	to	do	everything	in	his	or	her	

power	to	facilitate	their	work.
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ConCLuDIng ReMARks

In	order	to	understand	the	management	of	intelligence	information	in	the	transi-

tion,	one	must	understand	the	extent	of	repression	out	of	which	the	negotiations	

emerged.	When	president	F	W	de	Klerk	announced	his	dramatic	reforms	in	1990,	

thousands	of	people	had	already	died	in	political	violence.	The	security	forces	had	

not	only	failed	to	turn	the	tide,	but	–	as	subsequent	investigations	showed	–	had	

sometimes	fomented	the	violence.

The	principles	arising	out	of	the	political	negotiations	as	embodied	in	legis-

lation	creating	a	transitional	authority,	the	interim	and	final	constitutions,	and	

the	laws	establishing	the	new	intelligence	dispensation	created	a	new	culture	of	

accountability	and	transparency	in	respect	of	intelligence.	The	new	services	faced	

many	challenges,	but	oversight	bodies	appeared	to	be	satisfied	with	their	perform-

ance	during	the	first	five	years.

Even	though	the	services	operated	under	new	laws	which	entirely	repealed	

their	predecessors,	there	were	significant	continuities	with	the	old	dispensation.	

In	the	HOCS	phase,	agreement	was	reached	that	the	administrative	systems	of	

the	apartheid-era	NIS	would	initially	be	used	and	revised	within	a	short	period.	

In	reality,	the	review	happened	very	slowly	and	much	later	than	anticipated,	and	

the	new	services	inherited	and	came	to	operate	under	the	arcane	regulations	and	

systems	of	the	old	order.

Moreover,	the	constitutional	right	of	access	to	information	coexists	uneasily	

with	the	laws	and	administrative	instruments	designed	to	protect	classified	infor-

mation.	These	laws	and	instruments	are	vestiges	of	the	apartheid	era	and	include	

the	Protection	of	Information	Act	of	1984	and	the	Minimum	Information	Security	

Guidelines,	which	empowers	public	officials	to	restrict	access	to	information.

On	the	other	hand,	the	new	dispensation	has	many	positive	features.	Over-

sight	 structures,	 such	 as	 the	 JSCI	 and	 Auditor-General	 are	 able	 to	 bring	 both	

the	strengths	and	weaknesses	of	the	intelligence	services	to	the	attention	of	the	

public.	The	minister	is	held	to	account	in	parliament,	and	the	services	are,	for	the	

first	time,	united	about	the	nature	of	threats	to	national	security.

While	 the	 process	 of	 restructuring	 the	 intelligence	 services	 has	 been	 fairly	

comprehensive,	it	has	not	been	without	its	problems	and	weaknesses.	Nowhere	is	

this	more	evident	than	in	the	Janus-like	legislative	and	regulatory	dispensation,	

which	simultaneously	encourages	disclosure	and	openness	on	the	one	hand,	and	

allows	the	withholding	of	classified	information	on	the	other.
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PART TWO

the new dispensation





In democratic South Africa, several	important	mechanisms	facilitate	access	

to	information	about	the	intelligence	services,	either	directly	or	indirectly.	This	

chapter	reviews	these	mechanisms	and	institutions,	and	assesses	their	efficacy.

A wRItten PoLICY FRAMewoRk

Chapter	11	of	the	constitution	outlines	the	principles	governing	national	security,	

including	the	establishment	of	 intelligence	services	subject	to	multiparty	over-

sight.	The	White	Paper	on	Intelligence	also	provides	a	broad	policy	framework	as	

well	as	a	basis	for	the	legislation	that	sets	up	and	regulates	the	intelligence	serv-

ices:	the	Intelligence	Services	Act	of	2002,	the	National	Strategic	Intelligence	Act	

of	1994,	and	the	Intelligence	Services	Oversight	Act	of	1994.	These	Acts	spell	out	

the	mandates	of	the	services,	the	oversight	structures,	and	the	respective	duties	of	

the	various	role	players,	including	the	minister,	the	heads	of	the	departments,	the	

JSCI,	and	the	Inspector-General.	The	intelligence	services	are	also	subject	to	PAIA,	

which	plays	a	pivotal	new	role	in	allowing	and	regulating	access	to	state	informa-

tion,	and	will	be	examined	in	greater	detail	in	the	next	chapter.

The	 governing	 principles,	 establishment,	 functions	 and	 mandate	 of	 the	

intelligence	services	are	codified	 in	 law,	which	 is	essential	 for	public	access	 to	

information.	The	issue	is	how	widely	known	and	understood	these	laws	are,	and	

whether	the	general	population	realises	their	significance.	In	addition,	many	of	

the	regulations	made	under	these	 laws	are	classified,	and	are	not	gazetted	for	

public	comment.	In	2002,	after	an	extensive	review	of	the	conditions	of	service	
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in	the	intelligence	services,	the	minister	for	intelligence	gazetted	a	set	of	human	

resources	regulations	for	public	comment.	However,	this	is	not	the	general	trend.	

The	norm	is	that	regulations	issued	by	the	minister	and	policy	directives	issued	

by	the	directors-general	are	kept	confidential,	without	any	serious	evaluation	of	

whether	the	information	contained	within	warrants	protection.

PARLIAMent

Parliament,	through	its	law-making	function,	is	another	institution	that	provides	

a	window	into	the	functioning	of	the	intelligence	services.	For	those	interested	in	

the	issues,	Hansards	–	records	of	parliamentary	debates	and	legislative	processes	

–	are	easily	accessible.	All	tabled	legislation	is	subject	to	the	normal	processes,	and	

public	hearings	may	be	held	when	there	is	considerable	public	interest	in	a	matter.

Parliament	 is	also	the	forum	in	which	concerns	or	matters	of	policy	can	be	

raised	 with	 the	 minister	 responsible	 for	 the	 intelligence	 services.	 Although,	

compared	 to	 other	 portfolios,	 the	 minister	 receives	 a	 relatively	 low	 volume	 of	

questions,	the	mechanism	is	nevertheless	available.	In	some	cases,	the	minister	

refers	questions	to	the	JSCI,	which	effectively	means	that	the	broader	public	is	

denied	the	answers.

Through	the	JSCI,	parliament	also	has	the	opportunity	to	consider	the	budget	

of	the	intelligence	services	before	the	vote.	Like	other	multiparty	parliamentary	

committees,	work	is	done	largely	in	committee,	and	the	position	of	the	committee	

is	reflected	in	the	annual	budget	vote	of	the	minister.	The	JSCI	is	required	to	pub-

lish	an	annual	report	but	its	performance	in	this	regard	has	been	rather	poor.	The	

report	usually	appears	late,	and	no	special	effort	seems	to	be	made	to	distribute	it	

to	members	of	the	public,	or	even	to	public	interest	bodies	that	want	to	know	more	

about	the	committee’s	oversight	work.

the exeCutIVe

One	 cabinet	 minister	 is	 explicitly	 responsible	 for	 the	 intelligence	 services	 and	

is	the	figure	who	can	be	asked	to	account	for	their	performance	or	deficiencies.	

The	minister	must	report	on	the	work	of	the	services	to	colleagues	in	cabinet.	In	

addition,	the	minister	must	ensure	that	the	services	provide	intelligence	to	depart-

ments	and,	most	importantly,	relevant	and	timely	national	strategic	intelligence.	

Members	of	the	public	are	not	privy	to	this	intelligence,	which	is	usually	classified	

secret.	However,	through	the	budget	vote,	the	minister	provides	some	insight	into	

security	concerns	and	the	broad	measures	put	in	place	by	the	services	to	address	
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them.	In	responding	to	the	minister,	the	JSCI	usually	sheds	some	light	on	current	

concerns	and	potential	threats.	The	minister	also	issues	public	statements,	and	

responds	to	queries	from	the	media	about	matters	concerning	the	services.

One	criticism	of	the	executive	is	that	it	does	not	currently	assess	whether	there	

is	 intelligence	that	no	longer	needs	to	be	kept	secret,	and	can	be	placed	in	the	

public	domain.	There	is	currently	no	legal	requirement	for	 it	to	do	so,	and	the	

matter	therefore	appears	to	be	discretionary.	Several	intelligence	services	around	

the	world	issue	unclassified	or	declassified	reports	relating	to	national	security,	as	

a	way	of	keeping	the	public	informed	of	the	intelligence	services’	preoccupations.

the InsPeCtoR-geneRAL FoR InteLLIgenCe

The	public	is	meant	to	have	access	to	another	important	role	player:	the	Inspector-

General	 for	 Intelligence.	 This	 very	 senior	 official,	 whose	 appointment	 has	 to	

be	approved	by	75	per	cent	of	members	of	parliament,	has	unfettered	access	to	

the	records	of	the	intelligence	services,	irrespective	of	their	secret	status.	Such	

access	should	help	 the	 Inspector-General	 to	evaluate	properly,	complaints	and	

cases	brought	by	members	of	the	services	or	members	of	the	public.	In	reality,	

the	 Inspector-General’s	Office	has	 limited	capacity	and	has	experienced	teeth-

ing	problems.	The	office	has	made	efforts	to	publicise	its	existence,	for	example	

through	brochures	and	a	website.	In	the	period	under	review,	a	growing	number	

of	complaints	were	received	both	from	members	of	the	public,	and	from	members	

of	the	services,	which	the	office	understandably	dealt	with	in	confidence.	How-

ever,	no	public	reports	have	been	released;	so,	ironically,	although	the	office	is	

part	of	the	transparency	mechanism,	members	of	the	public	cannot	readily	assess	

its	performance.

the AuDItoR-geneRAL

The	Office	of	the	Auditor-General	is	a	constitutional	body	with	full	authority	to	

audit	the	financial	statements	of	the	intelligence	services	and	to	provide	a	pub-

lic	assessment	of	whether	they	meet	generally	accepted	accounting	standards.	

Regulated	by	the	Public	Finance	Management	Act	of	1999,	the	financial	account-

ing	of	the	intelligence	services	is	subject	to	the	same	rigorous	auditing	standards	

as	any	other	government	department.	Over	the	years,	a	smoother	working	rela-

tionship	has	developed	between	members	of	 the	services	and	members	of	 the	

Auditor-General’s	 office	 who	 are	 vetted	 and	 issued	 with	 security	 clearances.	

However,	the	Auditor-General	consistently	raises	the	concern	that	the	intelligence	
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services’	secrecy	requirements	does	have	some	impact	on	their	work.	For	exam-

ple,	when	checking	expenditure	on	 intelligence	operations,	 they	cannot	verify	

independently	the	existence	of	sources	the	services	claim	to	have	paid,	or	secretly	

acquired	 assets,	 as	 these	 must	 be	 shielded	 from	 public	 knowledge	 to	 protect	

operations.	In	response,	the	services	argue	that	such	is	the	nature	of	intelligence	

work,	and	that	there	will	always	be	limits	to	what	can	be	disclosed	to	the	Auditor-

General.	For	example,	informants	would	be	reluctant	to	provide	information	to	

the	services,	if	their	role	and	identities	had	to	be	revealed	to	the	Auditor-General.

the nAtIonAL ARChIVes

Another	 vehicle	 for	 the	 public	 to	 access	 information	 is	 through	 the	 records	 of	

the	National	Archives.	This	avenue	should	be	of	particular	interest	to	historians,	

as	well	as	members	of	the	public	wanting	to	access	personal	files.	The	National	

Archives	Act	of	1996	makes	provision	for	the	release	of	records	after	20	years.	

As	 the	national	archivist	has	streamlined	procedures	 in	order	 to	be	aligned	 to	

PAIA,	members	of	the	public	can	use	PAIA	to	access	records	in	the	custody	of	the	

National	Archives.

The	national	archivist	has	already	published	a	 list	of	 the	files	 in	 its	posses-

sion,	and	the	names	of	people	on	whom	the	apartheid	security	services	kept	files.	

Affected	 persons	 were	 invited	 to	 view	 their	 files	 using	 the	 mechanisms	 under	

PAIA,	if	these	files	were	older	than	20	years	old.	The	national	archivist	has	a	duty	

to	ensure	that	the	exemptions	of	the	PAIA	–	particularly	those	relating	to	third-

party	information	–	are	taken	into	account	before	releasing	information.	In	terms	

of	the	National	Archives	Act’s	20-year	rule,	intelligence	service	records	created	

in	1995	would	have	to	be	transferred	to	the	National	Archives	at	the	end	of	2014.	

This	implies	that	all	records	deemed	public	records	in	terms	of	PAIA	would	fall	

under	the	custodianship	of	the	National	Archives,	including	personal	files,	intel-

ligence	assessments,	and	administrative	documents	that	have	not	been	identified	

for	 disposal.	 Theoretically,	 it	 should	 no	 longer	 be	 possible	 for	 an	 intelligence	

agency	to	destroy	sensitive	records,	as	NIS	did	at	the	end	of	the	apartheid	era.	

However,	while	the	services	reportedly	believe	that	they	comply	with	the	record	

management	standards	of	the	National	Archives,	there	is	no	independent	over-

sight	to	assess	whether	records	are	adequately	filed,	stored	and	preserved,	for	the	

sake	of	posterity	and	of	conserving	South	Africa’s	collective	memory.
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DePARtMentAL ReVIews

Since	1995	the	executive,	 through	various	 intelligence	ministers,	has	 initiated	

a	number	of	reviews,	some	internal	and	some	intended	for	eventual	public	dis-

closure.	In	most	cases,	the	initiating	authority	has	tried	to	ensure	objective	and	

independent	proceedings	by	appointing	prominent	and	credible	outside	observ-

ers	to	head	or	serve	on	the	review	teams.	For	the	executive,	these	reviews	have	

been	an	important	vehicle	for	addressing	emerging	policy	concerns	in	the	intel-

ligence	services.	The	first	known	review	was	the	Pikoli	Commission,	named	after	

its	chairperson,	Advocate	Vusi	Pikoli.	Initiated	by	Joe	Nhlanhla,	deputy	minister	

for	intelligence,	in	1996,	barely	a	year	after	the	new	services	were	established,	the	

Pikoli	Commission	was	in	reality	an	internal	departmental	review.	Establishing	

the	services	had	been	a	rocky	road	for	the	deputy	minister.	It	was	difficult	enough	

to	amalgamate	and	streamline	a	bureaucracy	that	contained	former	foes,	suspi-

cious	of	each	other	despite	having	worked	so	hard	to	overcome	their	differences	in	

the	interest	of	national	unification.	But	dealing	simultaneously	with	the	security	

problems	of	a	fragile	democracy	(a	resurgence	of	domestic	violence	in	KwaZulu/

Natal	and	on	the	Witwatersrand,	an	increase	in	organised	crime,	a	perception	that	

foreign	intelligence	agencies	were	spying	on	South	Africa)	and	other	internal	vul-

nerabilities	such	as	the	theft	of	a	convoy	of	vehicles	and	of	a	batch	of	computers	

containing	sensitive	information,	was	too	much.	These	last	two	incidents	were	a	

huge	embarrassment	to	Nhlanhla,	and	President	Nelson	Mandela	threatened	to	

shut	down	the	intelligence	services.	Nhlanhla	therefore	decided	that	it	was	time	

to	take	stock.

The	review	 focused	on	whether	 the	mandate	 and	 design	 of	 the	 services	 as	

constituted	 were	 appropriate	 for	 the	 times.	 It	 also	 addressed	 how	 organisa-

tional	 effectiveness	 could	 be	 improved.	 The	 recommendations	 confirmed	 that	

the	organisational	design	was	appropriate	but	emphasised	that	new	capacities,	

including	signals	intelligence,	needed	to	be	built.	The	need	for	improved	training	

and	human	resource	management	systems	was	also	identified.	Although	releasing	

the	commission’s	recommendations	would	not	have	jeopardised	national	security,	

Nhlanhla	chose	not	to	table	the	findings	or	recommendations	for	discussion	in	

parliament,	raising	the	ire	of	opposition	political	parties.	Instead,	the	recommen-

dations	were	sent	to	the	JSCI,	who	disclosed	them	in	their	report	to	Parliament	the	

following	year.	Perhaps	Nhlanhla	was	simply	following	due	process;	however,	the	

perception	created	was	that	the	intelligence	services	were	on	the	defensive	and	

unwilling	to	allow	public	debate	about	their	organisation.	Nhlanhla	accepted	the	

commission’s	recommendations	and	used	them	as	a	basis	for	his	programme	of	

work	over	subsequent	years.
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The	dust	had	barely	settled	around	the	Pikoli	Commission	when	the	services	

were	embroiled	in	yet	more	drama.	This	time	General	George	Meiring,	head	of	the	

SANDF,	received	information	from	Defence	Intelligence	that	several	prominent	

ANC	leaders	and	a	senior	SANDF	officer,	General	Siphiwe	Nyanda,	were	plotting	

a	military	coup	against	President	Mandela.	Meiring	took	this	report	directly	to	

Mandela,	by-passing	NICOC.	It	is	conceivable	that	Meiring	thought	he	was	doing	

the	right	thing	by	circumnavigating	his	NICOC	colleagues	who	might	have	been	

party	to	the	alleged	mischief.	But	the	president	dismissed	the	claims	as	ludicrous,	

and	queried	why	it	had	been	presented	to	him	in	such	an	irregular	fashion.	Again,	

Nhlanhla	was	forced	to	appoint	a	commission.	After	sitting	for	several	months,	the	

commission	presented	its	results,	which	recognised	that	the	co-ordinating	legisla-

tion	had	to	have	been	flawed	to	have	been	subverted	in	such	a	way	by	Meiring.

Further	reviews	were	initiated	under	Lindiwe	Sisulu,	minister	of	intelligence	

from	2001	onwards.	One	of	these	had	an	internal	focus	and	looked	at	the	con-

ditions	 of	 service	 of	 members	 of	 the	 intelligence	 community.	 It	 addressed	 the	

broader	policy	question	of	the	status	of	the	intelligence	services	in	relation	to	the	

wider	public	service.	After	extensive	interaction	with	the	public	service,	the	cabi-

net	approved	in	principle	the	establishment	of	an	Intelligence	Services	Council	

to	look	into	this	issue,	asserting	that	the	conditions	of	service	for	members	of	the	

intelligence	community	fell	outside	the	public	service’s	jurisdiction.

Other	policy-related	questions	investigated	by	commissions	initiated	by	Sisulu	

included	the	need	for	a	classification	and	declassification	framework	aligned	to	

the	constitution,	and	the	regulation	of	the	private	security	industry.	Other	mat-

ters	related	to	the	sensitive	work	of	the	intelligence	services,	including	the	former	

government’s	 chemical	 and	 biological	 warfare	 programme.	 In	 all	 cases	 the	

commissions	made	recommendations	that	were	meant	to	inform	policy	decision-

making	or	formulation.

One	flaw	in	the	system	of	government	has	been	the	lack	of	continuity,	with	a	

succession	of	ministers	bringing	their	own	ideas	about	particular	policy	priorities	

and	directions.	It	reveals	the	disadvantage	of	having	limited	public	participation	

or	interest	in	the	reviews,	as	ministers	generally	are	not	under	public	pressure	to	

bring	policy	processes	to	a	head.	When	appointed	minister	for	the	intelligence	

services,	Ronnie	Kasrils	promised	to	pursue	the	policy	concerns	of	his	predecessor,	

including	a	classification	and	declassification	policy.	However,	the	political	and	

security	demands	during	Kasrils’s	tenure	meant	that	other	priorities	took	prec-

edence,	with	the	result	that	the	classification	and	declassification	policy	remained	

on	the	agenda	but	was	not	treated	with	urgency.	His	term	of	office	ended	before	

the	legislation	relating	to	declassification	and	classification	had	been	passed.
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The	most	significant	review	under	Kasrils	was	the	Ministerial	Review	Com-

mission	on	Intelligence.	Appointed	in	2005,	it	was	tasked	with	assessing	whether	

the	operations	of	the	intelligence	services	were	aligned	to	the	constitution.	The	

three-person	commission	was	headed	by	a	former	deputy	minister	for	safety	and	

security,	Joe	Mathews.	In	its	final	report,	submitted	in	2008,	it	strongly	recom-

mended	tighter	executive	control	over	and	scrutiny	of	operations	initiated	by	the	

intelligence	services.

The	review	followed	the	dismissal	of	several	senior	NIA	managers,	including	

the	director-general,	for	allegedly	conducting	unlawful	surveillance	and	providing	

false	information	to	the	president	of	the	republic.	The	Inspector-General	investi-

gated	and	confirmed	these	allegations,	which	resulted	in	criminal	charges	being	

brought	against	the	director-general,	Billy	Masetlha	and	others.	However,	a	bitter	

and	protracted	series	of	legal	battles	ensued,	as	the	former	director-general	fought	

to	clear	his	name.	Consequently,	the	courts	emerged	as	a	critical	space	in	which	

matters	affecting	the	intelligence	services	unfolded.	Given	the	political	climate,	

the	media	has	become	a	secondary	channel	through	which	the	developments	in	

the	intelligence	services	are	filtered	and	aired.

In	the	earlier	days	of	the	new	intelligence	dispensation,	problems	within	the	

intelligence	services	were	rarely	addressed	by	resorting	to	the	courts,	and	almost	

never	 involved	 such	 senior	 personnel.	 There	 was	 the	 occasional	 case	 where	 a	

member	of	the	intelligence	services	was	charged	with	criminal	conduct,	and	his	

links	to	the	services	exposed,	but	these	incidents	were	generally	benign	and	rarely	

covered	by	the	media.	There	had	also	been	incidents	where	aggrieved	members	

or	former	members	had	turned	to	the	courts	for	assistance	over	labour	disputes	

that	they	had	failed	to	resolve	with	management.	The	resort	to	the	courts	was	

hardly	surprising	in	many	cases,	as	the	services	had	no	access	to	the	conciliation	

and	mediation	mechanisms	available,	having	been	expressly	excluded	from	the	

provisions	of	the	Labour	Relations	Act.	In	several	cases,	the	incidents	reached	the	

courts	because	the	employer-employee	relations	were	poorly	handled.	Although	

some	such	matters	were	heard	in camera,	in	most	cases	the	disputes	attracted	little	

media	interest	and	were	settled	out	of	the	public	glare.

MeDIA AnD CoMMunICAtIon stRAtegIes oF the InteLLIgenCe seRVICes

The	intelligence	services	have	always	been	sensitive	to	public	perception.	In	1995	

the	NIA	appointed	a	senior	manager	as	head	of	communications.	This	contin-

ued	a	trend	that	had	become	well	established	under	NIS,	which	had	allowed	its	
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most	senior	officials	to	engage	with	the	media	in	order	to	explain	and	demystify	

themselves.

However,	media	coverage	has	not	always	been	kind	to	the	intelligence	services.	

Intelligence	activity	inevitably	seems	to	generate	a	climate	of	suspicion.	In	1996,	

allegations	were	made	in	the	media	that	the	intelligence	services	were	spying	on	

the	top	management	of	the	SAPS.	Over	the	years,	other	allegations	were	made	in	

the	media	that	the	intelligence	services	were	bugging	the	telephones	of	citizens,	

including	opposition	politicians.	The	stories	of	mishaps,	ineptitude,	and	scandal	

carried	in	the	media	have	made	for	titillating	reading.	The	bungled	spying	on	the	

German	Embassy	in	Pretoria,	and	the	theft	of	minibuses	and	computers	from	the	

NIA’s	headquarters,	all	made	for	good	media	copy	in	the	first	few	years	of	the	serv-

ices’	existence.

In	response,	the	intelligence	services	have	established	capacities	to	manage	

their	public	image	and	public	relations.	Initially,	the	minister	did	not	play	a	direct	

role	in	media	interactions;	the	senior	manager	appointed	by	the	service	handled	

questions	and	queries	from	the	press.	Later,	in	order	to	standardise	and	exercise	

control	 over	 responses	 to	 media	 queries,	 Deputy	 Minister	 Nhlanhla	 appointed	

a	spokesperson	 in	 the	ministry	 to	handle	all	media	queries.	This	arrangement	

became	embedded	quickly	enough	and	the	office	of	the	Minister	now	manages	

public	relations	for	the	intelligence	services.

Nevertheless,	the	intelligence	services	do	enjoy	some	autonomy	in	respect	of	

communication	strategies.	Both	 the	NIA	and	 SASS	 have	 informative	 websites.	

Between	2001	and	2004	the	NIA	produced	three	comprehensive	public	annual	

reports	that	are	available	on	its	website	at	www.nia.gov.za.	Vusi	Mavimbela,	a	new	

director-general	appointed	in	2001,	was	particularly	enthusiastic	about	improving	

the	public	profile	of	the	Agency.	Mavimbela	says	in	his	foreword	to	the	2002/3	

public	annual	report:

When	we	launched	our	Public	Annual	Report	last	year,	we	were	driven	by	the	

simple	conviction	that	the	South	African	society	is	the	ultimate	stakeholder	on	

issues	of	national	security.	It	was	the	conviction	that	if	this	stakeholder	is	to	

play	its	role	in	ensuring	national	security	for	itself,	it	has	to	be	informed	of	what	

the	place	and	role	of	the	National	Intelligence	Agency	(NIA)	is	in	society.

Through	the	reports,	the	NIA	released	significant	and	sometimes	detailed	infor-

mation	about	itself	and	its	work.	For	example	on	the	subject	of	vetting,	the	2001/2	

report	stated	that	the	NIA	had	received	in	the	past	year	3	180	requests	for	security	

clearances,	conducted	over	16	000	record	checks	for	special	events,	and	issued	a	

total	of	1	379	confidential	to	top-secret	clearances.	The	report	listed	the	special	
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events	provided	with	security	advisory	services,	including	the	World	Conference	

against	Racism	and	the	Inter-Congolese	Dialogue.	It	stated	that	similar	services	

would	be	provided	over	the	coming	years	to	the	conference	of	the	Non-Aligned	

Movement	Summit,	the	World	Symposium	on	Sustainable	Development,	the	Sum-

mit	of	the	African	Union	and	the	World	Cricket	Cup,	all	events	taking	place	on	

South	African	soil.

The	NIA’s	public	annual	reports	also	explained	changes	in	priorities	over	the	

years.	For	example,	in	its	2003/4	report,	border	intelligence,	organised	crime	and	

corruption	and	terrorism	are	reflected	as	priorities.	The	reports	listed	the	types	of	

‘products’	(assessments)	produced	by	the	NIA,	which	included	at	the	time	daily	

and	weekly	intelligence	reviews.	Finally,	the	public	reports	provided	statistical	

information	about	the	demographics	and	composition	of	the	NIA	and	its	corporate	

governance	framework.	The	timing	of	the	NIA’s	last	public	annual	report	coin-

cided	with	the	resignation	of	Mavimbela	and	his	replacement	by	Billy	Masetlha.	

The	disruption	caused	by	the	change	in	minister	and	director-general	after	the	

2004	general	elections	may	be	the	reason	why	no	more	public	reports	were	pro-

duced.	However,	the	fact	that	the	NIA	is	not	legally	obliged	to	publish	a	public	

annual	report	means	that	there	was	never	any	leverage	to	ensure	that	this	practice	

continued	or	was	resumed.

In	contrast,	the	SASS	has	produced	only	one	public	report	–	a	glossy	ten-year	

review.	This	fairly	revealing	document	can	be	found	on	the	SASS	website	at	www.

sass.gov.za.	Like	the	NIA’s	reports,	it	covers	the	legal	framework	and	mandate,	

provides	demographic	details	(ratios	not	numbers)	and	explains	 the	priorities	

of	the	Service.	The	report	also	explains	the	SASS’s	intelligence-gathering	role	in	

support	of	African	peace	initiatives,	 its	co-operation	with	the	law	enforcement	

agencies	in	respect	of	crime	intelligence,	its	work	in	economic	intelligence,	and	

its	international	co-operation	with	other	intelligence	agencies.	However,	since	its	

voluntary	decision	to	publish	a	ten-year	review,	the	SASS	has	not	continued	to	

publicise	its	record	in	this	way,	and	there	is	no	pressure	for	it	to	do	so.

The	ministry	itself	is	subject	to	the	overall	government	communications	strat-

egy,	 led	 by	 the	 Government	 Communication	 and	 Information	 System	 (GCIS),	

which	is	located	in	the	Presidency.	The	GCIS	co-ordinates	government	commu-

nications	including	the	schedule	of	press	briefings,	which	cabinet	ministers	and	

their	 ‘cluster’	colleagues	must	attend.	For	communication	purposes,	the	intelli-

gence	services	fall	under	the	Justice,	Crime	Prevention,	and	Security	Cluster.	Thus	

the	minister	regularly	briefs	the	media	about	events	in	relation	to	these	portfolios	

together	with	his	or	her	colleagues.	Over	and	above	this,	the	minister	engages	with	
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the	media	on	a	range	of	security	questions,	granting	interviews,	meeting	editors,	

and	writing	articles	and	letters.

ConCLusIon

Since	1995,	the	veil	appears	to	have	been	lifted	significantly	on	the	intelligence	

services,	 with	 the	 public	 able	 to	 access	 information	 through	 a	 multiplicity	 of	

means.	However,	anecdotal	evidence	suggests	that	few	citizens	have	the	kind	of	

insight	required	for	regular	monitoring	and	use	of	all	these	means.	Public	inter-

est	 is	 not	 excessive,	 and	 is	 mainly	 stimulated	 by	 media	 reports,	 especially	 of	

a	 sensational	 nature.	 Policy	 priorities	 change	 from	 minister	 to	 minister.	 More	

processes	are	introduced	to	address	the	new	priorities	before	the	old	ones	have	

been	completed,	adding	to	confusion	about	the	status	of	policy,	even	among	the	

enlightened.

On	reflection,	the	intelligence	services	have	been	generally	transparent	but	

have	 also	 been	 inconsistent.	 Examples	 include	 the	 discontinuation	 of	 public	

annual	reports	by	the	services	and	the	relatively	low	profile	of	the	work	of	the	

JSCI.	What	 is	perhaps	needed	is	a	transparency	review,	 led	by	the	minister,	 to	

take	stock	of	what	has	been	achieved	and	to	look	at	how	to	maintain	a	consistent	

culture	of	transparency.



The Bill of Rights in	the	South	African	constitution	states	that	every	person	

has	the	right	of	access	to	any	information	held	by	the	state,	as	well	as	any	

information	held	by	another	person	required	for	the	exercise	or	protection	of	any	

rights	(s32.1).	It	states	that	national	legislation	must	be	enacted	to	give	effect	to	

this	right	(s32.2).

It	also	states	that	the	rights	in	the	Bill	of	Rights	may	only	be	limited	if	the	limi-

tation	is	‘reasonable	and	justifiable	in	an	open	and	democratic	society	based	on	

human	dignity,	equality	and	freedom’,	and	‘taking	into	account	all	relevant	factors	

including:

a.	 		the	nature	of	the	right;

b.	 		the	importance	of	the	purpose	of	the	limitation;

c.	 		the	nature	and	extent	of	the	limitation;

d.	 		the	relation	between	the	limitation	and	its	purpose;	and

e.	 		less	restrictive	means	to	achieve	the	purpose’	(s36.1).

This	is	an	important	provision.	In	lay	terms	it	means	that	the	rights	in	the	Bill	of	

Rights	are	not	absolute	but	can	be	restricted	if	the	reasons	for	doing	so	can	be	

argued	with	some	legitimacy.	In	fact,	as	we	will	see,	this	is	provided	for	in	PAIA,	

which	contains	a	set	of	grounds	on	which	access	to	records	can	be	withheld	from	

requesters.

In	1994	a	task	team	was	established	in	the	office	of	the	then	deputy	president,	

Thabo	Mbeki,	to	draft	the	legislation.	Convened	by	Advocate	Mojanku	Gumbi,	it	

also	comprised	Advocate	Vincent	Maleka,	Professor	Mandla	Mchunu,	Professor	

PAIA AnD Its IMPLICAtIons FoR 
the InteLLIgenCe seRVICes

5
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Etienne	Mureinik,	and	Advocate	Empie	van	Schoor,	a	state	law	advisor.	Its	brief	

was	to	draft	a	law	that	would	cover	access	to	information,	access	to	meetings,	and	

the	protection	of	whistleblowers.

Recounting	 the	 drafting	 process,	 Van	 Schoor	 confirms	 that	 the	 principle	

of	 maximum	 disclosure	 was	 paramount	 during	 early	 deliberations	 (interview,	

25.08.03).	 The	 task	 team	 studied	 access	 to	 information	 legislation	 of	 several	

countries,	including	Australia,	New	Zealand,	Ireland,	the	United	States,	Britain	

(in	draft	form	at	that	time),	and	India	(also	in	draft	form).	They	met	regularly	to	

discuss	various	drafts.

In	a	document	dated	19	January	1995,	the	task	team	noted	that	‘certain	classes	

of	sensitive	information’	would	have	to	be	exempted	from	disclosure.	These	should	

be	narrow,	well-justified,	designed	to	prevent	real	harm,	and,	where	necessary,	

subject	 to	a	public	 interest	override.	 In	 its	 initial	draft	 the	task	team	proposed	

exemptions	in	cases	where	the	release	of	information	could	cause	serious	harm	

to	national	defence	or	security;	undermine	law	enforcement;	jeopardise	personal	

privacy,	the	safety	of	an	individual;	endanger	the	government’s	management	of	

the	national	economy	or	the	national	finances,	or	affect	the	government’s	capacity	

to	collect	information	in	the	national	interest,	proper	personnel	administration	in	

the	public	service,	or	the	deliberative	process	within	the	government	by	inhibiting	

candid	internal	communication	(Open	Democracy	Task	Team	1995).

The	 initial	 proposal	 also	 required	 public	 bodies	 to	 take	 proactive	 steps	 to	

foster	a	culture	of	transparency.	The	task	team	argued	that	such	bodies	should	

routinely	publish	or	make	available	the	following	kinds	of	information:	manuals	

or	brochures	detailing	descriptions	of	the	classes	of	information	in	their	posses-

sion;	 their	 internal	 structures,	 functions,	 responsibilities	 and	 decision-making	

processes;	the	means	by	which	citizens	could	participate	in	the	decision-making	

processes;	details	of	available	complaint,	appeal	and	redress	procedures;	details	of	

available	public	services	and	how	to	use	them;	and	details	of	internal	complaints	

procedures	 available	 to	 an	 official	 wishing	 to	 draw	 attention	 to	 lawbreaking,	

corruption,	or	maladministration.

Among	 the	 enforcement	 mechanisms	 proposed	 by	 the	 task	 team	 was	 the	

appointment	by	each	government	body	of	an	information	officer	who	would	con-

sider	requests	for	information.	Should	a	request	be	refused,	the	requester	could	

appeal	 internally	to	the	head	of	the	public	body.	In	the	event	of	an	unsuccess-

ful	internal	appeal,	a	requester	would	have	recourse	to	an	information	court	that	

dealt	exclusively	with	the	enforcement	of	the	Open	Democracy	Act.	The	public	

protector	and	human	rights	commission	would	be	granted	intervention	and	medi-

ation	powers.	The	task	team	also	proposed	that	an	independent	body	(the	Open	



PAIA AnD Its ImPlIcAtIons for the securIty servIces / 99

Democracy	Commission)	be	established	to	monitor	the	effectiveness	of	the	Act	

and	to	report	annually	to	parliament	on	its	implementation	through	the	appropri-

ate	parliamentary	committee.

The	 drafting	 of	 the	 Open	 Democracy	 Bill	 proceeded	 with	 periodic	 delays.	

Between	1995	and	1996	it	was	submitted	twice	to	the	cabinet,	but	was	referred	

back	each	time	for	further	work	and	consultation.	In	October	1997	the	draft	bill	

was	published	in	the	Government Gazette for	public	comment.	Comments	were	

considered,	further	adjustments	were	made,	and	in	1998	cabinet	approved	the	

draft.	In	1998	the	bill	was	finally	tabled	in	parliament.	The	purpose	of	the	Open	

Democracy	Bill	was	to	give	citizens	access	to	information	held	by	public	bodies,	

and	access	to	the	proceedings	of	certain	public	bodies.	Other	aims	were	to	pro-

tect	privacy,	and	to	protect	officials	who	disclosed	serious	maladministration	or	

corruption.	Overall,	the	bill	would	empower	the	citizenry	to	participate	in	govern-

mental	decision-making	that	affected	them	(Currie	&	Klaaren	2002).

The	 original	 recommendation	 was	 for	 a	 single	 act	 to	 accomplish	 the	 work	

done	in	other	countries	by	separate	freedom	of	information	acts	(also	known	as	

‘access	to	information’	acts),	privacy	acts,	open	meetings	acts	(also	known	as	‘gov-

ernment	in	the	sunshine’	acts),	and	whistleblower	protection	acts.	However,	the	

cabinet	decided	to	table	a	separate	bill	that	dealt	with	whistleblowers	and	open	

meetings,	and	over	time	abandoned	the	open	meetings	component.	The	legisla-

tion	dealing	with	whistleblowers	was	the	Protected	Disclosures	Act	of	2000.	Van	

Schoor	explains	that	the	reason	for	having	a	separate	bill	was	constitutional,	as	

technically	the	constitution	required	the	access	to	information	legislation	to	be	

enacted	before	4	February	2000	(interview,	25.08.03).

The	 Promotion	 of	 Access	 for	 Information	 Act	 (PAIA)	 was	 finally	 passed	 by	

parliament	in	2000.	This	law	gives	substance	to	the	constitutional	right	of	access	

to	information	held	by	the	state.	Its	stated	aim	is	the	following:

To	give	effect	to	the	constitutional	right	of	access	to	any	information	held	by	

the	 state;	 to	 make	 available	 to	 the	 public,	 information	 about	 the	 functions	

of	 governmental	 bodies;	 to	 provide	 persons	 with	 access	 to	 their	 personal	

information	held	by	private	bodies;	to	provide	for	the	correction	of	personal	

information	held	by	governmental	or	private	bodies	and	to	regulate	the	use	

and	disclosure	of	 that	 information;	 to	provide	for	 the	protection	of	persons	

disclosing	evidence	of	contraventions	of	the	law,	serious	maladministration	or	

corruption	in	governmental	bodies;	and	to	provide	for	matters	connected	there-

with	(PAIA,	Aim).
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An outLIne oF PAIA

PAIA	requires	that	all	public	and	private	bodies	release	information	about	them-

selves,	list	information	or	records	they	hold,	and	state	how	members	of	the	public	

can	access	those	records.	It	also	outlines	the	grounds	on	which	public	and	private	

bodies	may	refuse	access	to	their	records,	and	provides	mechanisms	for	appealing	

against	such	decisions.

the scope of the Act
The	Act	overrides	any	legislation	that	might	be	materially	inconsistent	or	in	con-

flict	with	its	provisions.	This	implies	that	the	intelligence	services	cannot	claim	

an	automatic	right	to	secrecy,	and	must	balance	their	objectives	(also	defined	in	

law)	with	the	provisions	of	the	Act.	However,	there	are	grounds	for	legitimate	and	

justifiable	non-disclosure,	which	are	covered	later	in	this	chapter.

The	Act	states	that	information	held	by	the	state	should	be	made	public	 ‘as	

swiftly,	inexpensively,	and	effortlessly	as	reasonably	possible	without	jeopardising	

good	governance,	privacy	and	commercial	confidentiality’	(s9b).

However,	not	all	public	bodies	are	subject	to	PAIA.	Section	12	stipulates	that	

the	Act	does	not	apply	to	records	of	the	cabinet	and	its	committees;	the	courts	

of	the	constitutional	judicial	system;	special	tribunals	established	in	terms	of	the	

Special	Investigating	Units	and	Special	Tribunals	Act	of	1996;	and	officers	of	such	

courts	or	tribunals.	Nor	does	the	Act	apply	to	individual	members	of	parliament	

or	provincial	legislators.	However,	it	does	allow	the	cabinet	and	its	committees,	

members	 of	 parliament,	 or	 provincial	 legislators	 to	 request	 information	 about	

private	bodies.

The	Act	provides	mainly	for	access	on	request	and,	in	particular,	for	access	to	

already	existing	records.	Therefore,	the	body	that	receives	a	request	cannot	legiti-

mately	be	expected	to	compile	a	record,	if	a	record	does	not	exist.

The	Act	is	strongly	weighted	in	favour	of	those	requesting	information.	The	

constitution	does	not	require	a	requester	to	prove	that	the	information	is	necessary	

for	the	exercise	of	their	constitutional	rights.	In	fact,	the	reason	for	the	request	is	

irrelevant;	the	onus	is	on	the	public	or	private	body	to	whom	a	request	is	directed	

to	comply	with	any	legitimate	request,	if	there	is	no	legally	based	reason	for	with-

holding	a	requested	record.

Routine disclosures required in the PAIA manuals
The	Act	(part	2,	chapter	3,	s14)	outlines	the	information	that	all	public	bodies	

must	publish	in	a	manual	in	at	least	two	official	languages.	(Part	3	lists	identi-

cal	requirements	for	private	bodies.)	The	manual	must	contain	a	description	of	
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the	public	body’s	structures,	functions,	and	contact	details;	a	list	of	the	records	

held,	by	subject	and	categories	of	each	subject;	and	a	description	of	every	personal	

information	bank	held	by	the	public	body.	It	must	also	clearly	state	which	catego-

ries	of	records	are	open	to	the	public,	and	how	to	obtain	access	to	those	records;	

describe	its	services	available	to	members	of	the	public;	and	how	to	gain	access	to	

these	services.	It	must	also	describe	arrangements	for	members	of	the	public	to	

participate	in	or	influence	the	formulation	of	policy,	or	the	exercise	or	perform-

ance	of	duties	(Currie	&	Klaaren	2002).

Section	 14,	 through	 the	 requirement	 to	 produce	 manuals,	 is	 the	 window	

through	which	members	of	the	public	can	gain	much	insight	into	the	role,	struc-

ture,	and	functions	of	the	public	body	in	question.	It	is	probably	more	significant	in	

respect	of	the	intelligence	services	than	other	public	bodies,	into	which	members	

of	the	public	are	likely	to	have	some	insight	through	media	reports	and	generally	

available	information.	The	secrecy	surrounding	the	intelligence	services	tends	to	

be	perpetuated	by	the	routine	classification	of	most	information	and	the	absence	

of	a	framework	for	the	non-classification	or	declassification	of	such	information,	

a	condition	which	could	be	significantly	alleviated	by	the	availability	of	manuals.

Requests for access to information
PAIA	requires	that	all	relevant	public	bodies	appoint	a	deputy	information	officer	

(DIO)	to	attend	to	its	obligations	under	the	Act.	Thus	the	DIO	is	directly	respon-

sible	for	processing	requests	for	information,	as	well	as	transferring	requests	if	

the	public	body	does	not	have	the	required	information.	Agencies	are	required	to	

ensure	that	requests	are	kept	until	a	final	decision	has	been	taken	on	whether	or	

not	to	grant	access.	No	official	of	a	public	body,	other	than	the	information	officer	

or	deputy	information	officer,	has	the	power	to	respond	to	a	request	for	access.

grounds for refusal of access to records
PAIA	recognises	that	there	are	circumstances	under	which	public	bodies	should	

have	the	right	to	refuse	requests	for	information.	In	the	first	instance,	refusal	is	

deemed	to	have	taken	place	when	the	body	in	question	replies	that	a	requested	

record	cannot	be	found	or	does	not	exist,	or	when	the	response	to	a	request	 is	

not	lodged	within	the	regulated	time.	Should	a	request	be	refused,	an	appeal	can	

thereafter	be	made,	first	to	the	body	and	then	to	the	minister.	Another	significant	

feature	of	the	Act	is	that	an	information	officer	may	deny	the	existence	or	non-

existence	of	a	record,	if	the	public	body	believes	that	acknowledgment	thereof	is	

going	to	cause	harm	(part	2,	chapter	4).
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The	grounds	for	legitimately	refusing	access	to	a	record	are	clearly	stipulated,	

and	must	be	justifiable	in	terms	of	the	constitution.	Both	mandatory	and	discre-

tionary	grounds	for	refusal	are	provided.	In	the	case	of	the	former,	a	body	must	

refuse	access	to	requested	records.	In	summary,	a	request	for	access	to	a	record	

may	be	refused	 if	 the	 refusal	 is	based	on	 the	mandatory	protection	of	privacy	

of	a	third	party	who	is	a	natural	person;	tax	and	certain	other	records	held	by	

the	 South	 African	 Revenue	 Services	 (SARS);	 commercial	 information	 about	 a	

third	party;	the	safety	of	individuals	and	of	property;	police	dockets;	or	research	

information.

There	are	also	a	number	of	discretionary	grounds	for	refusing	access.	In	other	

words,	the	public	body	receiving	the	request	must	evaluate	whether	the	request	

will	compromise	certain	of	its	responsibilities.	A	request	for	access	to	a	record	may	

be	refused	if	the	refusal	is	based	on	the	protection	of	certain	confidential	infor-

mation	about	a	third	party;	law	enforcement	and	legal	proceedings;	or	defence,	

security,	and	international	relations	of	the	Republic.	Access	may	also	be	refused	

if	a	request	 is	manifestly	frivolous	or	vexatious,	or	where	access	to	a	record	or	

records	will	result	in	a	substantial	or	unreasonable	diversion	of	resources.	How-

ever,	the	Act	provides	for	mandatory	disclosure	if	the	information	is	in	the	public	

interest,	or	would	reveal	substantial	environmental	risk	or	harm	to	public	safety	

(Currie	&	Klaaren	2002).

Implications for the intelligence services of the grounds for refusal
Given	that	the	intelligence	services	are	subject	to	PAIA,	the	implications	of	each	of	

these	grounds	for	refusal	need	to	examined.	The	overall	result	is	a	legal	environ-

ment	in	which	there	is	considerable	room	for	the	intelligence	services	to	protect	

their	secrets.

Mandatory protection of the privacy of a third party who is a natural person
This	provision,	in	section	34	of	the	Act,	is	meant	to	protect	an	individual’s	privacy,	

a	right	also	enshrined	in	the	constitution.	The	clause	implies	that	a	public	body	

cannot	provide	a	requester	with	personal	information	about	a	third	party,	which	

includes	a	deceased	person.	Nonetheless,	access	may	be	granted	in	certain	cases	–	

for	example,	if	the	person	concerned	has	consented	to	disclosure,	or	has	provided	

the	information	to	the	public	body,	knowing	that	it	might	be	made	available	at	

some	stage.	Access	may	also	be	granted	if	the	information	is	already	publicly	avail-

able,	or	relates	to	the	physical	or	mental	health	of	a	third	party	minor	under	the	

care	of	the	requester.	Finally,	access	may	be	granted	if	the	information	is	about	an	
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individual	who	is	or	was	an	official	of	a	public	body,	and	relates	to	their	position	

in	relation	to	the	office.

This	clause	implies	that	the	intelligence	services	are	not	allowed	to	make	avail-

able	to	requesters	personal	information	about	persons	in	their	ranks,	who	work	as	

agents	or	informers,	or	who	are	the	targets	of	intelligence	collection	without	the	

consent	of	the	individual	concerned.	This	supports	the	requirement	that	the	iden-

tities	of	intelligence	workers	and	their	sources	must	be	protected,	which	is	already	

provided	for	in	the	Intelligence	Services	Act	of	2002.

However,	 persons	 on	 whom	 apartheid-era	 security	 services	 had	 kept	 files	

could	request	to	see	their	own	files	in	terms	of	PAIA	if	the	records	were	more	than	

20	years	old,	as	prescribed	in	the	National	Archives	Act	of	1996.	 In	November	

2003	the	National	Archives	took	the	unprecedented	step	of	publishing	a	list	of	

files	which	had	been	maintained	by	 the	apartheid	 security	 forces,	 and	 invited	

the	people	listed	to	apply	for	access	to	their	files	in	terms	of	PAIA.	However,	no	

member	of	the	public	was	entitled	to	see	another	person’s	file	unless	the	person	

concerned	had	agreed	in	principle	to	such	access.	After	evaluating	the	request,	the	

files	could	then	be	released	to	the	requester	provided	they	did	not	contain	infor-

mation	that	was	protected	in	terms	of	PAIA.	The	National	Archives	stressed	that	

any	person	seeking	access	to	their	personal	file	kept	by	the	security	forces	would	

have	to	comply	with	PAIA’s	requirements,	complete	the	necessary	forms,	and	pay	

the	prescribed	administrative	fees	for	processing	the	request.

This	ground	for	refusal	is	also	relevant	to	the	security	screening	of	public	serv-

ants.	Intelligence	services	routinely	use	detailed	screening	processes	to	acquire	

information	about	new	employees,	as	well	as	unsuccessful	candidates.	They	are	

also	sometimes	asked	to	investigate	and	issue	security	clearances	to	civil	servants	

who	have	routine	or	frequent	access	to	sensitive	information.	In	general,	reasons	

are	not	supplied	when	candidates	fail	to	obtain	security	clearances.	Though	PAIA	

has	not	been	tested	in	respect	of	security	clearances,	this	may	have	to	change,	or	

at	the	very	least	the	intelligence	services	would	have	to	document	carefully	such	

reasons,	 in	 case	 an	 individual	 requesting	 access	 to	 the	 records	 challenged	 the	

decision.

This	provision	of	PAIA	implies	that	the	intelligence	services	should	protect	the	

privacy	of	such	candidates.	The	broad	guideline	is	that	it	would	be	illegal	to	pro-

vide	personal	information	to	a	third	party	without	the	consent	of	the	individual	

concerned.	While	South	Africa	does	not	have	privacy	legislation,	this	protection	

of	personal	information	is	in	line	with	the	South	African	Law	Commission’s	draft	

concepts	on	privacy	legislation.
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Mandatory protection from disclosure of certain records of the South African 
Revenue Service
According	to	section	35	of	the	Act,	SARS	must	refuse	a	request	for	access	if	the	

record	contains	 information	obtained	or	held	 for	 the	purpose	of	enforcing	tax	

collection	 legislation.	 Although	 this	 reason	 for	 refusal	 may	 at	 first	 glance	 not	

appear	to	have	direct	consequences	for	the	intelligence	services,	it	does,	especially	

when	one	considers	that	a	substantial	part	of	any	intelligence	services’	budget	is	

for	the	remuneration	of	informers,	often	the	life	blood	of	their	operations.	SARS’s	

effectiveness	depends	on	being	able	to	match	an	individual’s	bona	fide	identity	

with	his	or	her	 income.	As	 intelligence	agencies	often	make	use	of	persons	or	

entities	with	false	identities	for	the	purposes	of	operational	security,	this	poses	a	

dilemma.	Should	such	remuneration	for	services	be	regarded	as	‘income’,	and	if	

not,	why	not?	At	the	time	of	writing	this	issue	had	not	yet	surfaced	publicly,	and	is	

therefore	raised	hypothetically.	But	it	may	well	do	so	in	future,	when	a	sound	and	

legally	defensible	regime	around	the	remuneration	or	income	of	sources	will	have	

to	be	developed.	From	a	public	interest	perspective,	whether	such	disbursements	

are	taxable	or	not,	what	is	at	issue	is	whether	such	payments	to	sources	are	reason-

able,	duly	authorised,	and	the	procedures	effecting	them	transparent	enough	to	

prevent	corruption.

Mandatory protection of commercial information of a third party
According	to	section	36	of	the	Act,	a	public	body	must	refuse	a	request	for	access	

if	the	requested	record	contains	trade	secrets	involving	a	third	party;	financial,	

commercial,	scientific	or	technical	information	which,	if	disclosed,	could	harm	the	

commercial	or	financial	interests	of	a	third	party;	or	information	supplied	in	con-

fidence	by	a	third	party	which,	if	disclosed	to	a	requester,	might	harm	its	interests	

in	contractual	or	other	negotiations	or	in	commercial	competition.

However,	access	to	records	may	not	be	refused	if	the	record	requested	is	already	

publicly	available,	if	the	third	party	in	question	has	consented	to	the	information	

being	made	available,	or,	if	disclosing	information	relating	to	product	or	environ-

mental	testing	would	reveal	a	serious	public	safety	or	environmental	risk.	This	

clause	is	relevant	to	the	intelligence	services	in	that	they	routinely	enter	into	con-

tractual	arrangements	with	commercial	entities.	In	some	cases,	especially	where	

some	operational	matter	is	at	risk,	commercial	entities	have	to	keep	their	rela-

tionship	with	the	intelligence	services	secret,	and	are	often	required	to	undergo	

security	clearances	and	due	diligence	procedures	before	being	confirmed.
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Mandatory protection of certain confidential information, and  
protection of other confidential information about a third party
Section	 37	 stipulates	 that	 a	 public	 body	 must	 refuse	 a	 request	 for	 access	 to	 a	

record	if	disclosing	the	record	in	question	would	constitute	a	breach	of	confidence	

in	respect	of	a	third	party	in	terms	of	an	agreement.	It	may	also	refuse	access	to	

records	that	contain	information	supplied	in	confidence,	whose	disclosure	could	

jeopardise	the	future	supply	of	similar	information	or	information	from	the	same	

source;	and	if	it	is	in	the	public	interest	that	such	an	outcome	should	be	averted.

This	provision	is	clearly	relevant	to	the	intelligence	services	as	much	of	their	

information	is	procured	from	confidential	sources	or	informants.	In	most	cases,	

sources	undertake	to	supply	sensitive	information	on	condition	that	their	identi-

ties	will	not	be	disclosed.	Although	not	tested,	this	clause	may	in	fact	be	relevant	

when	considering	whether	information	relating	to	payments	of	sources	may	be	

withheld	from	SARS,	a	point	discussed	earlier.

Mandatory protection of the safety of individuals, and protection of properties
In	terms	of	section	38	of	the	Act,	a	public	body	must	refuse	access	to	a	record	if	its	

disclosure	could	reasonably	endanger	the	life	or	physical	safety	of	an	individual,	or	

if	the	disclosure	could	prejudice	the	security	of	a	building,	structure,	communica-

tions	system,	transport	system,	property,	an	individual	under	a	witness	protection	

scheme,	or	the	safety	and	security	of	the	public.

This	 exclusion	 correlates	 strongly	 with	 the	 provisions	 of	 the	 Protection	 of	

Information	Act,	which	seeks	to	prevent	and	penalise	the	disclosure	of	informa-

tion	with	similar	effects.	Thus	the	intelligence	services,	which	do	provide	security	

advice	to	government	departments	and	therefore	must	be	presumed	to	have	such	

information	at	their	disposal,	would	be	within	their	rights	if	they	refused	to	dis-

close	information	that	prejudiced	the	safety	of	an	individual	or	the	public	or	the	

security	of	a	building,	structure,	communications	system,	transport	system,	or	

property.

Mandatory protection of police dockets in bail proceedings, and a protection  
of law enforcement and legal proceedings
According	to	section	39	of	the	Act,	a	public	body	must	refuse	a	request	for	access	

to	a	record	if	access	is	prohibited	in	terms	of	the	Criminal	Procedure	Act.	Refusal	

is	also	allowed	under	certain	other	conditions,	for	example,	if	the	record	contains	

information	about	investigative	methods	and	techniques,	and	its	disclosure	may	

prejudice	the	effectiveness	of	the	investigation,	or	may	reveal	or	provide	leads	to	

the	identity	of	a	confidential	source	of	information.
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This	clause	is	relevant	to	the	criminal	justice	and	intelligence	sectors.	Informa-

tion	can	be	withheld	in	the	interests	of	a	successful	outcome	to	an	investigative	

process.	However,	the	Act	is	sensitive	to	other	basic	freedoms:	in	the	same	clause,	

it	states	that	a	requested	record	may	not	be	refused	if	it	contains	information	about	

the	general	detention	conditions	of	a	person	in	custody.	In	this	clause,	provision	

is	made	for	a	public	body,	through	its	information	officer,	to	refuse	to	confirm	or	

deny	the	existence	or	non-existence	of	a	record,	if	harm	is	likely	to	be	caused	by	

such	disclosure.	Whilst	this	may	appear	severe,	the	Act	carefully	stipulates	the	ele-

ments	of	a	satisfactory	response,	and	the	requester	also	has	the	option	of	lodging	

an	internal	appeal.

Mandatory protection of records privileged from production in legal proceedings
Section	41	states	that	a	public	body	must	refuse	access	to	a	record	if	the	record	is	

‘privileged	from	production	in	legal	proceedings’,	unless	the	person	entitled	to	the	

privilege	has	waived	it.	Legal	professional	privilege	is	a	general	legal	principle	that	

protects	the	integrity	of	legal	proceedings	by	protecting	the	confidentiality	of	com-

munications	between	a	lawyer	and	his	or	her	client.	In	theory,	records	that	might	

be	 the	 subject	 of	 a	 request	 include	 correspondence	 or	 communications	 made	

for	the	purposes	of	giving	or	seeking	legal	opinion	and	advice.	The	intelligence	

services	can	invoke	this	ground	for	refusal	should	its	records	require	protection.

Discretionary protection of information related to the defence,  
security and international relations of the Republic
According	to	section	41,	a	public	body	may	refuse	access	to	a	record	if	its	disclosure	

could	prejudice	the	defence,	security,	or	international	relations	of	the	Republic;	if	

it	would	reveal	information	supplied	in	confidence	by	or	on	behalf	of	another	state	

or	international	organisation;	or	if	the	information	is	required	to	be	held	in	confi-

dence	by	an	international	agreement	or	customary	international	law.

This	 would	 include	 information	 about	 military	 tactics	 or	 strategy,	 and	

military	exercises	or	operations	to	prepare,	detect	and	prevent	hostilities;	infor-

mation	relating	to	weapons	procurement,	capacity	and	development;	information	

concerning	force	deployment	and	characteristics;	and	information	held	for	intel-

ligence	purposes.

In	this	respect	the	Act	again	seems	aligned	with	the	Protection	of	Information	

Act.	In	fact,	these	and	other	provisions	are	quite	generous	in	ensuring	that	the	

intelligence	and	security	services	are	not	disabled.	They	are	sufficiently	broad	to	

refuse	disclosure,	and	allow	the	public	body’s	information	officer	some	discretion	

over	whether	 to	disclose	 information	or	not.	The	 information	officer	may	also	
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refuse	to	confirm	or	deny	the	existence	or	non-existence	of	a	record,	if	it	is	thought	

that	either	refusal	or	denial	would	harm	the	interests	of	the	state.

Discretionary protection of information relating to the  
economic interests and financial welfare of the Republic,  
and the commercial activities of public bodies
According	to	section	42	of	the	Act,	access	may	be	refused	when	information	held	

by	a	public	body	is	likely	to	jeopardise	the	economic	interests	or	financial	wel-

fare	of	the	Republic,	or	the	ability	of	the	government	to	manage	the	economy	in	

the	best	interests	of	the	Republic.	This	could	include	information	about	proposed	

policy	changes	affecting	currency,	coinage,	legal	tender,	exchange	rates	or	foreign	

investment;	the	government’s	position	in	respect	of	credit	or	interest	rates,	cus-

toms	or	excise	duties,	taxes,	or	other	revenues;	the	regulation	or	supervision	of	

financial	institutions;	government	borrowing;	and	international	trade	agreements.

Mandatory protection of research information of a third party,  
and protection of research information of a public body
In	terms	of	section	43,	when	a	third	party	could	be	exposed	to	serious	disadvan-

tage,	a	record	that	contains	information	about	research	being	conducted	by	or	on	

behalf	of	the	third	party	may	be	withheld.	This	provision	could	presumably	also	

be	used	by	the	intelligence	services,	whose	intelligence	reports	are	client-driven.	

They	could	argue	that	a	client,	such	as	the	president	of	the	Republic	or	the	cabinet,	

could	be	disadvantaged	if	the	studies	commissioned	are	made	public.

Discretionary protection of the operations of public bodies
In	 terms	 of	 section	 44,	 information	 can	 be	 withheld	 from	 public	 disclosure	 if	

the	record	contains	information	relating	to	an	opinion,	advice,	report	or	recom-

mendations	obtained	or	prepared,	or	flowing	from	a	consultation,	discussion	or	

deliberation,	for	the	purpose	of	assisting	to	formulate	a	policy	or	take	a	decision	

in	the	exercise	of	a	power	or	performance	of	duty,	and	if	disclosure	could	inhibit	

further	candid	communications	and	deliberations	within	the	public	body.

In	essence,	this	provision	serves	to	shield	the	public	bodies	from	scrutiny	of	

their	inner	workings.	Intelligence	agencies	could	readily	use	it	to	ensure	that	sensi-

tive	minutes	or	policy	documents	are	not	made	publicly	available.

Discretionary protection from manifestly vexatious or frivolous requests
Section	45	states	that	a	request	for	access	may	be	refused	if	a	request	is	manifestly	

vexatious	or	 frivolous,	and	the	work	 involved	 in	processing	the	request	would	
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divert	substantial	resources.	Any	public	body	refusing	access	to	a	record	on	these	

grounds	would	have	to	consider	carefully	what	constitutes	a	frivolous	request,	

to	countermand	the	requester’s	argument	that	the	information	is	 important	to	

it.	In	any	event,	PAIA	does	not	require	a	requester	to	justify	reasons	for	wanting	

access	to	a	record.	It	is	simply	an	incontestable	right	if	the	information	or	record	

requested	is	not	covered	by	the	grounds	for	refusal.

Mandatory requirement of disclosure if it is in the public interest
Lastly,	section	46	of	the	Act	provides	for	mandatory	disclosure	if	the	record	were	

to	reveal	evidence	of	serious	contravention	or	failure	to	comply	with	the	law,	or	an	

imminent	and	serious	public	safety	or	environmental	risk	of	a	nature	so	grave	that	

the	public	interest	in	the	disclosure	outweighs	the	harm	contemplated.

Appeals
Part	4	of	the	Act	covers	appeals	against	decisions.	A	requester	may	launch	an	inter-

nal	appeal	with	a	public	or	private	body	that	refuses	access	to	information,	within	

stipulated	time	frames.	If	unsuccessful	after	exhausting	the	internal	appeal	proce-

dure,	the	requester	may	apply	to	a	court	for	relief.	The	courts	are	empowered	to	

hear	representations	in	camera,	and	may	prohibit	the	publication	of	proceedings	

if	appropriate.	The	burden	is	on	the	refusing	body	to	demonstrate	the	veracity	of	

its	decision.	These	conditions	–	confidential	presentation	of	argument	–	work	in	

favour	of	the	intelligence	services.

Functions of the human Rights Commission (hRC)
Part	5	of	the	Act	addresses	the	functions	of	the	HRC	in	relation	to	the	Act.	The	HRC	

is	charged	with	making	the	Act	known	to	the	public	and	monitoring	its	implemen-

tation.	It	also	has	to	train	the	information	officers	of	public	bodies,	and	provide	

advice	on	how	to	administer	the	Act.	The	HRC	must	make	recommendations	for	

developing,	improving,	modernising,	reforming	or	amending	the	Act,	or	other	leg-

islation	or	common	law	relevant	to	access	to	information	held	by	private	or	public	

bodies.	And,	every	year,	the	HRC	has	to	provide	detailed	reports	to	the	National	

Assembly	on	how	well	each	public	body	is	implementing	the	Act.

other aspects covered by the Act
Part	6	covers	transitional	provisions,	which	include	the	minister	having	to	intro-

duce	legislation	to	ensure	that	Schedules	1	and	2	of	the	Act	are	completed.	It	also	

provides	for	extended	periods	to	deal	with	requests	during	the	first	two	years.
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Part	7,	the	last	part	of	the	Act,	covers	general	provisions.	It	stipulates	that	any	

person	who	attempts	to	deny	a	right	of	access	by	wilfully	destroying,	damaging,	

altering,	concealing	or	falsifying	a	record	is	liable	for	up	to	two	years’	imprison-

ment.	It	also	stipulates	that	the	minister	must	provide	regulations	for	the	Act’s	

implementation,	and	submit	them	to	parliament	before	publication.	Provisions	of	

the	Act	may	be	brought	into	operation	on	different	dates.

Cabinet records
This	analysis	of	the	grounds	for	refusal	shows	that	PAIA,	notwithstanding	its	inten-

tion	of	facilitating	access	to	information,	provides	ample	space	for	information	to	

be	withheld	from	requesters.	This	seems	to	support	concerns	that	the	Act	could	in	

fact	be	used	to	frustrate	attempts	to	access	information.	Moreover,	cabinet	records	

are	excluded	from	access.	The	implications	of	this	are	debatable.	On	the	one	hand,	

the	executive	in	a	democracy	must	be	assumed	to	have	legitimacy	and	a	mandate	

to	govern.	On	the	other	hand,	where	it	takes	decisions	with	far-reaching	implica-

tions	for	the	state	as	a	whole,	there	is	likely	to	be	a	backlash	against	unpopular	

policy	moves.	It	was	under	the	cover	of	cabinet	prerogative	that	many	harmful	

decisions	were	taken	under	apartheid:	this	much	emerged	during	the	hearings	

of	the	TRC.	It	is	therefore	in	the	broader	public	interest	for	access	to	executive	

decision-making	to	be	as	meaningful	as	possible.

PAIA’s IMPACt on the InteLLIgenCe seRVICes

This	section	deals	with	the	attempts	of	the	intelligence	services	to	balance	the	

competing	 requirements	 of	 secrecy	 and	 transparency,	 while	 taking	 PAIA	 into	

account.	It	also	assesses	whether	these	actions	have	contributed	to	effective	and	

accountable	governance	of	the	services,	and	analyses	the	policy	choices	result-

ing	from	the	Act,	as	expressed	in	institutional	arrangements	and	statements	by	

policy-makers.

President	Thabo	Mbeki	assented	to	the	PAIA	on	2	February	2000.	Originally	

scheduled	to	come	into	effect	on	15	September	2000,	the	Act	was	delayed	until	

March	2001	to	enable	the	drafting	and	approval	of	regulations.	The	first	draft	

interim	regulations	were	published	on	10	August	2001,	and	certain	sections	of	the	

Act	came	into	force	on	15	February	2002.

Implementation
However,	 implementation	 proceeded	 slowly.	 For	 example,	 public	 and	 private	

bodies	were	generally	slow	in	responding	to	the	requirement	to	submit	manuals.	
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(As	noted	earlier,	the	Act	requires	public	bodies	to	produce	manuals	containing	

detailed	information	about	their	structure	and	functions,	the	information	they	

hold,	and	how	these	may	be	accessed	by	members	of	the	public.)

When	 the	 government	 noted	 that	 both	 public	 and	 private	 bodies	 were	 not	

adhering	to	the	requirement	to	produce	manuals,	the	due	date	for	giving	effect	to	

this	provision	was	extended	to	28	February	2003,	by	way	of	a	blanket	exemption	

for	all	public	and	private	bodies.	Even	by	this	date,	very	few	government	depart-

ments	had	met	the	deadline.	In	2003	the	minister	of	 justice	and	constitutional	

development	granted	a	further	reprieve,	exempting	public	bodies	and	private	bod-

ies	from	submitting	manuals	for	the	period	1	March	2003	to	31	August	2003.	The	

ministry	for	intelligence	services	co-ordinated	applications	by	the	SASS	and	NIA	

for	an	exemption	from	the	manuals	requirement.	Both	departments	stated	that	

complying	with	this	requirement	would	compromise	their	mandates,	and	jeop-

ardise	national	security.	The	minister	for	justice	and	constitutional	development	

granted	the	exemptions.	Both	SASS	and	the	NIA	were	exempted	from	compiling	

manuals	for	the	period	2003	to	2008	(interview	with	Marlyn	Rasswisi,	4.08.05).

Advocate	Empie	Van	Schoor,	former	member	of	the	open	democracy	task	team	

that	drafted	the	access	to	information	legislation,	is	critical	of	the	fact	that	the	

regulations	were	not	finalised	until	several	years	after	the	Act	had	been	passed,	

and	argues	that	one	of	the	lessons	of	the	process	was	that	legislation	and	regula-

tion	should	be	drafted	simultaneously	(interview,	25.08.03).

However,	 David	 Porogo,	 DIO	 in	 the	 Department	 of	 Justice	 and	 Constitu-

tional	Development	(DOJ),	blames	the	delay	in	implementation	on	other	factors.	

According	to	him,	implementation	was	not	linked	to	the	department’s	budgeting	

process,	despite	the	department	having	overall	responsibility	for	implementation,	

which	affected	practical	measures,	such	as	developing	and	distributing	educa-

tional	material.	Furthermore,	many	heads	of	department	were	unaware	of	the	

Act’s	provisions,	such	as	their	own	roles	as	information	officers,	the	requirement	

to	appoint	DIOs,	or	the	requirement	to	produce	manuals.	In	that	sense,	the	intel-

ligence	services	were	no	more	guilty	of	non-compliance	with	the	Act	than	many	

other	departments	(interview,	27.08.03).

By	August	2005,	the	NIA	and	SASS	displayed	different	degrees	of	readiness	

for	 implementing	 the	 PAIA.	 By	 that	 stage	 the	 NIA	 had	 produced	 a	 document	

entitled	 ‘Policy	on	the	Procedures	on	the	Disclosure	of	 Information’	 that	regu-

lated	its	 implementation	of	the	Act.	NIA	did	in	fact	appoint	a	DIO,	responsible	

for	ensuring	proper	administrative	compliance	with	the	Act,	compiling	responses	

(to	requests)	for	consideration	and	approval	by	the	Information	Officer	(IO),	and	

any	other	duties	relating	to	PAIA	compliance	delegated	by	the	director-general.	
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However,	the	policy	as	a	whole	was	classified	‘confidential’	and	was	therefore	not	

publicly	available	to	those	seeking	to	understand	the	NIA’s	request	procedure.

SASS,	on	the	other	hand,	only	had	a	draft	policy,	which	was	also	classified	

‘confidential’.	At	the	time	its	director-general	still	had	to	approve	the	policy,	and	

had	not	appointed	a	DIO.	According	to	the	director-general,	Hilton	Dennis,	the	

draft	policy	on	information	management	was	more	concerned	with	identifying	

which	information	required	protection	than	with	the	procedures	covering	requests	

for	information	(interview,	25.07.05).	As	such,	it	was	intended	to	be	aligned,	but	

not	concerned	exclusively,	with	the	implementation	of	PAIA.

By	contrast,	the	Department	of	Defence	(DOD)	had	a	policy	that	outlined	roles,	

responsibilities,	and	mechanisms	for	implementing	PAIA.	It	had	been	approved	

by	the	highest	policy-making	body	in	the	DOD,	the	plenary	defence	council.	The	

DOD’s	structure	had	two	components:	 the	secretariat,	 falling	under	 the	secre-

tary	for	defence,	who	is	also	the	accounting	officer	for	the	department;	and	the	

SANDF,	headed	by	its	chief.	The	secretariat	and	defence	force	each	have	their	own	

management	and	accountability	structures,	both	 leading	up	to	 the	minister	of	

defence.	On	a	monthly	basis,	the	plenary	defence	council	brings	together	the	most	

senior	management	of	the	two	components	and	is	chaired	in	alternate	months	

by	the	secretary	for	defence	and	the	chief	of	the	SANDF	(interview	with	Wayne	

Hendricks,	28	July	2005).

According	 to	 Hendricks,	 a	 former	 DOD	 official,	 the	 policy	 regulating	 PAIA	

implementation	 in	 the	 DOD	 was	 approved	 in	 2000	 (interview,	 28.07.05).	 The	

policy	was	classified	as	‘restricted’,	and	its	handling	instructions	stated	that	‘this	

document	is	the	property	of	the	Department	of	Defence	and	shall	be	issued	only	

to	those	members	requiring	it	 in	the	execution	of	their	duties’	(Department	of	

Defence	2000).

The	policy	was	an	update	of	an	earlier	policy	document,	promulgated	by	the	

DOD	in	1999,	in	response	to	the	tabling	in	parliament	of	the	Open	Democracy	

Bill.	 As	 accounting	 officer,	 the	 secretary	 for	 defence	 was	 designated	 as	 an	 IO,	

while	DIOs	were	to	be	the	heads	of	the	SANDF	and	the	secretariat.	In	line	with	

the	PAIA	provisions,	the	policy	described	the	IO’s	role:	to	appoint,	direct	and	con-

trol	the	DIOs;	to	render,	or	make	available,	such	reasonable	assistance	required	

by	a	requester	to	comply	with	the	prescriptions	regarding	requests	for	informa-

tion;	to	grant	or	refuse	access	to	information	in	the	possession	of	or	under	the	

control	of	the	DOD;	to	receive	internal	appeals	against	decisions	of	the	DOD;	to	

forward	such	appeals	and	reasons	for	decisions	to	the	minister	of	defence;	to	assist	

the	minister	of	defence	in	further	dealing	with	appeals;	and	to	ensure	compliance	

with	the	Act	in	the	DOD.
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The	 policy	 also	 described	 the	 DIOs’	 responsibilities,	 which	 included	 the	

following:	to	develop	internal	procedures	to	implement	the	Act	in	their	areas	of	

responsibility;	to	ensure	that	persons	with	delegated	responsibilities	were	trained	

in	the	Act’s	procedures	and	stipulations;	and	to	make	recommendations	regard-

ing	the	release	of	information	under	their	control.	The	DIO	was	also	required	to	

refer	disputed	or	contentious	recommendations	to	the	Information	Act	Advisory	

Committee	(IAAC)	for	consideration,	to	liaise	with	requesters	on	all	matters	per-

taining	to	requests,	and	to	assist	the	IO	and	the	minister	of	defence	in	dealing	with	

appeals.

The	IAAC	consisted	of	representatives	of	the	IO	(who	would	chair	the	commit-

tee),	the	SANDF	chief,	the	legal	support	directorate,	defence	intelligence,	and	the	

head	of	the	information	centre.	Its	role	was	to	advise	the	IO	on	recommendations	

from	the	DIOs	regarding	requests	for	information.

According	to	Hendricks,	the	Justice	College,	under	the	Justice	Department,	

had	trained	DOD	representatives	from	different	divisions.	Available	to	all	gov-

ernment	 departments,	 the	 week-long	 training	 emphasised	 the	 constitutional	

basis	 of	 PAIA,	 and	 the	 presumption	 in	 favour	 of	 disclosing	 all	 public	 records,	

except	in	those	cases	where	exemptions	were	provided	for	in	the	Act	(interview,	

28.07.2005).

The	 challenge	 for	 the	 NIA,	 SASS,	 and	 the	 DOD	 was	 to	 provide	 adequate	

resources	to	implement	PAIA.	In	NIA,	although	the	DIOs	were	members	of	senior	

management	with	other	vital	responsibilities,	they	did	not	have	sufficient	dedi-

cated	staff	to	follow	up	on	PAIA	requests.	According	to	the	NIA’s	primary	DIO,	

Jackie	McKay,	developed	countries	such	as	the	United	States	and	Canada	have	

well-resourced	and	staffed	units	responsible	for	ensuring	effective	implementa-

tion	of	access	to	information	legislation.	It	was	this	lack	of	resources	that	resulted	

in	the	NIA	sometimes	failing	to	respond	within	the	stipulated	deadlines	(inter-

view,	15.07.05).

Compliance
The	degree	of	compliance	with	PAIA	by	the	intelligence	services	was	examined	

during	interviews	with	the	director-general	of	the	NIA,	Billy	Masetlha,	(4	August	

2005),	and	the	director-general	of	SASS,	Hilton	Dennis	(25	July	2005).

Both	were	aware	of	the	main	requirements	of	the	PAIA	but	admitted	that	their	

departments	did	not	comply	with	all	of	 them,	which	supports	 the	 theory	 that	

the	 intelligence	services	are	ambivalent	about	 implementing	 the	 transparency	

required	by	the	Act.	However,	they	were	open	about	their	services’	shortcomings,	

which	perhaps	reflects	the	growing	awareness	of	the	Act.
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Appointment of deputy information officers
At	the	time	of	the	interviews,	the	NIA	had	appointed	and	published	the	name	and	

contact	details	of	its	primary	DIO,	in	compliance	with	PAIA.	However,	SASS	had	

not	yet	appointed	a	DIO.	Dennis	said	it	was	considering	appointing	the	general	

manager	for	information	technology	as	DIO	as	he	or	she	would	be	most	aware	of	

the	nature	of	records	held	by	the	service,	their	classification,	and	their	location	in	

the	department’s	various	databases.

Voluntary disclosure
The	NIA	and	the	SASS	comply	to	a	certain	degree	with	another	requirement	of	

PAIA,	that	of	voluntary	disclosure.	Both	have	websites,	although	these	are	not	

updated	very	regularly.	In	June	2005	the	ministry	for	intelligence	services	also	

launched	a	website,	which	it	updated	fairly	regularly	with	the	serving	minister’s	

speeches	and	responses	to	parliamentary	questions.

The	NIA	and	SASS	have	also	released	voluntary	annual	public	reports.	The	NIA	

did	so	every	year	from	2001	to	2004	(after	which	the	practice	stopped),	while	

the	SASS	published	a	ten-year	review	in	2004.	Much	of	the	information	released	

relates	 to	 their	 mandates,	 functions,	 and	 corporate	 profiles.	 The	 NIA	 website	

contains	the	following	categories	of	information:	the	NIA’s	vision	and	mission;	

a	historical	overview;	a	brief	outline	of	the	structures	of	the	civilian	intelligence	

community;	oversight	mechanisms;	the	legislative	mandate;	NIA	annual	reports;	

human	resources	information;	corporate	events;	NIA’s	focus	areas;	the	code	of	

conduct	 for	 intelligence	workers;	and	contact	details.	The	SASS	website	had	a	

similar	structure,	and	includes	the	SASS	ten-year	review.

Every	year	these	intelligence	services	also	supply	oversight	bodies	with	infor-

mation,	evidence	of	which	can	be	found	in	the	annual	reports	of	the	JSCI	and	the	

Auditor-General.	They	have	also	initiated	regular	media	briefings	in	an	attempt	to	

improve	public	understanding	of	their	roles.

Reports to the HRC on requests received
Dennis	admitted	that	his	department	had	not	complied	with	part	5	of	the	Act,	

which	required	that	bodies	subject	to	the	Act	submit	reports	to	the	HRC	on	the	

number	of	requests	and	appeals,	and	how	they	have	been	dealt	with.	However,	

Masetlha	indicated	that	the	NIA	had	met	all	such	obligations.	Dr	Leon	Wessels,	an	

HRC	commissioner,	admitted	that	the	HRC	had	not	paid	specific	attention	to	the	

compliance	of	the	intelligence	services.	The	HRC	faced	a	more	general	problem:	

that	government	departments	at	all	tiers	were	unaware	of	the	Act’s	provisions,	and	
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did	not	have	the	resources	to	focus	on	the	minutiae	and	special	circumstances	of	

the	intelligence	services	(interview,	2.08.05).

Since	 the	 passage	 of	 the	 PAIA,	 the	 SASS	 had	 received	 no	 more	 than	 six	

requests,	 most	 of	 them	 from	 members	 of	 the	 former	 anti-apartheid	 activists	

requesting	access	to	their	files.	In	reply,	SASS	referred	applicants	to	the	NIA.	Den-

nis	explained	that	all	surviving	files	from	the	apartheid	era	had	been	placed	in	the	

custody	of	the	NIA	in	1995,	when	the	services	were	amalgamated.	Therefore,	if	

those	records	did	exist,	they	would	be	in	the	NIA	files.

By	contrast,	the	NIA	had	received	43	requests	for	access	to	information	since	

1991:	four	in	2001,	which	were	all	‘positively	responded	to’;	six	in	2002,	which	

were	all	‘responded	to’	(except	for	requests	for	TRC	records	that	were	referred	to	

the	DOJ);	12	in	2003,	which	were	responded	to	either	‘indicating	that	no	informa-

tion	was	available	on	the	subject	matter	requested’,	or	making	the	information	

available	 (there	 were	 no	 refusals);	 nine	 in	 2004,	 of	 which	 the	 majority	 were	

submitted	by	the	South	African	History	Archives	Trust	on	behalf	of	individuals,	

and	there	were	no	refusals.	Until	July	2005,	the	NIA	had	received	12	requests,	

the	majority	of	which	had	been	submitted	by	the	South	African	History	Archive	

(SAHA),	mainly	acting	on	behalf	of	prominent	figures	in	the	pre-1994	anti-apart-

heid	struggle.	Again,	there	were	no	refusals.

Most	of	the	requests	received	by	the	NIA	were	for	personal	information,	from	

anti-apartheid	 activists	 wanting	 access	 to	 their	 own	 files.	 SAHA	 intentionally	

played	an	important	role,	helping	people	lodge	their	requests	with	various	gov-

ernment	departments,	so	as	to	determine	the	state’s	capability,	knowledge	and	

attitude	 towards	 the	 PAIA.	 According	 to	 Masetlha,	 during	 2002	 and	 2003	 the	

‘initial	requests’	(with	SAHA	often	acting	on	behalf	of	the	requesters)	were	for	

sensitive	records	of	the	TRC;	former	BOSS	files,	which	required	submitting	a	very	

specific	National	Archives	index	to	substantiate	the	request;	and	information	on	

prominent	anti-apartheid	activists	prior	to	1990.	The	NIA	also	received	requests,	

which	 were	 transferred	 to	 other	 public	 bodies	 holding	 the	 records,	 including	

the	National	Archives,	the	Office	of	the	Auditor-General,	and	the	Department	of	

Justice	and	Constitutional	Development.



The three case studies presented	in	this	chapter	illustrate	the	dilemmas	and	

choices	facing	the	intelligence	services	when	balancing	secrecy	(in	the	inter-

ests	of	national	security)	and	transparency.	One	comprises	a	PAIA	application	by	

a	non-government	organisation,	the	South	African	History	Archives	(SAHA),	for	

access	to	records	that	had	earlier	been	presented	to	the	TRC.	The	second	comprises	

a	PAIA	request	for	records	relating	to	the	decisions	of	the	Ministry	of	Defence	in	

respect	of	a	procurement	tender.	The	third	deals	with	politically	explosive	claims	

that	a	serving	national	director	of	Public	Prosecutions	had	been	an	agent	of	the	

apartheid	security	apparatus.	Both	these	issues	served	before	institutions	of	the	

post-apartheid	state.	Each	case	presents	the	outline	of	events	and	choices	made	

by	the	intelligence	services	in	processing	requests	for	records,	and	the	responses	

of	the	requesters	to	their	refusal	of	access.	These	case	studies	highlight	the	impor-

tance	of	valid,	convincing	grounds	for	any	refusal,	and	emphasise	the	fundamental	

nature	of	the	right	of	access	to	information.

APPLICAtIon BY sAhA FoR ACCess to tRC ReCoRDs

After	 the	 TRC	 process,	 SAHA,	 a	 non-government	 organisation	 committed	 to	

greater	public	access	to	records,	lodged	a	formal	request	in	terms	of	PAIA	with	

the	NIA	and	the	Department	of	Justice	and	Constitutional	Development	(DOJ)	

for	access	to	the	records	received	and	considered	by	the	TRC.	The	request	was	

declined	 in	 ways	 outlined	 below.	 As	 a	 result,	 on	 26	 November	 2002	 SAHA’s	

lawyers	served	notice	of	its	intention	to	apply	for	a	High	Court	order	setting	aside	

the InteLLIgenCe seRVICes AnD the  
RIght oF ACCess to InFoRMAtIon:  
thRee CAse stuDIes

6
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the	decision	of	 the	minister	of	 justice	 to	 refuse	 three	 internal	appeals	 submit-

ted	earlier	that	year.	Not	only	had	the	minister	failed	to	respond	to	the	internal	

appeals	within	the	30	days	stipulated	in	the	Act;	but	SAHA	also	believed	the	minis-

ter’s	refusal	was	procedurally	flawed.	Firstly,	no	reasons	for	dismissing	the	appeals	

were	given	to	SAHA’s	deputy	director,	Sello	Hatang,	who	had	filed	the	application	

on	SAHA’s	behalf.	Secondly,	SAHA	argued	that	the	delay	in	providing	the	appli-

cant	with	decisions	was	neither	fair	nor	reasonable.	Thirdly,	they	argued	that	the	

way	in	which	the	applicant	had	effectively	been	denied	access	to	the	requested	

records	was	inconsistent	with	the	constitution	as	well	as	PAIA.

The	background	is	as	follows:	on	20	May	2002,	SAHA’s	deputy	director,	Sello	

Hatang,	submitted	two	requests	for	access	to	TRC	records	to	the	DOJ.	The	requests	

were	made	in	terms	of	the	provisions	of	PAIA.	One	request	was	for	copies	of	all	

records	held	by	the	DOJ	which	documented	the	chain	of	custody	of	certain	TRC	

records	since	their	transfer	from	the	TRC	in	1999,	including	information	about	

their	location,	physical	transfer,	control,	responsibility,	processing,	and	classifica-

tion.	The	second	was	for	copies	of	the	transfer	lists	used	to	move	TRC	records	from	

Cape	Town	to	the	National	Archives	in	Pretoria.	Hatang	had	previously	sent	a	let-

ter	to	David	Porogo,	DIO	at	the	DOJ,	informing	him	of	SAHA’s	intention	to	launch	

a	TRC	archive	project.

On	21	May	2002	SAHA	sent	a	third	and	similar	request	to	the	NIA.	The	NIA	

replied	in	writing,	stating	that	the	TRC	documents	were	not	in	their	custody	and	

were	the	DOJ’s	responsibility.	It	undertook	to	refer	the	request	to	the	DOJ.

On	12	August	2002	Hatang	received	a	letter	from	Porogo	advising	him	that	the	

requested	documents	could	not	be	found.	According	to	section	23(3)	of	the	PAIA,	

a	notice	that	records	cannot	be	found	or	do	not	exist	is	regarded	as	a	refusal	of	

access.	Consequently,	SAHA	lodged	an	appeal	against	the	refusals	with	the	minis-

ter	of	justice	and	constitutional	development,	on	the	grounds	that	Porogo	did	not	

seem	to	have	applied	his	mind	to	the	requests.	SAHA	also	contended	that	Porogo	

had	failed	to	adhere	to	the	procedures	in	respect	of	the	‘deemed	refusals’.	The	Act	

stipulates	that	if	the	requested	records	cannot	be	found,	the	information	officer	

has	to	provide	an	affidavit	or	affirmation	that	spells	out	in	full	the	steps	taken	to	

find	the	records	or	to	determine	whether	the	records	existed.

According	to	Hatang,	the	withholding	was	all	the	more	intolerable	because	he	

was	also	in	possession	of	a	letter	from	the	NIA	which	stated	that	it	had	no	security	

or	other	concerns	about	granting	the	request	for	access	to	TRC	chain-of-custody	

records,	and	providing	such	records	to	SAHA.	A	copy	of	the	letter	had	been	sent	to	

the	head	of	ministerial	services	in	the	DOJ	on	24	October	2002.
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The	case	of	the	TRC	records	was	a	protracted	one.	More	than	a	year	later,	on	

22	December	2003,	Porogo	lodged	his	replying	affidavit	to	Hatang’s	application	

with	the	High	Court,	in	which	he	claimed	that	he	had	been	unaware	of	the	where-

abouts	of	the	records	in	question	when	they	were	initially	requested.	He	stated	

that:

All	my	inquiries,	as	well	as	all	the	searches	I	had	conducted	or	caused	to	be	

conducted	to	find	these	documents	or	to	establish	their	whereabouts,	came	to	

nought.	It	was	only	after	a	journalist,	a	certain	Mr	Terry	Bell,	had	given	me	

information	concerning	their	whereabouts,	that	I	learned	that	the	aforesaid	

documents	had	been	handed	over	to	Mr	Dullah	Omar	–	the	former	Minister	of	

Justice,	who	at	that	time,	also	held	the	portfolio	of	Minister	for	the	Intelligence	

Services	–	and	that	the	documents	were	being	kept	in	Dr	Omar’s	office	in	the	

Ministry	for	the	National	Intelligence	Agency	(Porogo,	TPD	22/12/2003).

According	to	Porogo,	officials	in	the	Ministry	for	Intelligence	Services	rebuffed	his	

efforts	to	retrieve	the	documents,	stating	that	the	minister	intended	to	review	the	

documents	as	part	of	a	classification	and	declassification	process,	which	the	min-

istry	would	initiate	shortly.	SAHA	also	rejected	this	argument,	questioning	why	

the	ministry	would	be	driving	such	a	process	when	the	DOJ	was	the	responsible	

department.

Porogo’s	delayed	response	did	not	mean	there	was	no	activity	around	the	con-

tested	records.	In	February	2003	the	minister	for	intelligence	services,	Lindiwe	

Sisulu,	established	a	Classification/Declassification	Review	Committee	(CDRC)	

tasked	with	advising	her	on	the	best	way	to	deal	with	the	request.	After	consider-

ing	the	matter,	the	CDRC	recommended	that	the	review	and	release	of	all	sensitive	

documents	should	be	regarded	as	special	projects,	and	approved	by	the	minister.	

In	this	instance,	the	objective	would	be	to	review	the	sensitive	documents	(con-

tained	in	34	boxes)	in	accordance	with	PAIA’s	exemption	clauses.	Any	document	

that	 did	 not	 require	 protection	 in	 terms	 of	 these	 clauses	 would	 be	 voluntarily	

released	into	the	public	domain.	The	CDRC	also	recommended	the	formation	of	an	

Interdepartmental	Review	Committee	(IRC)	to	review	the	status	of	the	requested	

records	and	consider	their	release.	Marlyn	Raswiswi,	a	member	of	the	PAIA	Unit	

in	the	DOJ,	was	appointed	as	the	IRC’s	chair.	The	PAIA	compliance	process	would	

be	overseen	by	the	CDRC	(interview	with	Raswisi,	4.08.05).

In	 effect,	 the	 IRC	 would	 have	 to	 scrutinise	 each	 document	 and,	 based	 on	

standard	criteria,	recommend	whether	or	not	it	could	be	released	to	SAHA.	In	his	

affidavit	to	the	High	Court,	Porogo	said	this	process	only	began	on	9	September	

2003	after	certain	preparatory	measures	had	been	completed.	These	 included	
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gaining	 the	 approval	 of	 the	 special	 project	 by	 the	 ministers	 for	 Intelligence	

Services,	Justice	and	Constitutional	Development,	and	Arts	and	Culture	(the	last-

named	responsible	for	the	National	Archives);	relocating	the	sensitive	documents	

to	the	South	African	National	Archives;	establishing	the	IRC;	training	its	members;	

and	providing	it	with	the	necessary	resources.	The	review	process	consisted	of	

three	phases:	verification	of	the	documents;	their	actual	review;	and	oversight	of	

the	process.

The	purpose	of	the	verification	process	was	to	ensure	that	all	the	records	which	

SAHA	claimed	existed	could	be	accounted	for.	The	process	was	guided	by	Dr	Biki	

Minyuku,	former	chief	executive	officer	of	the	TRC,	assisted	by	personnel	from	

the	National	Archives	and	former	personnel	from	the	TRC’s	records	office.	In	1999	

Minyuku	had	been	responsible	for	selecting	and	handing	over	to	Dr	Dullah	Omar	

the	34	boxes	of	records	which	he	believed	to	be	sensitive.

Two	 inventories	 were	 used	 for	 the	 verification:	 one	 compiled	 by	 the	 TRC,	

which	accompanied	the	sensitive	documents	in	1999,	and	a	more	detailed	one	

compiled	while	the	documents	were	in	the	possession	of	the	ministry	for	intel-

ligence	services.	According	to	Porogo:

All	 the	records	 that	were	 indexed	could	be	accounted	 for,	 save	 for	one	file,	

ie	‘W47’,	which	was	titled	‘List	of	Informers’.	According	to	Minyuku,	this	file	

only	contained	correspondence	about	a	list	of	informers,	but	that	(sic)	such	

a	 list	never	actually	existed.	(Replying	affidavit	 to	 the	High	Court	by	David	

Porogo,	22	December	2003.)

Apart	from	the	contested	list	of	informers,	some	of	the	records	fell	in	the	category	

of	Chemical	and	Biological	Warfare.	Many	of	 these	were	already	 in	 the	public	

domain	as	a	result	of	the	trial	of	Dr	Wouter	Basson,	a	surgeon	in	the	SANDF,	who	

had	stood	trial	for	his	role	in	running	secret	projects	using	state	funds,	allegedly	

aimed	at	manufacturing	chemical	agents	for	use	against	anti-apartheid	activists.	

Other	categories	of	information	related	to	files	on	the	Steyn	Commission;	an	inves-

tigation	entitled	‘Pro	Jack’;	the	investigation	into	the	murder	of	the	Paris-based	

ANC	activist	Dulcie	September,	where	most	of	the	information	was	originally	in	

French;	various	TRC	amnesty	hearings;	 taxi	violence	and	gun-running,	where	

some	of	the	documents	were	in	Swedish,	German	and	Portuguese;	and	the	inves-

tigation	into	the	assassination	of	the	former	Swedish	prime	minister	Olaf	Palme,	

where	most,	if	not	all,	the	documents	were	in	Swedish.

Porogo	 insisted	that	 the	IRC	had	reviewed	the	documents	contained	 in	the	

34	boxes	in	accordance	with	the	provisions	of	the	PAIA.	They	were	then	reclas-

sified	into	six	categories,	based	on	the	sensitivity	of	the	information	and	PAIA’s	
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provisions.	These	included	full	disclosure	(stamped	‘declassified’),	which	meant	

all	information	contained	in	the	document	could	be	disclosed;	partially	disclosed	

(stamped	 ‘declassified’),	 which	 meant	 that	 any	 information	 relating	 to	 PAIA	

exemption	 clauses	 was	 masked	 out,	 in	 accordance	 with	 section	 28	 of	 the	 Act,	

which	dealt	with	severability;	and	no	disclosure,	which	meant	that	the	documents	

contained	information	which	was	exempted	in	terms	of	chapter	four	of	the	Act	on	

grounds	for	refusal	of	access	to	records.

In	some	cases,	records	could	be	disclosed	subject	to	third	party	notification.	

Information	would	remain	closed	until	third	party	consent	had	been	obtained.	

Finally,	there	was	a	category	of	records	whose	status	still	had	to	be	determined.	

These	documents	would	remain	closed	until	clarity	over	their	classification	or	veri-

fication	had	been	obtained.

Porogo	stated	that	the	most	common	reasons	for	categorising	documents	as	

‘no	disclosure’	were	to	protect	personal	and	third	party	 information;	methods,	

technical	and	manufacturing	details	pertaining	to	chemical	biological	warfare	

documents;	and	South	Africa’s	relations	with	other	states.	Except	for	those	docu-

ments	requiring	translation	(which	was	in	progress),	the	majority	of	records	had	

been	 reviewed.	 His	 affidavit	 contained	 the	 following	 table,	 which	 showed	 the	

results	of	the	categorisation	process	as	at	5	December	2003:

suMMARY oF CLAssIFICAtIon oF tRC ReCoRDs As At 5 DeCeMBeR 2003

ReVIeweD stAtus ACtuAL nuMBeRs PeRCentAge

full DIsclosure 658 39,07

PArtIAl DIsclosure 198 11,76

no DIsclosure 296 17,58

DIsclosure, subject to thIrD PArty 
notIfIcAtIon

20 1,19

stAtus to be DetermIneD PenDInG further 
clArIfIcAtIon

512 30,40

totAl 1 684 100,00

In	an	interview,	Raswiswi	elaborated	further	on	how	the	IRC	worked.	The	IRC	

included	representatives	of	the	SANDF,	NIA,	the	SAPS,	and	SASS,	and	had	logisti-

cal	support	from	the	National	Archives	on	whose	premises	the	actual	review	took	

place.	Most	of	the	information	withheld	had	been	provided	to	the	TRC	on	grounds	

of	confidentiality.	As	chairperson,	she	tried	to	achieve	consensus	on	the	classifica-

tion	of	each	document.	Once	consensus	had	been	achieved,	she	sought	to	ensure	

that	the	reviewed	status	was	consistent	with	PAIA.	The	IRC	completed	its	work	
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in	January	2004,	and	handed	 its	 report	 to	 the	CDRC	(interview	with	Raswisi,	

4.08.05).

Porogo’s	attorneys	informed	Hatang	that	copies	of	the	documents	could	be	

inspected	at	the	premises	of	the	National	Archives.	They	referred	to	a	411-page	

document	entitled	‘Worksheet	for	the	review	of	the	TRC	documents’,	which	sum-

marised	all	the	documents	described	as	‘sensitive’	contained	in	the	34	boxes.	The	

worksheet	was	classified	as	‘confidential’,	as	it	described	not	only	the	declassified	

documents	but	also	highly	sensitive	documents	classified	as	‘no	disclosure’.	As	the	

worksheet	was	developed	during	the	review	process	for	the	IRC	and	CDRC,	Porogo	

argued	that	SAHA	was	not	entitled	to	a	copy.	However,	he	offered	SAHA	a	copy	of	

the	worksheet	under	the	condition	of	confidentiality,	so	that	it	could	understand	

in	greater	depth	the	basis	on	which	the	DOJ	decisions	had	been	made.

SAHA	rejected	this	offer	on	the	grounds	that	it	could	not	accept	an	‘in	confi-

dence’	response	to	a	request.	In	response,	Porogo	proposed	that	a	member	of	his	

staff	be	present	when	the	applicant	and	their	attorneys	inspected	the	documents	

at	the	National	Archives,	in	order	to	explain	why	certain	documents	could	not	be	

disclosed.

In	replying	affidavits	to	the	High	Court	on	22	January	2004	and	25	February	

2004,	Hatang	took	issue	with	several	aspects	of	Porogo’s	response.	In	brief,	he	

argued	that	the	status	of	the	CDRC	and	IRC	was	not	clear	in	relation	to	the	request	

made	and	the	decisions	taken	by	Porogo	concerning	the	documents.	SAHA	felt	

that	Porogo	had	not	exercised	his	mind	independently.	Moreover,	it	was	unaccept-

able	to	make	available	photocopies	of	the	documents	when	SAHA’s	application	

was	to	 inspect	the	records	themselves.	Not	having	access	to	the	original	docu-

ments	made	it	impossible	to	verify	their	integrity.

Hatang	also	argued	that	there	were	several	administrative	errors	in	Porogo’s	

response.	For	example,	Porogo	had	stated	that	the	applicant	was	entitled	to	access	

certain	documents	which	were	in	fact	not	provided.	Hatang	also	refused	to	accept	

that	certain	records,	such	as	the	‘Progress	report	on	the	work	of	the	TRC	Investiga-

tion	Unit’,	were	likely	to	contain	confidential	third	party	information,	as	Porogo	

had	contended.	He	also	rejected	the	contention	that	certain	files	were	being	with-

held	on	the	basis	that	 ‘family	members’	of	persons	named	in	those	documents	

had	to	be	consulted,	as	this	was	not	provided	for	in	the	Act.	Similarly	the	Act	did	

not	allow	information	to	be	withheld	on	the	grounds	of	preventing	the	embar-

rassment	of	a	foreigner,	which	was	the	reason	given	for	masking	sections	of	an	

Afrikaans	document	entitled	‘Final	report:	USA	Dollars	advance	payment’.	Lastly,	

a	large	number	of	documents	had	been	withheld	on	the	grounds	that	they	con-

tained	 third	 party	 information,	 whereas	 the	 Act	 required	 that,	 before	 making	
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a	final	decision,	third	parties	had	to	be	informed, not	consulted,	which	was	the	

DOJ’s	interpretation.

Lessons FRoM the CAse stuDY

The	case	of	the	34	boxes	of	TRC	records,	as	the	matter	came	to	be	regarded	and	

reported	in	the	media,	is	a	compelling	one	which	deserves	to	be	thoroughly	ana-

lysed.	It	goes	to	the	heart	of	interpretation	of	the	PAIA,	and	how	polarised	such	

interpretations	can	be.	It	also	raises	the	question	of	how	committed	the	intelli-

gence	services	really	are	to	transparency.	Even	though	the	high	court	applications	

and	counter-applications	were	between	the	DOJ	and	SAHA,	the	Ministry	for	Intel-

ligence	Services	was	a	looming,	if	not	highly	instrumental,	presence	in	the	course	

of	events,	largely	because	the	records	in	question	had	emanated,	at	least	in	part,	

from	the	apartheid	security	apparatus.

One	 issue	 was	 whether	 the	 ministry	 had	 acted	 lawfully	 and	 in	 the	 public	

interest	in	withholding	the	records	from	SAHA,	and	whether	it	actually	had	the	

prerogative	to	decide	what	to	do	with	the	records.	NIA’s	response	to	SAHA’s	initial	

request	–	that	the	records	were	not	in	the	custody	of	the	NIA	and	were	with	the	

DOJ	–	suggests	one	of	two	things:	either	poor	communication	between	the	minis-

try	and	the	NIA,	or	a	deliberate	attempt	to	mislead	SAHA.

The	timing	of	its	establishment,	and	the	inclusion	in	its	brief	of	how	to	handle	

the	sensitive	TRC	records,	creates	the	impression	that	the	CDRC	initiated	by	the	

intelligence	minister	intruded	on	the	mandate	and	to	a	certain	extent	usurped	the	

role	of	the	DOJ.

Another	 issue	 that	 requires	 scrutiny	 is	 the	 IRC’s	composition,	method,	and	

recommendations.	 Although	 ‘trained’	 for	 its	 task,	 the	 committee	 consisted	 of	

middle-ranking	officials	who	were	given	considerable	power	to	recommend	the	

‘reclassification’	of	documents,	some	of	which	had	previously	not	been	classified	

at	all.	Moreover,	the	IRC	made	its	recommendation	to	the	CDRC,	which	consisted	

of	academics	and	government	officials.

Also	questionable	 is	whether	 the	 IRC	had	adequate	expertise,	especially	 in	

view	of	the	administrative	errors	and	high	incidence	of	legally	unsound	reasons	

given	for	withholding,	masking	or	refusing	to	disclose	documents.	It	appears	that	

the	Protection	of	Information	Act	may	have	unduly	influenced	the	reasons	given	

for	refusing	access	to	some	records.

Although,	in	an	interview,	Porogo	insisted	that	the	DOJ	exercised	independ-

ent	judgment	in	deciding	how	to	respond	to	the	SAHA	request,	the	deliberations	

and	recommendations	of	the	IRC	certainly	had	a	trickle-down	effect,	and	affected	
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the	DOJ’s	response	to	the	SAHA	request	rather	than	being	guided	solely	by	the	

PAIA	provisions.	In	an	interview,	Raswiswi	defended	her	department,	arguing	that	

the	DOJ’s	director-general	had	studied	the	request	and	taken	different	decisions	

to	those	recommended	by	the	IRC.	However,	there	was	clearly	considerable	role	

confusion,	as	SAHA	argued	after	receiving	a	copy	of	a	confidential	worksheet	from	

the	IRC,	which	needed	further	clarification	over	why	certain	documents	were	not	

disclosed	or	only	partially	disclosed.

Another	problem	was	that	the	minister	of	 justice	decided	to	accept	records	

regarded	by	Dr	Minyuku	as	‘sensitive’,	and	hold	them	for	safekeeping	at	the	min-

istry	for	intelligence	services.	Minyuku	probably	thought	he	was	acting	correctly,	

and	even	in	the	national	interest.	However,	the	effectiveness	of	these	actions	is	

questionable,	as	many	of	the	documents	were	in	the	public	domain,	while	copies	

of	others	were	probably	in	the	hands	of	individual	researchers	and	investigators.	

The	minister’s	decision	to	hold	the	documents	for	‘safekeeping’,	rather	than	deal	

with	them	expeditiously	(for	example,	by	passing	those	that	needed	further	inves-

tigation	onto	the	law	enforcement	authorities),	raised	issues	about	their	integrity,	

and	suspicions	about	the	intelligence	services’	motives.

The	matter	of	the	‘sensitive	TRC	records’	was	only	resolved	after	many	months	

and	much	wrangling	between	the	applicant	and	respondents’	lawyers.	It	was	set-

tled	out	of	court.	The	saga	suggests	that	the	post-apartheid	intelligence	services	

are	ambivalent	about	disclosures	of	 the	past.	According	 to	Dennis,	during	 the	

TRC	hearings	SASS	had	been	in	favour	of	disclosing	past	secrets,	especially	those	

relating	to	South	Africa’s	chemical	and	biological	warfare	programme,	but	senior	

former	NIS	officials	had	resisted	the	idea	(interview,	25.07.05).

Throughout	the	dispute	about	the	whereabouts	of	the	TRC	documents,	the	

cabinet	remained	silent,	which	suggested	that	it	supported	–	at	least	tacitly	–	the	

way	in	which	then	ministers	concerned	had	handled	the	affair.

Some	of	the	records	related	to	members	of	the	ruling	ANC,	and	there	was	spec-

ulation	that	the	withholding	of	the	records	and	the	claim	that	the	list	of	informers	

had	never	existed	was	an	attempt	to	hide	information	about	the	ruling	party	and	

its	members	from	the	public.	PAIA	regulates	access	to	information	held	by	public	

or	private	bodies	irrespective	of	the	origins	of	those	records.	When	deciding	to	

grant	access,	the	only	relevant	factor	is	whether	one	of	the	grounds	for	refusal	

applies.	While	 the	minister	 for	 intelligence	services	may	have	been	concerned	

about	certain	information	being	released	into	the	public	domain,	a	more	appro-

priate	response	would	have	been	to	develop	clearer	policy	guidelines	on	how	to	

handle	requests	for	information	that	originate	from	political	organisations.

According	 to	 Raswiswi,	 the	 department	 later	 received	 other	 requests	 for	
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TRC-related	documentation.	One	of	these	involved	documents	about	the	deaths	of	

four	anti-apartheid	activists	in	the	Eastern	Cape	known	as	the	‘Cradock	Four’	who	

were	killed	by	apartheid	security	policemen	in	the	mid-1980s.	Because	of	this,	the	

director-general	of	the	DOJ	had	taken	the	initiative	to	set	up	another	Interdepart-

mental	Review	Committee,	which	would	function	along	similar	lines	(interview,	

4.08.05).

SAHA’s	request	for	access	to	information	about	the	TRC	must	be	seen	in	the	

context	of	the	TRC’s	experience	of	trying	to	uncover	the	apartheid-era	records	

of	the	security	establishment.	During	its	investigation	of	apartheid-era	records,	

the	TRC	found	that	there	had	been	a	massive	destruction	of	records	by	the	state’s	

intelligence	agencies	(primarily	the	NIS).	Alarmingly,	the	destruction	of	records	

continued	even	after	a	democratic	government	had	taken	office,	until	the	cabinet	

imposed	a	moratorium	on	this	practice	in	1996.

It	is	cause	for	concern	that,	when	SAHA	lodged	its	requests,	no	clear	guidelines	

existed	for	handling	requests	for	access	to	TRC	documents.	While	the	DOJ	stated	

that	it	dealt	with	requests	for	access	within	the	PAIA	framework,	SAHA	implied	

that	the	provisions	of	the	Protection	of	Information	Act	had	influenced	the	DOJ’s	

decisions	–	which	the	services	denied.

APPLICAtIon FoR ReCoRDs ReLAtIng to the stRAtegIC ARMs PRoCuReMent 
PACkAge

The	second	case	study	is	that	of	CCII Systems (Pty) Ltd vs M P G Lekota,	heard	in	

the	High	Court	(Transvaal	Provincial	Division)	by	Justice	Southwood	in	2002.	

CCII	sought	an	order	to	direct	the	respondent,	Mosiuoa	Lekota,	then	Minister	of	

Defence,	to	furnish	certain	records	pertaining	to	the	subsystems	to	be	installed	on	

corvettes	ordered	by	the	DOD	for	use	by	the	South	African	Navy.	CCII,	a	company	

whose	business	was	the	design	and	manufacture	of	computer	and	software	sys-

tems	for	the	defence	industry,	contended	that	it	had	been	wrongly	excluded	as	a	

tenderer	for	the	supply	of	the	subsystems	through	significant	deviations	from	the	

lawful	tender	process.	It	had	therefore	instituted	a	lawsuit	for	damages	against	the	

minister	of	defence,	the	Armaments	Corporation	of	South	Africa	Limited	(Arms-

cor),	and	African	Defence	Systems	(Pty)	Ltd	(ADS).

Some	background	to	the	Strategic	Arms	Procurements	Package	or	‘arms	deal’,	

as	 it	was	commonly	referred	to,	helps	contextualise	the	decisions	made	by	the	

various	role	players.	In	September	1997	the	government	decided	to	purchase	vari-

ous	new	weapons	systems	for	the	SANDF.	These	included	four	patrol	corvettes	for	

the	South	African	Navy.	Each	corvette	consisted	of	a	hull,	propulsion	system,	and	



124 / chAPter sIx

combat	suite.	The	DOD	and	Armscor	set	up	two	bodies	to	assist	in	the	purchasing	

of	the	corvettes.	One	was	the	Joint	Project	Team,	consisting	of	technical	experts,	

whose	task	was	to	assess	the	various	tenders.	The	other	was	the	Project	Control	

Board,	to	which	the	Joint	Project	Team	made	recommendations,	so	that	it	could	

make	final	decisions	relating	to	the	award	of	the	tenders.

CCII	 did	 not	 accept	 the	 outcome	 of	 the	 tender	 process,	 which	 was	 that	 a	

consortium	of	German	companies,	the	German	Frigate	Consortium	(GFC),	was	

declared	the	preferred	bidder	for	the	supply	of	the	corvettes.	CCII	believed	that	

the	 tender	 process	 had	 been	 unprocedural,	 and	 it	 therefore	 sought	 access	 to	

the	records	arising	out	of	the	tender	process	(interview	with	Wayne	Hendricks,	

28	July	2005).

On	15	January	2002	the	applicant	had	made	a	PAIA	request	to	the	DOD	for	

records	categorized	under	54	headings.	Over	a	period	of	almost	a	year,	the	DOD,	

through	its	 Information	Committee,	made	some	of	the	documents	available	to	

CCII.	(In	his	eventual	judgment,	Judge	Southwood	noted	that	the	applicant	did	

not	question	the	legality	of	his	requests	being	considered	by	the	Information	Com-

mittee,	and	therefore	did	not	take	issue	with	this	factor.)

In	the	remaining	cases,	the	DOD	claimed	that	the	documents	either	did	not	

exist,	or	refused	to	give	access	to	them,	citing	grounds	provided	for	in	PAIA.	In	his	

judgment,	Southwood	observed	that	the	DOD,	in	most	cases,	had	not	furnished	

facts	in	support	of	its	decisions,	but	had	merely	quoted	from	the	relevant	section	of	

the	Act	when	arguing	for	its	non-disclosure	of	a	record,	apparently	in	an	attempt	

to	comply	with	section	25(c)	of	PAIA	which	requires	that	when	a	request	for	access	

is	refused,	the	requester	must	be	furnished	with	adequate	reasons	for	the	refusal.

The	applicant	was	not	 satisfied	with	 the	reason	 for	non-disclosure,	and	on	

22	January	2003	initiated	an	internal	appeal	in	terms	of	section	75	of	PAIA.	In	his	

appeal	he	pointed	out	the	requirement	that	a	public	body	should	consider	whether	

there	were	parts	of	the	records	requested	that	could	be	severed,	in	order	to	render	

the	records	disclosable.

In	his	judgment,	Judge	Southwood	emphasised	the	duty	of	a	public	body	with	

which	a	request	had	been	lodged	to	consider	the	severability	of	the	record.	He	

argued	that	section	28	of	PAIA	required	the	public	body	to	give	access	to	the	part	

of	the	record	that	was	not	covered	by	a	statutory	ground	of	objection,	stating	that:

This	is	of	particular	significance	where	the	respondent’s	opposition	is	character-

ised	by	generalised	and	sweeping	objections	on	the	strength	of	which	he	seeks	

to	withhold	whole	documents	and	groups	of	document.	The	applicant’s	coun-

sel	argued	that	the	court	should	not	permit	this	mode	of	opposition.	I	agree.	

The	public	body	must	demonstrate	 to	 the	court	 that	 it	has	considered	each	
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document	with	severance	in	mind.	It	must	identify	the	part	of	the	document	

that	contains	the	protected	material,	give	a	proper	indication	of	its	contents	

and	why	its	disclosure	is	protected,	and	permit	access	to	the	rest	of	the	docu-

ment.	Unless	the	respondent	discharges	the	onus	of	showing	that	the	whole	

document	(or	group	of	documents)	is	protected,	he	has	failed	to	establish	what	

part	he	is	entitled	to	withhold.	Having	failed	to	discharge	that	onus	he	would	

have	to	give	access	to	the	whole	document	(Southwood	2002).

Judge	Southwood	went	on	to	consider	the	merits	of	the	legal	arguments	presented	

by	the	applicant	and	the	respondent.	Those	arguments	and	aspects	of	the	judg-

ment	relevant	to	the	intelligence	community	are	summarised	below.

Request for ‘access to the umbrella agreement for the Corvette’
When	 the	 request	 had	 first	 been	 launched,	 the	 Information	 Committee	 had	

refused	access	in	terms	of	section	36(1)	of	PAIA,	which	protects	commercial	infor-

mation	of	a	third	party,	and	section	37(1),	which	protects	confidential	information	

of	a	third	party.	In	Southwood’s	view,	neither	the	Information	Committee	nor	the	

appeal	 authority	 had	 given	 adequate	 reasons	 for	 the	 refusal,	 and	 neither	 had	

considered	whether	there	were	any	parts	of	the	requested	record	that	could	be	

severed	(deleted)	because	of	their	sensitive	contents,	so	as	to	make	the	rest	of	the	

document	available	to	the	applicant.

In	papers	before	 the	court,	 the	respondent	 introduced	a	 further	reason	 for	

seeking	to	protect	 the	record	from	disclosure,	namely	section	41,	which	states	

that	 records	may	be	withheld	 in	 the	 interest	or	 defence	 of	 the	 Republic,	 or	 to	

protect	international	relations.	The	judge	again	pointed	out	that	the	respondent	

had	not	produced	facts	in	support	of	using	this	reason.	Even	though	the	respond-

ent	had	not	argued	for	non-disclosure	on	the	grounds	of	section	42(2),	neither	

had	any	facts	been	introduced	that	would	justify	an	argument	that	disclosure	of	

the	agreement	would	be	likely	to	materially	jeopardise	the	economic	interests	or	

financial	welfare	of	the	Republic	or	of	the	government	to	manage	the	economy	of	

the	Republic	or	of	the	government	to	manage	the	economy	effectively	in	the	best	

interests	of	the	Republic.

Request for ‘access to the supply agreement for the Corvette Platforms  
(Part A) and the Corvette Combat Suite (Parts B and C)’
The	Information	Committee	and	the	appeal	authority	had	refused	information	in	

terms	of	sections	36(1)	and	37(1)	of	PAIA,	and	had	relied	on	clause	26	of	 the	

Supply	Agreement,	an	addendum	to	the	Umbrella	Agreement,	which	prohibited	
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the	disclosure	of	any	 information	contained	 therein,	 without	 motivating	 their	

reasons.

In	his	affidavit,	the	respondent	stated	that	the	supply	agreement	contained	

commercially	 and	 financially	 sensitive	 pricing	 information	 relating	 to	 the	

Republic,	the	contractors	and	suppliers.	In	addition,	section	26.10	of	the	Supply	

Agreement	stated	that:

Armscor,	 the	 End-User	 and	 the	 Seller	 will	 keep	 confidential	 all	 informa-

tion	 including	specifications,	plans,	drawings,	 lists	and	other	data,	whether	

furnished	 to	 it	 in	 writing	 or	 by	 electronic	 means	 prior	 to	 the	 date	 of	 this	

schedule	A	or	after,	and	which	is	clearly	and	conspicuously	marked	as	confi-

dential	or	proprietary.	The	same	shall	apply	with	respect	to	such	information	

that	is	not	so	marked	but	where	Armscor	and	the	End	User	had	clear	reason	to	

know	that	such	information	was	to	be	kept	confidential.	Such	information	shall	

only	be	used	for	purposes	under	this	Schedule	A	or	as	may	be	otherwise	agreed	

in	writing	by	the	Parties	(quoted	in	Southwood	2002)

The	judge	pointed	out	that	the	request	was	for	the	supply	agreement	itself,	and	

not	for	the	protected	information	described	in	section	26.10.	He	therefore	rejected	

the	claim	that	the	Act	could	be	invoked	for	refusal	of	the	requested	information.

Request for access to ‘all records, agendas and minutes of meetings and 
deliberations of the Joint Project Team relating to relevant decisions regarding 
nomination, selection and awarding of sub-contracts regarding the Corvette 
Combat suite’ and ‘all quotations and offers regarding the SMS submitted to the 
Joint Project Team by the German Frigate Consortium as received from ADS’
Here	again,	 the	 Information	Committee	and	 the	appeal	authority	had	refused	

access	in	terms	of	section	36(1)	and	section	37(1)	of	PAIA,	but	had	failed	to	set	out	

any	facts	in	support	of	these	sections.	In	their	affidavit,	the	respondent	stated	that	

the	records	requested	contained	information	supplied	by	the	applicant’s	competi-

tor,	and	that	it	could	not	therefore	provide	this	third	party	information.	However,	

the	judge	held	that	the	information	had	aged,	since	four	years	had	elapsed	since	

the	contract	had	been	awarded,	and	the	information	was	therefore	merely	of	his-

torical	interest.	In	any	event,	the	respondent	had	failed	to	provide	information	

which	showed	that,	if	the	information	were	supplied	in	confidence,	its	disclosure	

would	put	ADS	or	any	other	third	party	at	a	disadvantage	in	negotiations	or	com-

petition.	Moreover,	 the	 judge	held	 that	since	 the	quotations	had	preceded	the	

conclusion	of	the	Umbrella	Agreement,	they	would	not	fall	within	the	ambit	of	

the	agreement’s	confidentiality	clause.	And	as	far	as	the	confidentiality	clause	was	
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concerned,	the	respondent	had	not	claimed	that	ADS	or	any	other	party	fell	within	

the	meaning	of	‘seller’	in	that	provision.

Other requests for access to information
The	 judge	also	 rejected	 the	Minister’s	argument	 for	withholding	several	other	

records.	 The	 Minister	 had	 argued	 refusal	 on	 grounds	 of	 confidentiality.	 But	

Southwood	ruled	that	this	did	not	constitute	an	adequate	reason	in	line	with	the	

stipulations	of	the	Act.	Some	of	the	records	that	the	Minister	had	refused	access	

to	were:	all	quotations	and	offers	regarding	the	Strategic	Procurement	Package	

submitted	to	the	Joint	Project	Team	as	received	from	ADS;	the	main	equipment	list	

for	the	Corvette	Platform;	the	main	equipment	list	for	the	Corvette	Combat	Suite;	

all	internal	correspondence	and	memoranda	concerning	these	matters	within	the	

DOD;	and	all	correspondence	concerning	these	matters	between	the	DOD	and	the	

German	Frigate	Consortium	(Southwood	2002).

The	 judge	 supported	 the	 applicant’s	 argument	 that	 its	 managing	 director,	

Richard	Young,	had	since	1992	held	the	highest	security	clearance	possible,	and	

that	all	staff	of	CCII	held	at	least	security	clearances	to	the	level	of	‘Confidential’.	

The	respondent	had	argued	that	Young’s	security	clearance	did	not	entitle	him	

to	any	information,	and	that	such	information	would	only	be	made	available	to	

him	as	required	for	specific	duties	assigned	to	him.	The	judge	held	that	there	was	

neither	 a	 suggestion	 in	 the	 respondent’s	 affidavits	 that	 Young	 or	 his	 staff	 was	

untrustworthy,	nor	that	the	information	made	available	to	him	would	be	at	risk.

He	also	rejected	two	other	reasons	provided	by	the	respondent.	The	first	was	

that	 that	 the	request	was	vague	and	unspecified	(section	45(b)	of	PAIA).	This	

reason	was	provided	 in	relation	 to	 the	request	 for	all	 internal	correspondence	

and	memoranda	concerning	‘these	matters’	with	the	DOD.	The	judge	felt	that	the	

concept	‘these	matters’	had	been	used	consistently	throughout	the	process,	and	

in	CCII’s	applications	for	access,	and	that	it	should	be	possible	to	deduce	what	

records	were	being	sought	through	this	phrasing.	Secondly,	he	rejected	the	argu-

ment	that	the	work	involved	in	processing	the	request	would	substantially	and	

unreasonably	divert	the	resources	of	the	public	body	(section	45	(b)	of	PAIA).	The	

judge	held	that	it	was	inconceivable	that	a	well-resourced	public	body	such	as	the	

DOD	had	neither	an	accessible	filing	system,	nor	the	staff	to	process	the	request.	

Further,	 he	 supported	 the	 applicant’s	 claim	 that	 the	 respondent’s	 claim	 that	

processing	the	request	would	substantially	and	unreasonably	divert	the	DOD’s	

resources	should	be	weighed	against	the	significant	public	interest	in	the	matter.
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Lessons FRoM the CAse stuDY

This	case	study	holds	important	lessons	for	the	intelligence	services,	because	it	

too	relates	to	information	regarded	as	protected	in	terms	of	PAIA,	yet	found	to	be	

releasable	in	the	Southwood	judgment.	The	judgment	therefore	sets	precedents	

that	will	have	to	be	taken	into	account	by	all	public	bodies.

It	highlights	the	need	for	bodies	considering	requests	to	give	adequate	reasons	

if	they	wish	to	withhold	records	from	a	requester.	Since	there	is	a	presumption	in	

favour	of	disclosure,	the	public	body	should	not	merely	cite	the	relevant	ground	

for	exclusion	on	which	 it	bases	 it	decisions,	but	 should	substantiate	 its	claims	

about	the	likelihood	of	harm	through	a	convincing	presentation	of	facts	in	support	

of	its	argument.

The	public	body	should	consider	whether	there	is	any	information	contained	in	

the	record	requested	that	could	be	severed,	so	as	to	make	the	record	available	for	

disclosure.	Again,	there	is	a	presumption	in	favour	of	disclosure,	and	in	the	case	of	

CCII vs Lekota,	the	judge	held	that	there	was	a	duty	on	the	part	of	the	public	body	

to	consider	the	segregability	of	the	record,	as	provided	for	in	section	25	of	PAIA.

The	fact	that	a	document	is	marked	or	classified	as	confidential	by	a	public	

body	is	in	itself	not	sufficient	to	invoke	sections	36	and	37,	which	respectively	pro-

vide	for	refusal	on	the	basis	of	containing	confidential	commercial	information,	or	

confidential	third	party	information.	Again,	Southwood	specified	that	this	claim	

would	have	to	be	contextualised	and	properly	motivated,	and	contended	that	a	

record	could	lose	its	risk	rating	that	had	originally	required	it	to	be	held	confiden-

tially,	with	the	passage	of	time.	Therefore,	if	wanting	to	invoke	either	section	36	or	

37	as	grounds	for	refusal,	the	likelihood	of	harm,	along	the	lines	specified	in	the	

Act,	would	have	to	be	carefully	argued	by	the	public	body	to	whom	a	request	had	

been	put.

Similarly,	it	is	not	sufficient	to	argue	that	the	security	or	defence	of	the	Republic	

could	be	prejudiced,	even	if	it	is	the	core	business	of	the	public	body	to	maintain	

the	security	or	defence	of	the	country	and	the	information	in	its	possession	relate	

to	this	reality.	Southwood	noted	that	not	only	is	the	ground	for	refusal	a	discre-

tionary	one,	but	that	the	case	for	non-disclosure	would	have	to	be	motivated.

He	 also	 suggested	 that	 arguing	 refusal	 on	 the	 grounds	 that	 a	 request	 is	

frivolous	or	vexatious,	or	would	involve	a	diversion	or	resources,	should	be	used	

circumspectly;	in	the	case	of	CCII vs Lekota,	he	argued	that	the	DOD	in	all	like-

lihood	had	the	resources	to	process	the	request	of	 the	applicant,	and	that	the	

matter	was	of	sufficient	public	interest	to	warrant	the	resource	that	such	a	request	

might	need.
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Lastly,	the	judgment	suggests	that	a	public	body,	in	considering	refusal	of	a	

record,	should	apply	all	resources	necessary	to	develop	legally	sound	arguments	

at	all	stages	of	the	process:	when	a	request	is	first	presented,	during	the	internal	

appeal	process,	and	if	the	matter	is	taken	to	court.	Raising	additional	grounds	for	

refusal,	particularly	the	grounds	that	disclosure	could	prejudice	the	defence	and	

security	of	the	Republic,	provoked	a	cynical	response	from	the	judge,	who	went	on	

to	order	disclosure.

The	Southwood	judgment	can	be	regarded	as	a	very	strict	interpretation	of	

PAIA’s	grounds	for	refusal,	but	it	was	and	is	a	real	factor	in	the	field	of	legal	inter-

pretation.	The	DOD	was	obliged	to	accept	and	implement	the	judge’s	findings,	

despite	the	self-imposed	strictures	of	secrecy	and	confidentiality	it	assumed	were	

sufficient	to	shield	records	that	it	held	from	disclosure	to	a	requester.

the heFeR CoMMIssIon

In	 2003	 President	 Thabo	 Mbeki	 appointed	 a	 judicial	 commission,	 the	 Hefer	

Commission,	 to	assess	 the	claim	made	by	a	 former	anti-apartheid	activist	and	

intelligence	operative,	Moe	Shaik,	supported	by	the	ANC	veteran	Mac	Maharaj,	

that	the	serving	national	director	of	public	prosecutions	(NDPP),	Bulelani	Ngcuka,	

has	been	an	apartheid-era	spy.	The	allegations	were	politically	explosive,	particu-

larly	because	Shaik	and	Maharaj	were	seen	as	politically	supportive	of	the	deputy	

president,	Jacob	Zuma.	Tension	between	Mbeki	and	Zuma	was	starting	to	show.	

Zuma	had	drawn	the	attention	of	Ngcuka	because	of	his	relationship	with	the	

businessman	Schabir	Shaik,	Moe	Shaik’s	brother,	who	was	also	being	investigated	

by	the	public	prosecutor.	The	claims	against	Ngcuka	created	a	political	uproar,	and	

generated	intense	media	interest.

The	hearings	of	the	commission	were	held	publicly.	Judge	Hefer	duly	sum-

moned	the	intelligence	services	to	confirm	whether	the	allegations	were	true.	The	

intelligence	services	–	both	the	NIA	and	the	SAPS	–	decided	to	refuse	to	reveal	the	

contents	of	their	records	to	the	judge,	on	the	grounds	that	these	were	classified	

secret.	They	argued	that	the	law,	in	any	case,	prevented	them	from	disclosing	the	

identities	of	intelligence	‘sources’,	and	pointed	out	that	Mbeki	could	have	direct	

access	to	the	intelligence	that	might	assist	to	answer	the	question	the	judge	was	

meant	to	investigate,	if	he	so	wished.

Shaik	and	Maharaj	were	left	to	produce	and	present	to	the	Commission	copies	

of	the	record	they	said	were	the	basis	of	their	claims	–	which	the	Minister	of	Intel-

ligence	Services	later	demanded	be	handed	over	to	the	intelligence	services	even	

if	they	were	only	copies.	In	the	end,	all	that	Judge	Hefer	could	report	was	that	
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Ngcuka	had	‘probably	not’	been	an	apartheid-era	spy,	further	making	the	point	

that	he	could	not	be	conclusive	because	he	did	not	have	access	to	the	intelligence	

records	that	might	have	assisted	him	to	make	a	determination	of	this	matter.

The	Minister	for	Intelligence	Services,	Lindiwe	Sisulu,	commissioned	a	review	

of	the	saga	following	these	developments.	It	was	chaired	by	Professor	Norman	

Levy,	a	seasoned	academic.	Serving	with	him	were	a	lawyer,	Christine	Qunta;	a	

legal	academic,	Professor	Nico	Steytler;	a	sociologist,	Professor	Paulus	Zulu;	and	

a	media	expert,	Professor	Guy	Berger.	They	were	assisted	by	several	senior	man-

agers	 from	the	 intelligence	services,	and	the	project	was	conducted	under	 the	

auspices	of	SANAI,	the	training	facility	for	the	intelligence	services.	The	review	

committee	did	not	pronounce	on	the	merits	of	the	judgment	or	even	deliberate	

very	directly	on	how	the	proceedings	had	been	conducted.	Instead,	a	number	of	

broad,	policy-related	problems	were	extrapolated	and	 formed	 the	basis	of	 the	

report	submitted	to	the	Minister.

Firstly,	 the	report	addressed	 in	philosophical	 terms	 the	challenges	of	man-

aging	the	tensions	between	the	public’s	right	of	access	 to	 information	and	the	

intelligence	services’	right	to	withhold	information.	Levy	(2004)	argued	that	the	

existence	of	the	services	was	a	constitutional	requirement,	and	that	they	had	a	

duty	to	preserve	secrecy,	and	to	protect	 from	disclosure,	sensitive	 information	

in	their	possession.	Steytler	(2004)	also	recognised	that	the	South	African	intel-

ligence	services	are	faced	with	the	challenge	of	balancing	the	requirements	of	

the	constitution	with	 their	 legally	defined	role	and	methods	permitted	 in	 law.	

He	explored	the	strengths	and	weaknesses	of	particular	vehicles	for	investigat-

ing	matters	concerning	the	intelligence	services,	listing	these	vehicles	as	internal	

investigations,	and	investigations	undertaken	by	the	Inspector-General	for	Intel-

ligence,	the	Joint	Standing	Committee	on	Intelligence,	the	Public	Protector,	and	

Commissions	of	Inquiry.	He	ended	his	analysis	on	the	optimistic	note	that	leverag-

ing	the	right	vehicles,	possibly	in	combination	with	each	other,	can	yield	a	result	

that	upholds	the	principle	of	access	to	information.

Qunta	(2004)	pointed	to	legal	precedence,	both	locally	and	internationally,	

which	held	up	the	principle	of	protecting	the	identities	of	sources,	at	least	in	police	

investigations.	However,	Zulu	(2004)	reminded	the	Minister	and	other	readers	of	

the	report	of	the	consequences	of	the	executive	not	being	in	a	position	to	review	

the	credibility	and	reliability	of	information,	pointing	to	the	politically	costly	deci-

sion	of	the	United	States	and	United	Kingdom	to	go	to	war	against	Iraq.

The	study	concludes	on	an	optimistic	if	ambivalent	note,	arguing	strongly	in	

favour	 of	 transparency	 by	 the	 intelligence	 services,	 yet	 sympathising	 with	 the	

notion	of	absolute	non-disclosure	of	 the	 identity	of	sources.	On	reflection,	 the	
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study	authorised	by	the	Minister	for	Intelligence	Services	did	not	really	answer	

the	question	of	how	to	deal	with	apartheid-era	intelligence	records,	or	even	inter-

rogate	whether	there	was	an	adequate	policy	and	legal	framework	for	this	matter.	

The	terms	of	reference	of	the	Hefer	Commission	were	changed	at	least	once,	yet	

the	reviewers	did	not	address	the	issue	of	why	this	was	done.	Moreover,	it	remains	

unclear	why	Mbeki	established	a	judicial	commission	when	he	could	as	easily	have	

requested	a	briefing	or	even	an	investigation	by	the	intelligence	services	into	the	

question	of	whether	Ngcuka	had	been	an	apartheid-era	spy.	The	plausible	answer	

to	that	question	is	that	such	a	process	would	not	have	satisfied	public	interest,	

since	it	would	have	taken	place	behind	closed	doors.	But	detractors	accused	the	

President	of	playing	political	games	 in	establishing	a	process	which	was	ham-

strung	by	the	very	conditions	under	which	it	would	have	to	do	its	work.	Judge	

Hefer	expressed	frustration	that	he	did	not	have	access	to	the	records	that	might	

have	assisted	him	in	answering	the	very	question	that	he	was	supposed	to	answer.	

And	once	the	Commission’s	findings	were	announced,	Mbeki	issued	a	thinly	veiled	

warning	to	those	who	would	dare	accuse	others	of	being	apartheid-era	spies	never	

to	repeat	the	misdemeanour.

The	question	that	arises	is	whether	the	principle	of	secrecy	of	the	identity	of	

sources	is	an	immutable	principle,	even	under	those	circumstances	where	there	

is	overwhelming	public	interest	in	the	matter.	The	ready	answer	to	this	question	

is	 that	the	consequences	of	confirming	such	an	allegation,	were	 it	 true,	would	

have	been	to	violate	the	principle	of	honouring	the	confidentiality	which	inform-

ants	expect	when	providing	information	to	authorities.	That	the	allegations	were	

made	at	all	by	Shaik	and	Maharaj,	and	prompted	the	establishment	of	a	high-level	

enquiry,	suggests	that	there	were	unresolved	questions	about	the	transition	and	

the	records	of	the	past.

ConCLuDIng ReMARks

The	Ministry	for	Intelligence	Services	has	played	an	ambivalent	leadership	role	in	

respect	of	the	PAIA,	appearing	at	first	to	support,	and	even	co-ordinate,	applica-

tions	by	the	NIA	and	SASS	for	exemption	from	the	requirements	that	public	bodies	

produce	a	manual.	The	grounds	on	which	the	exemption	was	requested	were	very	

vague,	and	suggested	little	in-depth	policy	debate	before	making	the	application.

One	of	the	most	telling	indications	of	the	intelligence	services’	approach	to	

PAIA	came	in	their	response	to	SAHA’s	application	for	access	to	sensitive	records	

transferred	 from	the	TRC	to	 the	Minister	of	Justice,	who	was	also	responsible	

for	the	intelligence	services.	The	NIA	transferred	the	request	to	the	DOJ,	which	
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had	received	a	similar	 request	directly	 from	the	SAHA.	The	DOJ	 then	became	

embroiled	in	a	long,	behind-the-scenes	battle	to	wrest	control	of	the	documents	

from	the	ministry	for	intelligence	services,	in	order	to	process	the	request.

Had	the	matter	not	been	settled	out	of	court,	it	is	likely	that	considerations	

that	were	raised	in	the	Southwood	judgment	would	have	surfaced.	One	is	that	the	

classification	of	a	record	as	secret	is	not	a	sufficient	ground	for	refusal.	The	label-

ling	of	a	document	as	being	secret	or	top	secret	has	no	legal	weight;	it	is	a	mere	

administrative	measure,	at	least	it	was	then.	The	onus	remains	on	requesters	to	

prove	that	when	records	are	withheld,	the	reasons	comply	with	the	grounds	for	

refusal	contained	in	the	PAIA.	It	is	also	clear	that	the	Protection	of	Information	Act	

cannot	be	used	as	a	basis	for	refusing	access.	That	Act	has	its	own	purpose,	namely	

criminalising	the	unauthorised	disclosure	of	information,	and	can	only	be	applied	

in	accordance	with	its	own	provisions.	In	the	case	of	the	Hefer	Commission,	when	

the	intelligence	services	were	called	upon	to	reveal	whether	Ngcuka	had	been	an	

agent	of	an	apartheid	security	service,	there	appears	to	have	been	a	lacuna	which	

the	presiding	judge	was	unable	to	fill.	Either	the	legislative	framework	was	inad-

equate,	or	the	way	in	which	available	instruments	are	utilised	is	not	given	due	

thought	and	appropriate	application	by	the	executive.

The	issue	of	apartheid-era	records	is	very	much	alive,	and	in	the	public	con-

sciousness.	Most	of	the	requests	by	individuals,	through	SAHA,	to	the	NIA	were	

for	records	about	them	held	by	the	state.	Policy	needs	to	be	formulated,	and	a	

legal	framework	established,	for	dealing	with	this	issue.	Ideally,	the	intelligence	

services	should	undertake	a	proactive	declassification	process	and	provide	infor-

mation	 about	 the	 records	 available	 to	 the	 public,	 in	 order	 to	 avoid	 becoming	

involved	in	time-consuming	searches	for	records,	and	possibly	expensive	litiga-

tion	over	access	disputes.	There	also	needs	to	be	a	review	of	the	legal	basis	of	the	

procedures	and	criteria	for	classification.	The	following	factors,	which	are	not	part	

of	the	interdepartmental	review	process,	should	be	addressed	in	the	regulatory	

framework:	the	criteria	for	classification	aligned	with	PAIA;	possible	restrictions	

on	who	has	the	authority	to	classify	records;	and	stricter	oversight	of	classification	

procedures.



PART THREE

Lessons, conclusions, and 
policy recommendations





In the decade after the	 Cold	 War,	 many	 countries	 introduced	 access	 to	

information	 legislation,	 also	 commonly	 referred	 to	 as	 freedom	 of	 informa-

tion	legislation.	They	included	Japan	(1999),	South	Africa	(2000),	South	Korea	

(1996),	Iceland	(1996),	Thailand	(1997),	the	United	Kingdom,	and	a	number	of	

East	and	Central	European	countries.	They	joined	a	number	of	countries	that	had	

already	enacted	such	laws,	including	Sweden	(1949),	the	United	States	(1966),	

the	Netherlands	(1980),	Canada	(1982)	and	Australia	(1982).	This	trend	has	usu-

ally	reflected	a	demand	for	greater	accountability	on	the	part	of	government	and	

other	public	bodies,	especially	following	crises	of	confidence	related	to	security	

issues	or	foreign	relations.

As	security	and	intelligence	organisations	work	largely	in	secret,	studying	how	

access	to	information	legislation	impacts	on	their	operations	in	democracies	may	

be	useful	for	South	Africa.	Although	different	parliamentary	democracies	adopt	

access	to	information	legislation	in	response	to	different	historical	circumstances	

and	concerns,	reflecting	on	their	experiences	can	cast	greater	light	on	the	ten-

sions	between	national	security	interests	on	the	one	hand	and	the	public’s	right	of	

access	to	information	on	the	other.

the unIteD stAtes

The	 United	 States	 has	 a	 long-established	 tradition	 of	 freedom	 of	 information,	

and	is	often	seen	as	having	many	of	the	answers	managing	the	balance	between	

secrecy	 and	 transparency.	 Yet	 it	 is	 important	 to	 remember	 that	 freedom	 of	

CoMPARAtIVe InteRnAtIonAL exPeRIenCes
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information	in	the	United	States	arose	out	of	particular	historical	conditions,	and	

that	many	gains	are	the	results	of	struggles	in	and	outside	of	the	courts.

origins of the Freedom of Information Act
In	1966,	Congress	enacted	the	Freedom	of	Information	Act	(FOIA),	which	intro-

duced	a	general	right	of	access	to	public	records.	This	was	in	response	to	state	

departments,	which	were	increasingly	resorting	to	secrecy,	often	citing	Cold	War	

imperatives	as	justification.	Prior	to	1966,	there	was	no	general	right	to	inspect	

federal	records,	although	some	states	had,	in	differing	degrees,	introduced	vari-

ous	forms	of	open	government.	Under	a	provision	of	the	Administrative	Procedure	

Act,	federal	records	were	available	to	‘persons	properly	and	directly	concerned’,	

subject	to	vague	exceptions	that	were	intended	to	protect	the	public	interest	but	

had	no	supporting	judicial	remedy.	This	provision	was	ultimately	repealed	and	

replaced	by	the	FOIA,	as	it	had	in	effect	become	a	charter	to	withhold	rather	than	

an	instrument	of	disclosure	(Adler,	1991).

The	 FOIA	 is	 better	 understood	 in	 the	 context	 of	 other	 laws	 that	 impact	 on	

access	to	information	and	balance	the	interests	of	the	individual.	One	such	law	is	

the	Government	in	the	Sunshine	Act	(‘Sunshine	Act’)	of	1976,	which	was	based	on	

the	view	that	the	government	should	conduct	the	public’s	business	in	public.	This	

Act	applies	to	all	agencies	that	are	subject	to	the	FOIA,	and	opens	their	meetings	

to	the	public;	it	contains	exemptions	that	mirror	closely	those	found	in	the	FOIA.	

Another	law	is	the	Privacy	Act	of	1974,	which	reinforces	the	constitutionally	pro-

tected	right	of	privacy	of	American	citizens,	and	includes	a	system	for	individuals	

to	access	records	about	themselves	(with	exceptions).	Through	this	Act,	Congress	

has	acknowledged	and	sought	to	regulate	the	practices	affecting	the	right	to	pri-

vacy,	such	as	the	collection,	use	and	dissemination	of	personal	information	by	the	

federal	agencies,	made	easier	by	the	use	of	computers	and	technology.

Main features of the Freedom of Information Act
The	FOIA’s	premise	is	that,	unless	exempt	from	this	requirement,	all	federal	gov-

ernment	records	must	be	accessible	to	the	public.	Any	member	of	the	public	(‘any	

person’)	may	request	a	record:	the	Act	does	not	stipulate	a	citizenship	require-

ment,	and	the	courts	have	interpreted	the	definition	to	include	foreign	citizens,	

corporations	and	governments.	A	requester	does	not	have	to	give	a	reason	for	the	

request.	The	Act	also	limits	the	response	times	for	requests	to	be	attended	to,	the	

costs	of	making	requests	and	an	appeals	mechanism.	In	the	beginning,	some	fed-

eral	agencies	resisted	the	Act	and	employed	a	variety	of	ways	to	discourage	its	use,	

such	as	high	fees,	long	delays	and	claims	that	they	could	not	find	the	requested	
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materials	(Adler,	1991).	This	led	to	a	review	of	the	Act	and	various	amendments	

in	1974.	In	1976,	minor	amendments	were	introduced	that	dealt	with	standards	

for	determining	more	precisely	which	‘other	statutes’	could	be	used	as	grounds	for	

withholding	information.

Further	amendments	were	enacted	in	1986,	when	the	United	States	govern-

ment	was	concerned	that	the	Act’s	exemptions	did	not	adequately	protect	from	

disclosure	confidential	sources,	ongoing	investigations,	certain	manuals	and	other	

sensitive,	non-investigative,	 law	enforcement	materials.	Thus	the	amendments	

included	 the	 following	 exclusions:	 records	 whose	 disclosure	 would	 interfere	

with	criminal	proceedings	of	which	the	subject	is	not	aware;	informant	records	

requested	by	a	third	party	according	to	the	name	or	personal	identification;	and	

classified	records	of	the	FBI	pertaining	to	foreign	intelligence,	counterintelligence	

or	international	terrorism	(Adler,	1991).

grounds for refusal (exemptions)
The	FOIA,	 in	 its	current	form,	provides	for	the	following	exemptions:	national	

security	 information;	 internal	 agency	 rules;	 information	 exempted	 by	 other	

statutes;	business	information;	litigation	to	reverse	FOIA;	personal	privacy;	law	

enforcement	records;	financial	institutions’	records,	and	oil	well	data.	Of	partic-

ular	relevance	to	intelligence	is	the	first	exemption,	which	states	that	the	FOIA	

does	not	apply	to	matters	specifically	authorised	to	be	kept	secret,	in	the	interest	

of	national	defence	or	foreign	policy,	under	criteria	established	by	an	executive	

order.	However,	the	American	security	and	intelligence	services	are	not	excluded	

from	the	Act’s	provisions;	indeed	they	have	been	the	targets	of	civil	rights	groups	

and	a	massive	body	of	case	law	has	developed	around	the	courts’	application	of	

the	Act.

The	United	States	makes	statutory	provision	for	the	protection	of	classified	

information.	Executive	order	no.	12356	clarifies	 which	 information	 should	 be	

classified.	The	categories	are:	military	plans,	weapons	or	operations;	the	vulner-

abilities	or	capabilities	of	systems,	installations,	projects	or	plans	relating	to	the	

national	security;	foreign	government	information;	intelligence	activities	(includ-

ing	 special	 activities),	 or	 intelligence	 sources	 or	 methods;	 foreign	 relations	 or	

foreign	activities	of	the	United	States;	scientific,	technological	or	economic	mat-

ters	relating	to	the	national	security;	government	programmes	for	safeguarding	

nuclear	materials	or	facilities;	cryptology;	a	confidential	source;	or	other	catego-

ries	of	information	related	to	the	national	security	that	require	protection	against	

unauthorised	disclosure,	as	determined	by	the	president,	agency	heads	or	other	
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officials	who	have	been	granted	original	classification	authority	by	the	president	

(Adler,	1991).

status of CIA files
The	American	security	and	intelligence	agencies	are	not,	as	a	class,	exempt	from	

the	provisions	of	the	FOIA.	However,	in	1984,	Congress	amended	the	National	

Security	Act	of	1947	to	allow	certain	‘operational	files’	of	the	CIA	to	be	exempt	

from	the	search	and	review	requirements	of	the	FOIA	(Adler,	1991).	Significantly,	

this	 amendment	 was	 passed	 with	 the	 support	 of	 the	 American	 Civil	 Liberties	

Union,	a	vocal	freedom	of	information	advocacy	organisation.	Through	this	stat-

ute,	Congress	hoped	to	relieve	the	agency	of	the	frustrating	administrative	burden	

of	having	to	search	and	review	certain	files	that	‘almost	invariably	prove	not	to	

be	releasable	under	the	FOIA’.	And	in	this	way,	the	statute	aims	at	reducing	the	

processing	backlog	and	delays	in	responding	to	FOIA	requests,	‘while	preserving	

undiminished	the	amount	of	meaningful	information	releasable	to	the	public’	and,	

in	addition,	keeping	CIA	sources	confidential	(Adler,	1991).

‘Operational	 files’	 included	 files	 of	 the	 operations,	 science	 and	 technology,	

and	security	directorates.	The	operations	directorate’s	files	document	the	conduct	

of	 foreign	intelligence	or	counterintelligence	operations,	 intelligence,	security,	

liaison	arrangements,	information	exchanges	with	foreign	governments	or	their	

intelligence	or	security	services.	The	science	and	technology	directorate’s	files	

document	foreign	intelligence	or	counterintelligence	collection	through	scientific	

and	technical	systems.	The	security	office’s	files	document	investigations	into	the	

suitability	of	potential	 foreign	 intelligence	or	counterintelligence	sources.	Sig-

nificantly,	files	that	are	the	sole	repository	of	disseminated	intelligence	are	not	

regarded	as	operational	files	(Adler,	1991).

Impact of freedom of information legislation
Freedom	of	information	has	been	used	extensively	in	the	United	States	to	defend	

and	uphold	constitutional	rights.	In	a	political	environment	that	has	simultane-

ously	 addressed	 the	 challenges	 of	 classification	 and	 declassification	 for	 which	

there	is	also	an	Executive	Order,	the	intelligence	agencies	could	not	afford	to	be	

complacent	 about	 the	 issue	 of	 access	 to	 information.	 As	 a	 consequence,	 there	

exists	a	culture	of	public	information	about	the	workings	of	the	intelligence	com-

munity,	which	translates	into	the	many	courses	offered	by	universities,	academic	

research,	as	well	as	a	critical	media.

The	Commission	on	Protecting	and	Reducing	Government	Secrecy	(Moynihan	

Commission	 1997)	 was	 established	 in	 the	 mid-1990s,	 in	 response	 to	 public	
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concerns	about	the	extent	of	governmental	secrecy.	Its	1997	report	found	that	the	

subjectivity	of	officials	led	to	inconsistent	interpretation	and	application	of	the	

classification	and	declassification	criteria.	As	this	secrecy	system	had	no	statutory	

basis,	 each	 time	 the	 administration	 changed,	 a	 new	 classification	 and	 declas-

sification	executive	order	was	issued.	The	commission	found	that	these	regular	

amendments	disrupted	the	efficient	administration	of	the	classification	system.	

Dissenting	public	officials	quite	often	simply	dragged	their	feet	on	implementing	

policy	changes,	knowing	full	well	that	the	appointment	of	the	next	administra-

tion	would	bring	yet	another	change.	The	commission	also	expressed	concern	over	

the	reliance	on	the	Freedom	of	Information	Act	as	an	instrument	for	declassifica-

tion.	The	FOIA	is	limited,	as	it	only	applied	to	individuals	making	requests.	This	

naturally	makes	it	difficult	for	interested	parties	to	make	requests	about	secrets	

to	agencies.	The	agencies	are	at	an	advantage,	as	they	can	choose	to	cut	out	sub-

stantial	chunks	of	 information,	which	might	have	provided	the	requester	with	

significant	contextual	information.	Concerned	that	a	culture	of	openness	would	

never	develop	unless	a	culture	of	secrecy	is	restrained,	the	commission	recom-

mended	mechanisms	for	the	proactive	declassification	of	intelligence	records	and	

oversight	structures	to	ensure	compliance	with	this	process	(Moynihan	Commis-

sion,	1997).

The	 United	 States’	 intelligence	 services	 are	 subject	 to	 extensive	 and	 public	

scrutiny,	which	ensures	a	significant	degree	of	transparency	about	them.	Over	the	

years,	congressional	committees,	several	government-initiated	reviews,	a	culture	

of	litigation,	the	presence	of	civil	liberties	organisations,	have	all	contributed	to	a	

significant	amount	of	information	and	records	about	the	services	being	placed	in	

the	public	domain.

CAnADA

In	 Canada,	 two	 pieces	 of	 complementary	 and	 mutually	 balancing	 legislation	

deal	with	freedom	of	information:	the	Access	to	Information	Act	of	1982	and	the	

Privacy	Act,	1982.

origins of the Access to Information Act
The	Trudeau	government	introduced	this	legislation	at	a	time	when	Canada	was	

undergoing	substantial	constitutional	reform.	The	McDonald	Commission	had	

been	set	up	to	investigate	abuses	in	the	Royal	Canadian	Mounted	Police	(RCMP),	

amid	growing	controversy	over	the	role	of	the	security	forces.	The	result	was	the	
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establishment	of	a	civilian	intelligence	agency,	the	Canadian	Security	Intelligence	

Service	(CSIS),	in	1984.

The	Canadian	legislation	covers	all	132	federal	agencies	including	the	secu-

rity	services.	In	addition	several	regional	authorities,	including	Ontario,	Quebec,	

British	Columbia	and	Quebec,	have	introduced	access	to	information	legislation,	

covering	thousands	of	institutions.

Main features of the Act
The	 Access	 to	 Information	 Act	 of	 1982	 promotes	 the	 following	 principles:	

government	information	being	made	available	to	the	public;	limited	and	specific	

exceptions	to	the	right	of	access;	and	independent	(of	government)	reviews	of	

disclosure	decisions.	In	Canada,	the	Act’s	use	is	restricted	to	citizens	and	perma-

nent	residents	or	persons	present	in	Canada,	thereby	excluding	foreigners.	As	in	

the	USA,	the	security	and	intelligence	agencies	are	not	excluded	from	the	ambit	

of	the	Act.

In	compliance	with	the	requirement	to	publish	categories	of	information	held,	

the	CSIS	lists	the	following:	communications	security;	planning	and	co-ordination	

of	activities;	counter-intelligence	and	counter-terrorism;	access	and	disclosure	

procedures	 and	 requests;	 personnel	 records;	 internal	 security	 of	 the	 Service;	

scientific,	operational	and	technical	support;	supply	of	security	assessments	to	

other	government	departments;	and	policy,	administration	and	management	of	

operations	involving	human	sources	(Hazell,	1989).

Under	the	Act,	a	public	body	must	disclose	a	record	if	there	is	such	a	request.	

However,	 the	 general	 principles	 are	 that	 a	 government	 body	 is	 not	 obliged	 to	

create	a	record	that	does	not	exist.	CSIS	receives	requests	from	a	wide	range	of	

sources	including	historians,	many	of	whom	admit	to	submitting	similar	requests	

to	several	agencies	in	the	hope	of	getting	as	comprehensive	an	answer	as	possible.	

Part	of	the	reason	for	this	 is	that	the	CSIS	frequently	uses	the	provision	in	the	

Act	that	allows	them	to	neither	confirm	nor	deny	the	existence	of	information	on	

current	operations;	the	main	concern	seems	to	be	to	able	to	provide	lifelong	pro-

tection	for	those	who	have	acted	as	human	sources.

In	the	Canadian	Act,	the	following	kinds	of	 information	are	protected	from	

disclosure:	information	relating	to	national	security	and	defence;	international	

relations;	law	enforcement;	cabinet	discussions;	civil	service	advice;	legal	advice;	

damage	 to	 the	 economy;	 commercial	 information;	 personal	 information;	 and	

information	protected	by	other	statutes.

Canada’s	diverse	system	of	controls	over	the	security	and	intelligence	commu-

nity	provides	a	fair	measure	of	public	accountability	in	this	area	of	governance.	
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Following	recommendations	by	the	McDonald	Commission,	an	independent	body	

was	established	to	review	the	functioning	of	the	CSIS:	the	Security	Intelligence	

Review	Committee	(SIRC),	whose	members	are	all	privy	councillors	appointed	

by	the	governor-in-council,	after	consultation	by	the	prime	minister	with	lead-

ers	of	the	major	opposition	parties.	The	SIRC’s	four	main	functions	are	to:	review	

CSIS’s	performance	of	its	duties;	investigate	complaints	of	any	persons	against	the	

CSIS;	investigate	complaints	about	security	clearances;	and	review	cases	concern-

ing	national	security	matters.	SIRC	releases	an	annual	report	to	the	public	about	

its	work,	and	generally	has	the	confidence	of	the	public	(Rankin,	1986).	Another	

mechanism	of	control	 is	 the	 Inspector-General,	appointed	by	 the	cabinet.	Like	

the	SIRC,	the	Inspector-General	has	wide	access	to	CSIS	documentation,	except	

for	cabinet	records.	In	Canada,	ministerial	responsibility	lies	with	the	solicitor-

general,	to	whom	the	CSIS,	the	Inspector-General	and	the	SIRC	all	report	(Rankin,	

1986).

Canada,	like	many	other	countries,	learned	the	lesson	of	allowing	the	security	

services	to	function	under	conditions	of	unaccountability.	The	legislative	meas-

ures	put	in	place	are	impressive	but	not	without	problems.	However,	Canada	is	

a	useful	comparison	for	South	Africa,	which	has	adopted	many	features	of	the	

legislation	dealing	with	access	and	the	functioning	of	its	domestic	security	service,	

which	in	many	respects	can	be	equated	to	South	Africa’s	NIA.

InDIA

Like	South	Africa,	India	is	an	established	democracy	that	is	beset	with	problems:	

a	colonial	 legacy,	 including	a	Westminster	system	of	government,	and	the	ves-

tiges	of	many	British	dominion	laws;	an	economically	stratified	society,	of	deep	

social,	religious	and	caste	divisions;	and	a	volatile	political	climate.	Even	with	

these	problems,	India	remains	one	of	the	world’s	largest	parliamentary	democ-

racies.	Bordered	by	Pakistan,	China,	Bangladesh	and	Nepal,	its	conflicts	with	its	

neighbours,	particularly	Pakistan,	are	well	documented.	Internally,	Indian	poli-

tics	is	fraught	with	conflict,	which	has	sometimes	claimed	scores	of	civilian	lives.	

Despite	these	conditions,	the	right	to	information	has	been	a	concern	throughout	

the	decades	of	freedom.

origins of the Right to Information Act
For	several	years,	the	Indian	government	had	been	under	pressure	to	introduce	

access	to	information	legislation,	and	eventually	introduced	a	bill	at	federal	level	

in	1999.	The	genesis	of	the	right	to	information	dates	back	to	1975	when,	in	the	
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case	of	State of Uttar Pradesh v Raj Narayan,	the	Supreme	Court	of	India	acknowl-

edged	that,	although	not	specified	in	the	constitution,	the	right	to	information	was	

implied	in	the	right	to	freedom	of	speech	and	conscience.	The	Supreme	Court	later	

ruled	(in	1982),	in	the	case	of	SP Gupta v President of India,	that	access	to	govern-

ment	information	was	an	essential	part	of	the	fundamental	right	to	freedom	of	

speech	and	expression,	stating:

The	concept	of	an	open	government	is	the	direct	emanation	from	the	right	to	

know	which	seems	implicit	in	the	right	of	free	speech	and	expression	guaran-

teed	under	Article	19(1)(a).	Therefore,	disclosures	of	 information	in	regard	

to	the	functioning	of	Government	must	be	the	rule,	and	secrecy	an	exception	

justified	only	where	the	strictest	requirements	of	public	interest	so	demands.	

The	approach	of	the	Court	must	be	to	attenuate	the	area	of	secrecy	as	much	as	

possible	consistently	with	the	requirement	of	public	interest,	bearing	in	mind	

all	the	time	that	disclosure	also	serves	an	important	aspect	of	public	interest.	

(Martin	&	Feldman,	1998)

In	1997,	the	Indian	government	established	a	working	group	to	draft	a	bill	that	

would	 provide	 a	 general	 right	 of	 access	 to	 information,	 and	 create	 a	 National	

Council	for	Freedom	of	Information	and	State	Councils.	In	February	1999,	Presi-

dent	KR	Narayan	announced	the	government’s	intention	to	introduce	the	Freedom	

of	Information	Bill.

The	bill	was	strongly	resisted,	particularly	by	public	officials	(India	Together,	

2006),	and	the	version	passed	in	2000	was	discredited	as	a	half-hearted	commit-

ment	to	freedom	of	information.	The	bill	was	withdrawn	shortly	afterwards	and	

replaced	by	a	version	that	satisfied	at	least	some	of	the	critics’	concerns.

Legislative framework for the intelligence services
India’s	strained	relations	with	its	neighbours	have	resulted	in	the	country	adopting	

a	defensive	security	stance.	National	security	is	seen	to	require	strong	intelligence	

and	 defence	 capabilities	 to	 protect	 territorial	 integrity;	 and	 strong	 police	 and	

domestic	security	capacities,	to	counter	perceived	domestic	security	threats.	There	

is,	in	a	sense,	continuity	in	the	aims	of	the	security	institutions:	under	British	rule,	

they	protected	British	interests;	on	attaining	independence,	they	were	converted	

to	serve	the	interests	of	the	ruling	elite	and	found	themselves	increasingly	at	odds	

with	marginalised	political	groups	(Subrahmanyam	2000).

In	India,	the	organisation	and	responsibilities	the	intelligence	services	are	not	

established	or	regulated	by	legislative	parliamentary	acts.	And	it	is	against	this	

background	that	the	application	of	freedom	of	information	legislation	must	be	
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seen.	Nonetheless,	public	access	is	affected	by	the	many	laws	regulating	public	

safety	and	national	security:	the	Official	Secrets	Act;	Criminal	Procedure	Code;	

Indian	 Telegraph	 Act;	 Armed	 Forces	 Special	 Powers	 Act;	 Disturbed	 Areas	 Act;	

Public	Safety	Act;	National	Security	Act;	and	the	Terrorist	and	Disruptive	Activi-

ties	Act	(FAS	Intelligence	Resource	Programme,	2001).

Main provisions of the Freedom of Information Act
One	of	the	legacies	of	British	rule	was	the	Official	Secrets	Act	of	1923,	which	made	

the	disclosure	of	classified	information	in	India	a	criminal	offence.	The	Act	was	

based	on	the	UK	Official	Secrets	Act.	In	the	motivation	for	the	Freedom	of	Infor-

mation	Bill,	it	was	said	that,	once	passed	by	parliament,	it	would	take	precedence	

over	the	Official	Secrets	Act	and	be	only	for	the	use	of	Indian	citizens.	The	bill	

would	be	applicable	to	all	federal	public	authorities	and	require	them	to	maintain	

records,	which	would	be	subject	to	disclosure	on	request.	The	bill	required	public	

authorities	to	appoint	public	information	officers,	and	assist	persons	wishing	to	

access	information,	Recognising	the	unequal	levels	of	literacy,	this	assistance	was	

to	include	translating	verbal	requests	into	written	form.	The	bill	also	provided	for	

an	internal	appeal	to	a	designated	individual	or	office	within	the	public	body	to	

which	the	original	request	was	made,	in	the	event	of	a	refusal.	The	federal	bill	

was	finally	passed	as	the	Right	to	Information	Act,	and	became	operational	on	

12	October	2005	(India	Together,	2006).

exclusions and exemptions
Article	16	of	the	bill	provided	for	a	blanket	exclusion	of	all	intelligence	and	security	

organisations	listed	in	the	schedule,	which	the	central	government	may	amend	

by	notification.	Not	surprisingly,	the	legislation	adopted	by	states	included	exclu-

sions	that	were	aligned	to	the	national	Act.	Rajasthan	was	one	of	the	first	states	

to	introduce	freedom	of	information	legislation.	In	section	five	of	the	Rajasthan	

Right	to	Information	Act,	the	grounds	for	refusal	apply	to	information	whose	dis-

closure	would	prejudicially	affect	the:	sovereignty	and	integrity	of	India;	security	

of	the	state;	conduct	of	international	relations,	including	information	received	in	

confidence	from	foreign	governments,	their	agencies	or	international	organisa-

tions;	the	conduct	of	centre-state	relations,	including	information	exchanged	in	

confidence	between	the	central	and	state	government	or	any	of	their	authorities/

agencies;	 the	frankness	and	candour	of	 internal	discussions,	 including	cabinet	

papers,	interdepartmental/intradepartmental	notes,	correspondence	and	papers	

containing	advice	and	opinions	relating	to	internal	policy	analysis.
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In	summary,	the	introduction	of	freedom	of	information	legislation	was	a	posi-

tive	step	for	India,	although	the	categorical	exclusion	of	the	intelligence	services	

from	the	bill	suggests	that	the	public	will	continue	to	be	afforded	little	official	

information	about	their	functioning.

Lessons FoR south AFRICA

South	Africa	can	derive	many	lessons	from	studying	the	access	to	 information	

legislation	in	other	countries	and	its	relevance	to	the	intelligence	services.

In	some	countries	(for	example	India),	the	security	and	intelligence	agencies	

are	specifically	excluded	from	the	access	to	information	legislation.	However,	in	

other	countries,	such	as	the	United	States	and	Canada,	the	intelligence	agencies	

are	subject	to	freedom	of	information	legislation.

The	 one	 common	 area	 is	 the	 range	 of	 exceptions.	 Generally,	 the	 following	

categories	of	information	are	exempt	from	disclosure:	private	information	about	

individuals;	information	relating	to	defence,	security,	and	international	relations;	

information	about	ongoing	investigations	in	the	law	enforcement	sector;	commer-

cial	and	economic	information;	and	operational	procedures	of	public	bodies.	In	

relation	to	intelligence,	the	scope	covers	the	identities	of	sources	and	intelligence	

officers.	Thus,	provision	is	made	to	protect	information	held	by	the	intelligence	

services,	even	when	they	are	subject	to	the	access	to	information	legislation.

Official	secrets	legislation	or	regulations	generally	co-exist	with	freedom	of	

information	legislation.	The	introduction	of	the	latter	has	certainly	not	sounded	

the	death	knell	for	official	secrecy.	Indeed	the	state’s	right	of	refusal	to	disclose	

security	and	defence	information	seems	to	be	an	inalienable	given,	which	makes	

the	need	for	managing	classification	and	declassification	of	information	especially	

relevant.

Some	countries	have	 introduced	separate	 legislation	 to	protect	 the	privacy	

of	the	individual,	to	ensure	that	persons	have	access	to	information	about	them-

selves,	and	that	such	information	may	not	be	disclosed	to	unauthorised	persons.	

However,	such	legislation	usually	excludes	‘national	security’	information.

In	 other	 aspects	 there	 is	 little	 uniformity.	 Certain	 countries	 have	 a	 well-

established	body	of	 judicial	precedence,	as	 in	 the	case	with	 the	United	States,	

while	others	do	not,	which	is	the	case	with	Canada.	Nevertheless,	in	many	cases,	

the	trend	is	to	link	access	to	information	legislation	with	other	oversight	mecha-

nisms,	such	as	parliamentary	oversight	bodies	(in	Canada’s	case,	a	privy	council)	

and	inspectors-general	reporting	to	a	minister	or	the	legislature.
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Despite	 the	above	similarities,	 it	 is	necessary	 to	be	circumspect	 in	deriving	

lessons	 from	 the	 example	 of	 other	 countries.	 While	 belonging	 to	 the	 body	 of	

countries	that	has	adopted	freedom	of	information	legislation,	South	Africa	has	

done	so	under	specific	circumstances,	in	response	to	particular	pressures,	and	at	a	

certain	level	of	maturity	and	stage	of	evolution.

Managing records from the past
Apart	 from	 access	 to	 information	 legislation	 and	 how	 countries’	 intelligence	

services	may	be	subject	to	it,	there	may	be	value	in	reflecting	on	how	societies	in	

transition	manage	their	records.	In	South	Africa,	the	issue	of	whether	a	separate	

regulatory	regime	is	required	for	the	handling	of	such	record	appeared	to	have	

been	unresolved	when	the	Hefer	Commission	sat.

The	example	of	former	communist	countries	in	handling	records	of	the	state	

security	apparatuses	is	sometimes	referred	to.	After	the	collapse	of	the	Berlin	Wall	

and	the	East	German	state,	the	new	integrated	German	state	acted	quickly	to	take	

control	of	the	records	of	former	communist	state,	and	went	as	far	as	publishing	

legislation	that	regulated	access	to	and	the	utilisation	of	security	service	records.	

The Act Regarding the Records of the State Security Service of the Former German 

Democratic Republic (Stasi Records Act)	was	passed	in	December	1991.	It	aimed	to	

facilitate	individual	access	to	personal	data	which	the	State	Security	Service	had	

stored	on	individuals,	to	protect	the	privacy	of	individuals,	to	promote	the	‘histori-

cal,	political	and	juridical	reappraisal	of	the	activities	of	the	State	Security	Service’	

and	to	provide	public	and	private	bodies	with	access	to	the	information	required	

to	achieve	the	purposes	of	the	act	(section	1,	Stasi	Records	Act	1991).

The	act	is	detailed	and	prescriptive	about	the	use	of	the	records,	and	directs	

the	conditions	under	which	particular	categories	of	records	should	be	directed	

to	particular	agencies,	when	they	may	be	used	for	criminal	proceedings,	and	the	

conditions	under	which	access	to	personal	records	may	be	given.	It	also	carefully	

details	which	records	are	subject	to	the	Act,	and	which	are	not.

The	act	is	also	very	particular	about	procedure.	All	requests	for	access	to	the	

relevant	records	of	 the	 former	Stasi	must	be	made	 in	writing,	and	a	requester	

must	properly	identify	himself	or	herself.	Particular	care	is	exercised	in	determin-

ing	what	access	is	given.	In	Part	3	of	the	Act	(Use	of	the	State	Security	Service	

Records),	it	is	specified	that	where	a	person	has	requested	information	pertain-

ing	to	records	about	himself	for	herself,	if	information	about	third	parties	might	

be	disclosed	through	the	inspection	of	such	access	to	a	record,	these	third	par-

ties	must	give	their	consent.	Access	can	be	granted	if	‘separation	of	personal	data	

regarding	other	data	subjects	or	third	parties	is	not	possible	or	is	possible	only	
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with	unreasonable	effort,	and	there	is	no	reason	to	assume	that	the	other	data	

subjects	or	third	parties	have	an	overriding	legitimate	interest	in	keeping	them	

secret’	(section	12,	4.2.).

The	person	responsible	for	the	execution	of	the	Act	is	a	Federal	Commission,	

responsible	to	the	Interior	Minister.	The	powers	of	the	Commissioner	are	spelt	out	

in	law,	as	are	the	measures	that	must	be	taken	by	the	incumbent	to	ensure	the	

safety,	integrity	and	security	of	the	records.	The	Federal	Minister	is	assisted	by	a	

statutory	Advisory	Commission.

The	Stasi	Records	Act	has	a	whole	section	dealing	with	data	subjects	and	third	

parties	(section	13),	‘data	subjects’	being	persons	about	whom	the	State	Security	

Service	collected	personal	data	by	deliberate,	including	secret,	information-gath-

ering	or	spying.	As	a	rule,	data	subject	enjoy	the	right	of	access	to	information	to	

records	about	them.	In	their	requests,	they	would	be	expected	to	supply	particu-

lars	which	make	it	possible	to	locate	the	records,	but	‘the	purpose	for	which	the	

information	is	requested	need	not	be	given’	(s.13.1).	The	act	is	strongly	weighted	

in	favour	of	data	subjects’,	to	the	extent	of	exposing	those	who	have	collected	or	

provided	the	information	that	made	its	way	to	the	police.	Section	13.5	states:

If	 code	 names	 of	 employees	 of	 the	 State	 Security	 Service	 who	 gathered	 or	

evaluated	personal	data	regarding	the	data	subject,	or	names	of	 their	offic-

ers,	 together	 with	 particulars	 which	 make	 it	 possible	 to	 positively	 identify	

these	employees,	can	be	found	in	the	existing	prepared	records	which	the	data	

subject	has	inspected	or	for	which	he	obtains	duplicates,	the	names	of	such	

employees	shall	be	provided	to	the	subject	at	his	request.	Section	1	shall	also	

apply	to	other	persons	who	informed	on	the	data	subject	in	writing,	if	the	con-

tents	of	their	reports	were	written	in	such	a	way	as	to	be	detrimental	to	the	data	

subject.	The	interests	of	employees	and	informers	in	keeping	their	names	secret	

shall	not	rule	out	disclosure	of	their	names.	

Of	interest	is	the	provision	that	the	above	clause	would	not	apply	to	‘employees	of	

the	State	Security	Service	if	they	were	not	at	least	18	years	old	at	the	time	of	the	

activities	in	question’	(s.13.6).	This	raises	the	disturbing	prospect	that	some	of	the	

employees	of	the	State	Security	Service	were	in	fact	mere	children.

Similar	provisions	to	those	found	in	the	Stasi	Act	are	to	be	found	in	Hungar-

ian	law,	which	also	has	a	special	legislative	dispensation	for	records	of	the	former	

Security	Services.	The	law	has	been	reviewed	several	times	over	the	past	decade	

and	today	is	part	of	a	body	of	law	relating	to	the	organisation	of	the	intelligence	

services,	 the	 protection	 of	 individual	 privacy,	 and	 the	 management	 of	 public	

records.	The	act	dealing	with	security	records	of	the	past	is	Act	No.	111	of	2003	
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On the	Disclosure of the Secret Service Activities of the Communist Regime and	on 

the Establishment of the Historical Archives of the Hungarian State Security.	Records	

covered	by	the	act	cover	the	period	21	December	1944	to	14	February	1990.	In	

similar	vein	to	the	Stasi	Act,	the	categories	of	both	those	who	informed	and	those	

who	were	the	targets	of	intelligence	collection	are	defined.	The	Act	then	stipulates	

the	procedures	for	the	handling	of	such	records,	and	the	conditions	under	which	

they	may	be	accessed.

The	Hungarian	law	appears	to	differ	substantively	in	its	handling	of	the	secrecy	

of	identities	of	informers,	from	the	Stasi	Act.	This	is	done	through	the	classifica-

tion	status	accorded	such	records.	Article	2	.1	of	the	act	reads	thus:

The	previous	security	status	of	the	data	to	be	found	in	the	documents	falling	

under	the	effect	of	the	Act	shall	cease	to	exist	by	virtue	of	this	Act,	except	if	the	

classification	of	the	data	is	maintained	by	the	person	entitled	thereto.

This	apparently	under	the	Secrecy	Act	of	1995.	Moreover,	the	security	status	of	the	

data	which	is	subject	to	the	act,	and	which	is	classified	as	secret	under	the	Secrecy	

Act,	may	be	maintained	if	it	applies	to	a	person	who	was	attached	to	the	staff	of	

the	national	security	services	in	the	period	15	February	1990	and	26	May	2002,	

or	to	someone	who	secretly	cooperated	with	the	services.	The	secret	status	can	

also	be	maintained	if	it	applies	to	a	person	whose	activities	or	identity,	if	exposed,	

might	become	the	victim	of	a	crime	seriously	violating	or	endangering	his	or	her	

life,	health	or	personal	freedom,	or	that	of	his	or	her	relatives	(Article	2.2).	In	

general	there	is	a	more	cautious	approach	to	disclosure	even	of	the	former	secu-

rity	service	records,	and	due	regard	is	also	given	to	what	is	considered	to	be	in	

Hungary’s	national	interest.

the handling of records of the former security services
Both	the	Stasi	and	Hungarian	experiences	demonstrate	important	aspects	that	

should	be	considered	when	dealing	with	records	of	former	security	services	of	

authoritarian	societies.	In	such	cases,	as	was	the	case	in	South	Africa,	there	is	a	

desire	to	get	to	the	bottom	of	the	state	secrets,	particularly	the	role	of	the	secu-

rity	services	in	upholding	the	regime.	In	the	South	African	case,	the	TRC	was	one	

of	the	main	vehicles	that	addressed	this	need.	However,	the	Act	establishing	the	

TRC,	the	Promotion of National Unity and Reconciliation Act, 1995, did	not	make	

specific	provision	for	the	handling	of	records	of	the	former	security	services,	in	the	

way	that	the	above	mentioned	Acts	did.	The	TRC	did	have	the	power	to	demand	

records	and	to	issue	subpoenas,	and	in	the	course	of	its	investigations,	it	had	pow-

ers	of	search	and	seizure,	but	there	was	not	and	to	this	date	is	not	a	specific	South	
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African	law	dealing	with	the	management	of	the	records	of	the	former	security	

and	intelligence	services.

The	consequence	has	been	a	chaotic	state	of	affairs.	It	should	be	of	concern	

that	apartheid	era	security	establishment	records	remain	dispersed	throughout	

the	structures	of	the	present	security	establishment,	with	differing	standards	of	

care	 and	 custodianship.	 A	 good	 example	 of	 such	 records	 being	 well	 managed	

is	those	under	the	control	of	the	SANDF.	In	other	cases,	for	example,	surviving	

Security	 Police	 files	 which	 were	 located,	 secured	 and	 listed	 under	 TRC	 direc-

tion	in	1997/8,	were	several	years	later	in	chaos	(interview	with	Verne	Harris,	

1	September	2003).

A	further	problem	has	been	the	illegal	removal	of	records	by	former	members	

of	the	security	establishment.	Other	records	that	found	themselves	in	the	hands	

of	the	TRC	were	not	properly	retrieved	and	handled	when	the	TRC	concluded	its	

work.	The	records	of	the	Bantustan	security	services	have	also	been	compromised,	

having	been	taken	up	in	a	haphazard	way	by	the	different	public	service	and	secu-

rity	sector	institutions.	The	systematic	destruction	of	records,	which	apparently	

continued	even	after	a	democratic	government	had	been	installed,	was	the	direct	

result	of	not	having	a	specific	policy	position	on	what	to	do	with	such	records.

Anecdotal	recollections	by	members	of	the	security	services	suggest	that	the	

former	 regime	 and	 the	 liberation	 movements	 felt	 as	 they	 were	 negotiating	 a	

common	future,	that	the	past	was	best	left	to	rest,	and	that	there	should	be	no	

exposure	of	the	other’s	spies,	because	this	might	have	caused	embarrassment	or	

even	put	the	lives	of	collaborators	at	risk.	The	situation	that	came	to	obtain	then	

was	that	persons,	who	had	been	spied	upon	by	the	apartheid	security	forces,	were	

never	to	know	who	had	betrayed	them.	And	persons	who	defied	the	law	in	giving	

state	secrets	to	the	enemy	(many	of	them	in	the	ranks	of	the	security	police	and	

military	intelligence),	were	given	the	uneasy	assurance	that	the	risks	they	took	

would	not	be	exposed.	In	this	context,	though	and	without	the	protection	of	an	

adequate	policy	and	legal	framework	that	deliberately	balances	the	right	to	know,	

with	the	right	to	protect,	and	takes	into	account	other	imperatives	such	as	the	

right	to	justice,	the	accusations	of	treachery	linger,	causing	the	kind	of	national	

crisis	that	the	claims	against	Ngcuka	that	the	Hefer	Commission	was	required	to	

resolve.	It	may	be	that	South	Africa	still	needs	to	explore	such	a	policy	and	legisla-

tive	framework,	to	forever	put	the	apartheid	ghosts	to	rest.



The primary aim of this	book	has	been	to	explore	a	possible	policy	framework	

for	determining	what	information	about	the	intelligence	services,	or	infor-

mation	held	by	them,	should	be	made	available	to	the	public.	The	route	has	been	

circuitous,	covering	the	history	of	official	secrecy,	the	transition	to	democracy,	

and	some	international	comparisons.	Although	the	focus	has	been	on	the	policy	

for	implementing	PAIA,	the	research	has	raised	broader	issues	of	public	account-

ability,	governance,	and	democratic	control	of	the	intelligence	services.	What	has	

become	evident	are	the	multiple	means	of	accessing	information	about	the	post-

apartheid	intelligence	services.	Therefore,	some	of	the	strengths,	weaknesses,	and	

efficacy	of	different	ways	of	accessing	this	information	have	also	been	assessed.

The	 secrecy	 under	 which	 intelligence	 services	 conduct	 their	 business	 is	 a	

worldwide	 phenomenon,	 and	 a	 feature	 of	 both	 authoritarian	 and	 democratic	

political	systems.	Since	the	end	of	the	Cold	War,	global	conflict	and	internal	insta-

bility	have	persisted	despite	the	introduction	of	the	concept	of	‘human	security’.	

Debates	about	national	security	and	the	governance	of	the	security	sector	have	

raised	important	issues,	both	internationally	and	in	the	developing	world.

States	continue	to	justify	using	extraordinary	regulatory	measures	not	only	

when	there	are	real	and	grave	threats	to	 life	and	limb,	but	under	many	guises	

labelled	as	the	‘national	interest’.	Resorting	to	secrecy	is	an	example	of	such	an	

extraordinary	measure.	By	and	large,	placing	issues	in	the	security	realm	signals	a	

failure	to	address	them	through	the	normal	rules	of	political	engagement.	A	resort	

to	secrecy	by	the	state	(particularly	if	this	is	excessive)	indicates	that	the	normal	

ConCLusIon AnD  
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course	of	politics	has	failed,	and	that	society	is	being	driven	back	into	the	abyss	of	

unaccountable	and	authoritarian	state	conduct.

Deciding	when	official	secrecy	has	become	excessive	is	a	problem	confront-

ing	all	democratic	societies.	Before	1994,	secrecy	in	South	Africa	was	an	integral	

part	of	an	undemocratic,	racially	exclusive	constitutional	order	that	undermined	

human	rights.	 In	post-apartheid	South	Africa	 the	 intelligence	services	are	still	

claiming	a	right	to	secrecy,	because	of	continued	threats	to	national	security	and	

because	they	have	a	constitutional	duty	to	protect	state	secrets,	alongside	their	

duty	to	contribute	to	state	transparency.	Striking	a	balance	between	secrecy	and	

transparency	is	a	continuing	challenge	which,	during	the	first	ten	years	of	democ-

racy,	was	not	helped	by	the	executive’s	inability	to	formulate	a	comprehensive	and	

viable	policy	framework	reconciling	the	constitutional	 imperatives	of	access	to	

information	with	the	intelligence	services’	legitimate	constitutional	role.	The	fact	

that	the	legal	framework	remains	incomplete	and	contradictory	is	evidence	of	this	

failure.

MAnAgIng InteLLIgenCe InFoRMAtIon In the tRAnsItIon

The	legal	framework	that	has	historically	covered	state	information	has	been	prob-

lematic	and	does	not	fit	in	the	post-1994	context.	From	1912	onwards	South	Africa	

was	subject	to	the	Official	Secrets	Act,	which	was	modelled	on	British	legislation	

and	provided	for	severe	penalties	for	disclosing	state	secrets.	This	was	followed	by	

the	Protection	of	Information	Act	of	1982,	which	reinforced	the	culture	of	penal-

ties	for	the	disclosure	of	secrets.	A	debate	about	governmental	accountability	is	

needed	if	a	balanced	approach	to	classification	of	official	information	is	to	emerge.	

Issues	to	be	addressed	include	who	defines	what	is	legitimately	withheld	as	secret	

or	confidential;	what	checks	and	balances	exist	to	ensure	that	officials	exercise	

diligence	in	their	management	of	information;	and	how	members	of	the	public	

can	be	sufficiently	informed	and	reassured	that	government	is	acting	in	their	best	

interests.

In	South	Africa,	the	entrenchment	of	democratic	principles	in	the	new	political	

dispensation	created	the	basis	of	a	new	culture	of	accountability	and	transparency	

in	the	intelligence	services.	While	all	the	old	legislation	establishing	the	apart-

heid	intelligence	organs	has	been	repealed,	and	new	laws	made	to	establish	and	

regulate	the	new	intelligence	services,	there	is	still	a	significant	continuity	with	

the	old	order.	In	terms	of	the	transitional	agreements,	the	administrative	systems	

and	regulations	of	the	NIS	were	to	have	been	used	for	a	short	period	of	time	and	

then	revised.	In	reality,	the	review	has	been	very	slow,	with	the	result	that	the	new	
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services	are	still	operating	under	the	arcane	regulations	and	systems	inherited	

from	the	old	order.

Vestiges	 of	 the	 old	 political	 order,	 the	 law	 and	 administrative	 instruments	

designed	 to	 protect	 classified	 information	 rest	 uneasily	 with	 the	 new	 consti-

tutional	 right	 of	 access	 to	 information.	 These	 relics	 include	 the	 Protection	 of	

Information	Act	of	1982	and	the	MISS,	a	cabinet	directive	that	gives	officials	the	

authority	to	classify	documents	on	the	grounds	of	protecting	national	security,	

and	thus	restrict	public	access	to	the	information	contained	in	the	documents.	The	

MISS	is	a	post-1994	initiative,	but	is	based	on	an	administrative	instrument	inher-

ited	from	the	apartheid	era.

the MeRIts AnD DeMeRIts oF seCReCY

In	South	Africa,	the	implications	of	the	constitutional	right	of	access	to	informa-

tion	have	been	studied	in	areas	such	as	employer-employee	relations,	health,	trade	

practices,	criminal	investigations,	and	trade	matters.	Emerging	from	a	number	of	

conceptual	analyses	(Bok	1978,	1982;	Mathews	1978;	Robertson	1999),	several	

issues	help	to	put	the	policy	options	in	perspective.	A	central	question	is	whether	

a	value	judgment	can	be	attached	to	secrecy	or	transparency,	and	whether	either	

can	 be	 regarded	 as	 good	 or	 bad	 for	 governance,	 especially	 of	 the	 intelligence	

services.	While	this	is	a	complex	issue,	these	authors	make	an	overwhelming	case	

for	more,	rather	than	less,	transparency,	especially	on	the	part	of	public	agencies.

A	cynical	view	is	that	access	to	information	legislation	does	not	necessarily	

facilitate	open	government,	because	the	onus	is	on	the	public	to	ask	for	informa-

tion	rather	than	on	the	government	disclosing	it.	Such	legislation	could	be	seen	

as	little	more	than	a	revised	system	of	information	management,	which	continues	

to	favour	the	elites,	especially	as	such	legislation	rarely	offers	access	to	vital	infor-

mation	about	policy-making,	and	is	weighted	in	favour	of	facilitating	access	to	

personal	files.

These	misgivings	need	to	be	placed	in	context.	In	societies	with	no	access	to	

public	records,	and	where	that	space	is	filled	with	repression,	winning	the	right	

of	access	to	information	is	a	momentous	victory.	One	example	is	South	Africa,	

where	access	to	information	is	entrenched	in	the	constitution	as	a	fundamental	

right.	Moreover,	the	legislation	detailing	the	exercise	of	this	right	–	the	PAIA	–	

promotes	a	culture	of	transparency	by	providing	for	the	voluntary	disclosure	of	

state	information.	The	issue	is	whether	public	bodies	are	doing	enough	to	pro-

mote	knowledge	about	their	mandates	and	functioning.	Do	they	rely	exclusively	

on	administering	the	access	to	information	legislation	to	satisfy	public	curiosity	or	
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demands	for	information?	Is	there	enough	pressure	on	public	bodies	to	produce	

and	disseminate	the	manuals	that	play	such	an	important	role?	Or	should	they	

spread	knowledge	and	information	in	other,	perhaps	more	appropriate,	forms?	

What	is	true	is	that	access	to	information	legislation	alone	will	not	deliver	open,	

transparent,	and	accountable	government,	and	so	other	governance	mechanisms	

to	promote	accountability	should	not	be	abandoned.

Another	concern	is	how	official	records	are	handled	in	times	of	transition,	and	

under	conditions	of	political	normality.	During	periods	of	transition,	the	archival	

record	is	highly	contested:	one	group	seeks	access	in	order	to	confirm	its	fears	

of	the	worst	excesses,	while	the	other	seeks	to	destroy	and	eradicate	evidence	of	

its	shameful	past.	Yet	 the	archival	record	represents	only	officialdom’s	version	

of	reality.	The	intelligence	services	will	only	record	what	the	state	perceives	as	a	

threat	to	security,	to	the	likely	exclusion	of	the	people’s	own	perceptions	of	threats	

to	their	well-being	and	security.	Of	equal	concern	is	that	records	are	often	only	

accessible	to	the	public	official	or	researchers	who	know	of	their	existence,	and	are	

inaccessible	to	the	public.	This	is	precisely	why	public	declarations	of	the	informa-

tion	held	by	the	state,	and	conditions	for	easy	retrieval	and	access	to	such	records,	

become	so	important.	The	argument	is	compelling	for	intelligence	records	to	be	

available	for	scrutiny	so	that	they	can	never	again	be	erased	from	memory,	as	they	

were	under	apartheid,	or	tampered	with	in	order	to	distort	the	account	of	history.

IMPLeMentAtIon oF the PAIA

A	lack	of	state	capacity	has	seriously	hampered	PAIA’s	implementation.	In	fact,	

its	use	has	largely	been	confined	to	organised	NGOs,	at	some	cost	to	themselves.	

The	public	seems	to	know	little	about	the	Act,	and	the	low	levels	of	literacy	in	the	

country	suggest	that	it	will	be	some	time	before	members	of	the	public	make	full	

use	of	it.

The	attitude	of	 the	 intelligence	services	 towards	 the	disclosure	of	 informa-

tion	is	generally	positive,	as	shown	by	their	voluntary	publication	of	information	

through	promotional	material,	websites,	and	responses	to	public	queries	via	the	

media	and	in	parliament.	However,	the	heads	of	the	services	argue	that	they	have	

a	duty	to	protect	the	identities	of	their	members	and	sources	of	information,	and	

the	operational	methods	they	employ,	citing	the	Intelligence	Services	Act	of	2002	

as	justification.	A	review	of	the	Hefer	Commission	has	shown	that	the	law	does	

indeed	place	such	a	responsibility	on	the	shoulders	of	the	intelligence	services	

heads,	which,	according	to	international	experience,	is	not	unusual.	It	has	also	

shown	that,	in	future,	strategies	consistent	with	all	constitutional	aspects	of	the	
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law	will	have	to	be	evolved	to	deal	with	such	scenarios.	Mandates	would	have	to	

be	exercised	creatively	to	prevent	any	undermining	of	the	intelligence	services’	

mandates	or	accountability	to	the	public.

Cabinet	and	ministerial	 leadership	of	 the	 intelligence	services,	particularly	

in	respect	of	their	 implementation	of	PAIA,	has	been	weak	and	inconsistent.	A	

greater	cause	for	concern	is	the	fact	that	oversight	bodies	–	the	JSCI,	the	Inspector-

General,	and	the	Human	Rights	Commission	–	have	also	not	placed	pressure	on	

the	services	to	improve	their	compliance	with	the	Act.	By	2005	SASS	had	not	even	

appointed	a	DIO,	as	required	by	law,	and	both	the	NIA	and	SASA	had,	with	minis-

terial	consent,	applied	for	exemption	from	the	section	14	requirement	to	approve	

a	manual.	The	exemption	expired	in	2008,	yet	these	services	do	not	appear	to	have	

made	any	attempt	to	consider	what	information	should	be	contained	in	a	manual,	

or	to	make	a	case	for	extending	their	exclusion.

NIA	has	been	under	greater	pressure	 than	SASS	 to	 respond	 to	 requests	 for	

information.	Most	of	the	requests	have	been	for	access	to	personal	information	

files,	and	have	been	granted.	However,	 the	 lack	of	adequate	resources,	mainly	

properly	trained	personnel,	has	resulted	in	delays	in	responding	to	some	requests.

The	case	of	the	TRC	records	goes	to	the	heart	of	how	committed	the	intelli-

gence	services	are	to	transparency,	and	whether	they	are	prepared	to	uphold	the	

rule	of	law	in	implementing	secrecy	measures.	This	incident	also	demonstrates	

that	the	issue	of	apartheid	era	records	is	still	very	much	alive	and	in	the	public	

consciousness.	The	ministry’s	refusal	to	admit	openly	to	knowing	the	whereabouts	

of	the	requested	records	sounds	disturbingly	like	dissemblance.	A	year	after	the	

SAHA	lodged	an	access	to	information	request,	it	appeared	that	the	records	had	

been	in	the	ministry	all	along.	SAHA	was	unhappy	with	the	grounds	for	refusal	

given	in	some	cases,	arguing	that	they	were	not	covered	by	provisions	in	PAIA,	but	

were	more	in	line	with	the	Protection	of	Information	Act	of	1982.	Moreover,	SAHA	

claimed	that	the	ministry	for	intelligence	had	influenced	the	DOJ’s	response	to	the	

request.

The	South	African	intelligence	services	cannot	escape	their	constitutional	obli-

gations,	which	is	to	provide	the	public	with	access	to	information	about	their	role	

and	some	aspects	of	their	functioning.	The	compelling	historical	basis	for	this	is	

the	role	played	by	the	intelligence	services	at	the	height	of	the	apartheid	era	in	

upholding	that	system.	The	cloak	of	secrecy	under	which	the	security	establish-

ment	 functioned	 contributed	 to	 the	 assassination,	 harassment,	 and	 detention	

without	trial	of	scores	of	South	Africans.	 It	would	be	 in	the	public	 interest	 for	

the	intelligence	services	to	engage	in	maximum	disclosure.	A	number	of	options	
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not	previously	considered	by	the	services	should	be	considered.	One	would	be	to	

institutionalise	the	production	of	their	public	annual	reports.

PAIA	should	be	reviewed	in	order	to	ascertain	what	state	records	really	need	

to	be	protected	against	unauthorised	access	and	disclosure.	In	this	respect,	atten-

tion	should	be	paid	to	the	volumes	of	information	already	in	the	public	domain,	

through	research,	the	print	and	electronic	and	digital	media;	it	makes	no	sense	

for	 intelligence	 services	 to	 attempt	 to	 classify	 readily	 available	 information.	

Clarifying	precisely	what	 interests	are	under	 threat	would	help	 to	address	 the	

uncertainty	surrounding	what	information	should	be	disclosed	and	what	infor-

mation	protected.

otheR CountRIes’ exPeRIenCes

The	records	of	the	former	security	services	are	an	aspect	of	what	must	be	managed	

in	societies	undergoing	transitions	to	democratic	forms	of	government.	In	South	

Africa	this	was	exemplified	by	the	TRC,	which	uncovered	the	mass	destruction	

of	tons	of	documents	by	the	authorities	in	the	last	years	of	apartheid.	This	sug-

gests	that	the	apartheid	security	forces	were	acting	under	executive	instruction	to	

eradicate	traces	of	their	role	in	the	repression	of	anti-apartheid	opponents.	Truth	

commission	processes	in	other	countries	such	as	Chile	and	Guatemala	have	also	

revealed	evidence	of	records	being	destroyed.	In	some	instances,	information	was	

obtained	through	access	to	a	third	country’s	records,	which	truth	commissions	

could	use	to	understand	the	security	forces’	role.	In	Guatemala,	for	example,	the	

truth	commission	successfully	petitioned	 the	American	government	 for	access	

to	records	that	would	shed	light	on	its	relationship	with	the	regime	responsible	

for	 the	 deaths	 and	 disappearances	 of	 many	 Guatemalans.	 Truth	 commissions	

have	generally	reinforced	the	need	for	post-transitional	authorities	to	establish	

transparent	systems	of	managing	official	records,	so	that	the	integrity	of	‘official	

memory’	is	preserved	and	made	available	to	the	public.

Comparing	 and	 contrasting	 the	 experiences	 of	 other	 countries	 with	 access	

to	information	legislation	is	also	useful.	The	principles	of	access	to	information	

are	found	more	or	less	universally	in	democracies,	and	are	based	on	the	under-

standing	 that	 citizens	 in	 particular	 have	 a	 right	 to	 information	 held	 by	 their	

governments.	The	principles	include:

•	 the	 need	 for	 maximum	 disclosure	 to	 the	 public	 of	 information	 held	 by	 the	

state;

•	 the	need	for	public	bodies	to	disclose	information	voluntarily,	rather	than	rely	

on	requests	for	access;
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•	 a	limitation	on	grounds	for	refusing	requests	for	information;	and

•	 an	inexpensive	and	accessible	system	for	processing	requests.

Grounds	for	refusing	access	to	information	were	also	very	similar,	and	included	

the	preservation	of	national	security,	the	protection	of	privacy,	the	protection	of	

trade	secrets	or	commercial	information	or	information	relating	to	the	economic	

interests	of	a	country,	the	protection	of	information	relating	to	criminal	investi-

gations,	and	information	relating	to	policy	in	the	making.	All	these	grounds	for	

refusal,	which	are	applicable	in	South	Africa,	are	contained	in	the	access	to	infor-

mation	legislation	of	the	United	States,	Canada	and	India,	the	countries	used	for	

comparison.

No	single	 formula	for	balancing	secrecy	and	transparency	was	found	when	

contrasting	 the	 experience	 of	 transparency	 and	 access	 to	 information	 in	 post-

apartheid	South	Africa	with	that	of	other	countries.	Not	all	intelligence	services	

are	subject	to	access	to	information	legislation:	in	India,	the	intelligence	services	

are	expressly	exempt	from	their	country’s	access	to	information	laws.	This	com-

plete	exemption,	incidentally,	also	applies	to	Australia,	despite	its	strongly	rooted	

culture	of	access	to	information.	American	and	Canadian	intelligence	services	are	

subject	 to	 freedom-of-information	 legislation.	 In	 South	 Africa	 the	 intelligence	

services	have	been	temporarily	exempted	from	having	to	produce	manuals,	part	of	

the	provisions	of	the	PAIA.	Yet	other	countries,	such	as	Canada,	produce	detailed	

and	extensive	manuals.

The	 remit	 of	 access	 to	 information	 legislation	 is	 often	 extended	 by	 legal	

challenges	by	members	of	the	public.	However,	probably	more	important	in	this	

regard	is	the	political	culture	in	a	given	society,	and	the	extent	to	which	other	

mechanisms	of	oversight	are	available.

PoLICY ReCoMMenDAtIons

An	intelligence	information	management	policy	must	relate	to	real	challenges,	and	

attempt	to	reconcile	the	interests	of	various	concerned	parties.	If	the	mandate	of	

the	intelligence	services	is	to	identify	and	report	on	potential	threats	to	the	secu-

rity	of	the	Republic,	the	starting	point	is	to	assess	which	institutions,	individuals,	

and	practices	face	security	risks.

The	constitution	is	the	basis	for	determining	what	should	be	protected.	The	bill	

of	rights	is	unequivocal	about	the	fundamental	rights	of	all	those	subject	to	the	

constitution.	These	include	the	right	to	life,	the	right	to	privacy,	the	right	to	free-

dom	of	expression,	the	right	to	work,	and	the	right	of	access	to	state	information.	



156 / chAPter eIGht

These	principles	were	taken	into	account	when	drafting	the	legislation	under	the	

new	constitutional	framework.

Currently,	most	of	the	information	created	and	held	by	the	intelligence	services	

is	routinely	classified	as	‘confidential’,	‘secret’	or	‘top	secret’.	Moreover,	under	the	

MISS,	officials	outside	the	intelligence	services	are	allowed	to	classify	information	

in	their	possession,	and	limit	its	disclosure	and	distribution.	As	there	is	very	little	

oversight	of	this	process,	information	that	may	not	require	protection	is	beyond	

ordinary	public	scrutiny.	What	is	needed	is	a	clear	and	unambiguous	policy	frame-

work	for	security	classification	by	all	public	bodies,	effectively	codified	in	the	law.	

In	formulating	such	a	framework,	policy-makers	need	to	determine	whether	infor-

mation	is	currently	being	classified	as	a	matter	of	habit	and	convention,	or	because	

it	really	places	the	state	at	risk	in	any	way.	This	area	needs	further	research,	which	

needs	to	be	commissioned	and	managed.

Security	classification	amounts	to	little	more	than	placing	a	stamp	on	a	docu-

ment.	It	is	meant	to	deter	officials	from	disclosing	the	information	in	question.	

Protection	 should	 be	 readily	 afforded	 to	 information	 whose	 disclosure	 could	

present	serious	risks	to	the	lives	of	agents	and	informants,	in	pursuit	of	a	legiti-

mate	 function	 derived	 from	 the	 mandate	 of	 the	 intelligence	 services.	 And	 the	

necessary	 penalties	 should	 also	 be	 readily	 imposed	 on	 those	 who	 violate	 the	

requirements	of	confidentiality.

Technological	developments	need	to	be	 taken	 into	account	when	assessing	

the	value	of	the	intelligence	services’	classification	of	records	at	different	levels	of	

secrecy.	Technology	has	developed	to	such	a	point	that	most	governments	admit	

that	all	information	is	vulnerable	to	unauthorised	access	and	disclosure.	Conse-

quently,	governments	are	spending	very	large	sums	of	money	on	securing	their	

information	systems.	The	myriad	of	satellite,	digital,	and	electronic	transgressions	

that	are	now	possible	means	that	governments	may	not	even	realise	that	they	are	

losing	highly	sensitive	information	to	other	parties.	Therefore,	any	comprehensive	

strategy	for	classifying	and	declassifying	information	needs	to	take	technological	

advances	into	account.

Another	key	issue	is	whether	South	Africa	really	needs	the	Protection	of	Infor-

mation	Act.	The	aim	of	the	Act	is	‘to	provide	for	the	protection	from	disclosure	of	

certain	information’.	Apart	from	listing	the	many	parties	unauthorised	for	disclo-

sure,	the	Act	spells	out	the	scope	of	such	information.	By	definition,	this	includes	

‘prohibited	places’,	such	as	defence	installations	used	or	occupied	by	or	on	behalf	

of	the	government;	information	concerning	any	matter	being	dealt	with	by	the	

intelligence	services,	and	any	secret	official	code	or	password	or	any	document,	



conclusIon AnD PolIcy recommenDAtIons / 157

model,	 article	 or	 information	 used,	 kept,	 made	 or	 obtained	 in	 any	 prohibited	

place.

Some	analysts	regard	the	act	as	something	of	an	anomaly,	given	that	 it	co-

exists	with	legislation	that	guarantees	public	access	to	information	held	by	the	

state.	They	claim	it	not	only	conflicts	with	the	spirit	of	PAIA,	but	is	all	the	more	

odious	because	it	originates	from	the	apartheid	days.	Its	rationale	was	to	prevent	

access	to	information	by	‘hostile	organisations’,	defined	as	organisations	declared	

by	or	under	any	act	of	parliament	to	be	unlawful,	or	any	association,	movement	of	

persons,	or	institution	declared	as	a	hostile	organisation	through	a	promulgation	

of	the	president.

Despite	 these	sentiments,	 there	 is	perhaps	a	more	realistic	approach.	Most	

would	agree	that	every	state	needs	a	legal	framework	providing	for	and	regulat-

ing	a	degree	of	necessary	secrecy.	Laws	regulating	official	secrecy	exist	in	many	

democracies.	PAIA	does	not	protect	information,	or	impose	penalties	on	those	who	

fail	to	protect	it,	and	the	MISS	has	been	criticised	for	not	having	any	statutory	

force.	Therefore,	without	anticipating	the	outcome	of	a	public	debate	on	what	

state	information	needs	to	be	protected,	a	number	of	principles	can	be	consid-

ered	to	resolve	the	question	of	whether	legislation	should	exist	to	protect	certain	

information.

First,	 the	debate	should	not	be	confined	to	the	security	services	but	should	

be	wide-ranging	in	scope	and	sponsorship,	and	take	into	account	the	concerns	

and	full	range	of	policy	actors	on	whom	the	debate	will	impact,	including	non-

government	organisations,	oversight	bodies,	and	the	executive.

Next,	 in	 keeping	 with	 the	 spirit	 of	 the	 constitution,	 the	 framework	 for	 the	

debate	should	be	the	constitutional	principles	of	access	to	information,	and	the	

reasonable	limitation	of	this	right.	And,	given	South	Africa’s	history,	the	protection	

of	statutory	information	should	prohibit	the	state	from	abusing,	manipulating,	

and	 destroying	 information	 for	 its	 own	 ends.	 In	 other	 words,	 in	 terms	 of	 this	

new	paradigm,	not	only	individuals	and	organisations	but	also	the	state	could	be	

deemed	guilty	of	violating	their	duty	to	protect	the	information	for	which	they	are	

responsible.

Lastly,	espionage	should	be	clearly	defined	as	a	separate	offence,	one	commit-

ted	by	states	with	intentions	hostile	to	South	Africa’s	interests.	However,	the	actual	

content	of	the	crime	of	espionage	should	be	reconsidered	within	the	paradigm	of	

sharing	information.
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PRInCIPLes FoR MAnAgIng InteLLIgenCe InFoRMAtIon

The	security	 forces,	particularly	 the	 intelligence	community,	currently	classify	

virtually	all	information	they	produce	as	either	Top	Secret,	Secret,	Confidential,	

or	Restricted.	If	the	security	services	were	to	adopt	a	more	proactive	approach	to	

declassifying	information,	there	would	be	less	antagonism	between	a	public	seek-

ing	access	to	information	and	those	who	consider	the	information	too	secret	to	

share,	believing	that	they	are	acting	in	the	interests	of	national	security.

A	 well-regulated	 classification	 and	 declassification	 system	 would	 have	 two	

purposes.	The	first	would	be	to	have	a	uniform	system	for	evaluating,	categoris-

ing,	and	safeguarding	official	information	whose	unauthorised	disclosure	could	

threaten	 the	 country’s	 security.	 The	 second	 would	 be	 to	 routinely	 review	 the	

original	criteria	for	withholding	information	from	the	public	with	the	intention	

of	making	such	information	publicly	available	once	its	disclosure	poses	no	further	

threat	to	the	country’s	security.

PAIA’s	exemptions	in	fact	provide	for	government	secrecy.	However,	there	are	

costs	to	this	secrecy,	including	that	of	physically	protecting	secrets,	the	danger	

of	 losing	 public	 confidence	 through	 non-disclosure,	 and	 the	 input	 and	 debate	

limitations.	Furthermore,	secrets	are	vulnerable	to	leaks	which	can	have	untold	

consequences.	 So	 the	 implementation	 and	 usage	 of	 these	 sorts	 of	 provisions	

should	not	be	taken	lightly.

Several	concepts	can	probably	be	incorporated	into	a	classification	and	declas-

sification	policy	framework.	The	government	should	provide	a	statutory	basis	for	

the	secrecy	system,	with	clear	standards	of	what	is	to	be	classified,	by	whom,	and	

in	 terms	of	which	procedures.	Any	new	 legal	 framework	 for	classification	and	

declassification	should	be	aligned	 to	PAIA.	 As	 PAIA	 is	 concerned	 with	 disclos-

ing	rather	than	protecting	information,	grounds	exist	for	additional	legislation	

to	protect	and	classify	information.	The	authority	to	classify	information	should	

be	linked	to	the	degree	of	classification	required.	For	example,	only	designated	

office-bearers	such	as	the	president,	ministers,	and	heads	of	department	should	be	

entitled	to	classify	information	as	‘top	secret’;	lower	level	officials	should	only	have	

such	authority	if	it	is	specifically	delegated	to	them.

Legislation	for	the	classification	and	declassification	of	records	should	incor-

porate	the	concept	of	a	life-cycle	of	secrets,	because	over	time	the	sensitivity	of	

information	 and	 the	 resources	 needed	 for	 its	 physical	 protection	 may	 dimin-

ish.	Moreover,	classification	should	not	be	used	to	conceal	violations	of	the	law,	

inefficiency,	 or	 administrative	 error;	 prevent	 the	 embarrassment	 of	 a	 person,	

organisation	or	agency;	withhold	basic	scientific	research	information	not	clearly	

related	 to	 national	 security;	 or	 conceal	 previously	 declassified	 information.	
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Lastly,	uniform	national	standards	for	declassification	should	be	formulated,	and	

their	implementation	monitored	by	an	appropriate	oversight	body.

towARDs A PoLICY FRAMewoRk FoR MAnAgIng the ReCoRDs oF the 
InteLLIgenCe seRVICes

What	has	emerged	from	this	study	is	that	a	policy	framework	is	needed	for	the	

protection	of	certain	kinds	of	formation,	while	ensuring	that	information	about	

the	 security	 services	 is	 routinely	 provided	 to	 ensure	 greater	 transparency	 and	

accountability,	and	promote	informed	debate	about	their	performance	and	role.	

It	should	contain	appropriate	standards	for	classifying	and	declassifying	intelli-

gence	records.	The	main	categories,	and	the	arguments	that	should	be	considered	

in	formulating	them,	are	discussed	below.

ReCoRDs ConCeRnIng the DAY-to-DAY oPeRAtIons AnD MAnDAtes oF the 
InteLLIgenCe seRVICes

The	records	of	the	intelligence	services	are	public	records,	and	as	such	are	subject	

to	PAIA.	As	PAIA	expresses	a	constitutional	prescription,	the	exclusion	of	the	intel-

ligence	services	from	the	Act	or	any	of	its	provisions	should	not	be	encouraged.

Instead,	the	services	should	begin	by	considering	why	their	records	need	to	

be	protected,	starting	with	records	about	their	day-to-day	functioning.	The	intel-

ligence	services	author	and	gather	significant	records	in	the	course	of	gathering	

domestic	and	foreign	intelligence,	and	fulfilling	their	counter-intelligence	respon-

sibilities.	 The	 director-general	 of	 SASS,	 Hilton	 Dennis,	 suggests	 that	 a	 useful	

distinction	can	be	made	between	corporate	information	and	intelligence	informa-

tion	(interview,	25.07.2005).

Corporate	information	would	include	information	about	the	administration	

of	 the	 services,	 including	 their	 legal	 mandate	 and	 mission,	 human	 resources	

management,	 policies	 and	 procedures,	 finance,	 assets,	 and	 transactions	 with	

corporate	and	services	structures.	Regulations	issued	by	the	minister	and	direc-

tives	issued	by	the	director-general	could	also	be	included.	The	services	would	

have	to	motivate	why	any	of	this	 information	requires	protection,	and	demon-

strate	how	releasing	it	would	harm	the	country.	As	far	as	possible,	the	grounds	for	

keeping	records	secret	should	be	aligned	to	those	contained	in	PAIA.

In	 order	 to	 avoid	 inconsistencies	 when	 dealing	 with	 requests	 for	 informa-

tion,	 the	 intelligence	 services	 should	 consider	 institutionalising	 public	 annual	

reports,	which	would	include	minimum	corporate	information.	At	the	same	time,	
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the	intelligence	services	should	seek	legal	opinion	on	whether	the	information	

they	wish	 to	protect	can	be	accommodated	within	 the	provisions	of	 the	PAIA.	

PAIA	 also	 requires	 voluntary	 disclosure,	 and	 the	 services	 would	 comply	 with	

this	by	releasing	information	in	their	public	annual	reports.	Such	reports	would	

contribute	to	a	broader	understanding	of	how	the	intelligence	services	function,	

and	help	to	demystify	a	subject	little	understood	by	most	people.	The	challenge	in	

a	country	such	as	South	Africa	is	to	reach	the	mass	of	people,	which,	given	high	

poverty	and	illiteracy	levels,	would	require	creative	grass-roots	strategies	such	as	

using	the	radio	and	visiting	local	communities.

The	second	category	of	information	is	intelligence	information,	which	can	be	

broken	down	further	into	operational	information	and	intelligence	reports.	The	

Intelligence	Services	Act	requires	the	directors-general	of	the	intelligence	serv-

ices	and	the	head	of	SANAI	to	take	all	necessary	steps	to	protect	the	identities	of	

members	of	the	services,	the	methods	of	intelligence	gathering,	and	intelligence	

sources.	 Therefore,	 releasing	 all	 known	 or	 available	 categories	 of	 information	

could	obviously	be	risky.

If	the	intelligence	services	feel	strongly	that	certain	categories	of	information	

need	to	be	protected,	one	option	would	be	to	lobby	for	amendments	to	PAIA	so	

that	 categories	 contained	 in	 the	 Intelligence	 Services	 Act,	 such	 as	 methods	 of	

intelligence	collection,	the	identities	of	informers,	and	other	operational	details	

could	be	incorporated	as	grounds	for	refusal.	However,	the	intelligence	services	

would	have	to	accept	the	right	of	other	interested	parties,	including	freedom	of	

information	advocacy	groups,	to	argue	for	or	against	any	legislative	changes.

It	has	been	suggested	that	South	Africa	should	have	a	law	that	explicitly	crimi-

nalises	espionage	(interview	with	Hilton	Dennis,	25.07.05).	While	this	was	partly	

the	intention	of	the	Protection	of	Information	Act,	 its	provisions	are	extremely	

broad,	 place	 onerous	 restrictions	 on	 members	 of	 the	 civil	 service	 and	 society,	

and	criminalise	the	release	of	vast	categories	of	records,	even	when	no	harm	was	

intended	or	has	resulted.	Many	governments	the	world	over	are	moving	towards	

greater	 sharing	 of	 information.	 A	 South	 African	 espionage	 law	 would	 have	 to	

consider	carefully	what	state	 information	would	be	considered	harmful	 to	 the	

country’s	interests	if	disclosed	to	or	accessed	by	a	foreign	government,	and	how	

such	activity	would	be	framed	in	criminal	law.	It	would	have	to	take	into	account	

the	laws	that	are	the	basis	of	co-operation	between	many	countries	and	already	

deal	with	specific	crimes	such	as	foreign	military	assistance,	money	laundering,	

and	corruption.

The	more	open	and	accountable	governments	are	to	their	own	people,	the	less	

they	have	to	hide	from	other	governments.	As	there	is	no	citizenship	restriction	on	
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who	can	access	information	via	PAIA,	determined	governments	wanting	to	access	

certain	 information	 can	 easily	 do	 so.	 However,	 PAIA	 already	 exempts	 certain	

categories	of	information,	including	cabinet	records,	and	records	of	members	of	

parliament	and	provincial	legislatures.	Therefore,	if	agents	of	a	foreign	govern-

ment	access	those	records,	this	would	well	constitute	a	crime	of	espionage.

CLAssIFIeD ReCoRDs ConCeRnIng the ReLAtIonshIP Between the seRVICes 
AnD theIR MeMBeRs

One	of	PAIA’s	aims	is	to	give	individuals	the	opportunity	to	access	state	records	

about	themselves,	in	order	to	correct	those	records.	Like	all	employers,	security	

services	are	required	to	keep	personal	records	about	individuals,	and	normally	

should	not	have	any	reason	to	withhold	such	information	from	an	individual.

Problems	arise	when	an	employee	who	 is	 in	dispute	with	 the	service	seeks	

information	to	use	in	an	internal	procedure	or	in	litigation.	Albeit	in	a	different	

context,	the	Southwood	judgment	(TPO	161)	underlined	the	need	for	public	bod-

ies	to	follow	fair	and	proper	administrative	procedures,	and	found	that	classifying	

a	record	as	confidential	does	not	constitute	grounds	for	withholding	it.	The	service	

concerned	would	have	to	demonstrate	that	the	document	has	been	considered	

with	severance	in	mind,	even	if	it	contains	third	party	information	such	as	a	col-

league’s	testimony	about	the	member.	The	presumption	is	in	favour	of	disclosure,	

and	everything	should	be	done	to	make	it	possible	to	release	the	document	 in	

question.

The	most	challenging	subcategory	 in	this	scenario	relates	 to	security	clear-

ance	investigations.	The	National	Strategic	Intelligence	Act	of	1994	requires	the	

directors-general	of	the	security	services	to	provide	security	screening	procedures	

for	individuals	who	handle	classified	information.	Records	generated	in	the	course	

of	a	security	screening	could	be	regarded	as	operational,	as	their	disclosure	could	

harm	the	procedure.	However,	the	court	would	probably	consider	the	timing	of	

the	request,	the	administrative	fairness	of	the	screening	procedure,	and	whether	

severing	parts	of	the	record	had	been	considered.	In	such	a	situation,	with	South	

Africa’s	strong	rights-based	culture,	the	courts	are	likely	to	consider	other	rights,	

including	the	right	to	work	and	the	right	to	dignity.

At	the	same	time,	the	right	to	privacy	contained	in	the	constitution,	and	the	

impending	introduction	of	privacy	legislation,	is	likely	to	have	an	impact	on	how	

the	intelligence	services	respond	to	requests	for	access	to	their	files	by	the	subjects	

of	security	clearances.	This	should	encourage	greater	professionalism,	care,	and	

objectivity	in	handling	the	vetting	process.
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CLAssIFIeD APARtheID-eRA ReCoRDs

Another	scenario	requiring	policy	is	requests	for	access	to	apartheid-era	records,	

such	as	 the	TRC	files.	Apartheid-era	state	records	are	 likely	 to	remain	an	area	

of	 interest	 and	 contestation.	 Several	 submissions	 to	 the	 CDRC	 established	 by	

Minister	 Sisulu	 suggested	 that	 these	 records	 should	 be	 urgently	 audited	 and	

placed	in	the	custody	of	the	National	Archivist.	The	main	concern	is	preserving	

the	integrity	of	the	records,	especially	in	light	of	the	massive	destruction	of	records	

during	the	final	years	of	apartheid.	The	proposed	audit	would	consider	reasons	for	

keeping	the	records	out	of	the	public	eye.	The	process	would	require	considerable	

resources	and	should	include	not	only	members	of	the	security	and	intelligence	

services,	but	also	other	social	stakeholders	such	as	parliament,	non-government	

organisations,	and	the	judiciary.	The	IRC	process,	which	was	confined	to	mem-

bers	of	the	security	establishment,	was	deficient	in	two	respects:	quality,	probably	

because	of	the	team’s	limited	experience;	and	the	credibility	of	its	findings,	which	

were	not	made	public.

There	is	merit	in	putting	the	ghosts	of	apartheid	to	rest.	Considerable	public	

unease	is	created	by	claims	of	alleged	apartheid	government	spies	that	surface	

from	time	to	time.	An	agreed	framework	for	dealing	with	the	secrets	of	the	apart-

heid	era	is	far	preferable	to	continual	and	slow	leaks	about	the	past.	Moreover,	

disclosure	about	the	methods,	and	even	the	objectives,	successes	and	failures	of	

intelligence	operations	during	the	apartheid	era	could	comfort	those	who	believe	

that	 the	 truth	has	been	suppressed.	This	 is	 not	 to	 suggest	 that	 the	 TRC	 be	 re-

opened,	but	that	a	responsible	way	is	found	to	release	the	information	into	the	

public	domain.	The	examples	of	 the	former	East	European	states	 in	managing	

access	to	the	records	of	former	security	services	provide	useful	and	varied	lessons	

in	how	to	approach	this	sensitive	issue.

At	present,	PAIA	is	used	by	applicants	wanting	to	peruse	apartheid	files,	most	

commonly	about	themselves.	The	state	official	(in	this	case	the	National	Archivist)	

who	considers	such	requests	is	in	a	powerful	position,	and	must	decide	whether	

or	not	the	file	in	question	contains	information	that	must	be	severed.	Yet	these	

records	relate	only	to	individuals	and	not	to	the	policy	decisions	and	directions	

from	political	leaders,	who	were	the	architects	of	the	system.	Government	should	

look	 at	 a	 mass	 declassification	 of	 all	 such	 remaining	 records,	 and	 provide	 the	

resources	to	ensure	a	credible	process.
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CLAssIFIeD ReCoRDs ABout the tRAnsItIon

The	transition	to	democracy	marked	a	significant	point	in	South	Africa’s	politi-

cal	history.	There	can	be	little	justification	for	withholding	information	about	this	

period	from	the	public,	including	records	of	the	subcouncil	on	intelligence	and	

its	subcommittees	established	under	the	TEC.	These	structures	were	involved	in	

defining	the	principles	and	ground	rules	for	intelligence	services	operations	and,	

at	the	same	time,	trying	to	steer	the	existing	services	towards	amalgamation	under	

a	future,	democratically	elected	government.	The	South	African	transition	is	held	

up	as	a	model	for	the	transformation	of	intelligence	services.	It	is	not	clear	where	

these	records	are	being	kept	and	whether	their	integrity	has	been	retained,	despite	

their	enduring	archival	and	historical	value.	The	bulk	declassification	and	release	

of	documents	from	that	period	would	definitely	result	in	a	deeper	understanding	

of	that	process.	Determining	whether	any	documentation	should	not	be	released	

would	be	done	by	applying	 the	PAIA	criteria;	but,	by	and	 large,	 those	records	

should	be	declassified.	The	intelligence	services	should	use	and	encourage	histo-

rians	to	write	the	history	of	their	establishment,	using	this	repository	of	records.

ReCoRDs oF oVeRsIght AuthoRItIes InVestIgAtIng the InteLLIgenCe 
seRVICes

A	number	of	oversight	institutions	can	at	any	one	time	be	required	to	investigate	

a	matter	concerning	the	intelligence	services,	and	consequently	access	classified	

information.	These	include	the	Inspector-General	for	intelligence,	the	JSCI,	the	

Human	Rights	Commission,	and	the	Public	Protector.

When	deciding	on	the	most	appropriate	and	effective	investigating	structure,	a	

dual	approach	should	be	considered	which	would	link	an	instrument	with	access	

to	intelligence	information	to	a	public	investigative	process.	This	recommenda-

tion	emerged	from	the	work	of	the	Hefer	Commission	commissioned	by	Sisulu	

(Levy	2004).	For	example,	a	commission	of	inquiry	or	the	Human	Rights	Com-

mission	could	involve	the	Inspector-General	for	intelligence,	who	has	full	access	

to	the	intelligence	services	(which	they	do	not).	This	would	also	inspire	public	

confidence	in	the	outcome	of	the	inquiry.

the stoRAge oF InteLLIgenCe ReCoRDs

The	records	of	the	intelligence	services	are	public	records,	and	therefore	have	to	

be	managed	in	terms	of	the	National	Archives	Act.	In	1999	the	NIA	entered	into	

an	agreement	with	the	National	Archives	relating	to	the	implementation	of	the	
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Act.	Among	other	things,	the	parties	agreed	on	previously	unclear	aspects	of	the	

requirement	that	records	be	transferred	to	the	custody	of	the	National	Archives	

for	preservation	and	custodianship.	Given	that	the	NIA’s	records	required	special	

management,	 the	 parties	 agreed	 that	 the	 NIA	 could	 retain	 the	 records	 on	 its	

premises,	but	in	strict	accordance	with	archival	standards	of	safekeeping	and	clas-

sification.	The	National	Archives	would	train	NIA	staff.	As	a	result,	the	NIA	is	in	

compliance	with	the	National	Archives	Act,	and	its	filing	of	records	has	improved	

over	the	years	(interview	with	Peter	Richer,	09.09.2008).

Two	factors	have	accelerated	the	drive	towards	better	and	more	efficient	man-

agement	of	records.	The	first	is	the	need	to	comply	with	PAIA;	the	NIA	now	needs	

an	orderly	house	if	it	is	to	respond	to	requests	for	information	in	a	timely	manner.	

The	other	has	been	the	need	to	protect	its	information.	A	series	of	detrimental	

leaks	has	pointed	to	the	vulnerability	of	the	organisation,	and	prompted	manage-

ment	to	introduce	measures	and	systems	that	streamlined	the	flow	of	information	

and	made	it	easier	to	monitor	who	had	access	to	records.	The	use	of	an	effective	

document	management	system	has	also	made	it	easier	to	monitor	who	author-

ises	decisions.	These	systems	are	both	of	archival	value,	and	improve	information	

security.	 In	addition,	over	 the	past	decade	 the	NIA	and	SASS	have	 introduced	

disaster	recovery	plans	to	avert	the	permanent	loss	of	data.	These	developments	

are	very	positive,	and	any	policy	head	should	ensure	that	such	standards	of	infor-

mation	management	are	adhered	to	by	the	entire	intelligence	community.	Without	

proper	records	management,	there	can	be	no	meaningful	access	to	information.

ConCLuDIng ReMARks

What	should	be	secret,	and	why?	What	should	the	public	know,	and	why?	Under	

what	conditions	should	it	be	a	crime	to	hide,	destroy,	or	distort	information,	and	

what	should	be	the	penalties?	What	should	the	penalty	be	for	releasing	informa-

tion	without	authority?	Who	should	classify	and	declassify	information?	What	is	

‘Top	Secret’	in	today’s	world?	And	when	does	a	secret	expire?	These	are	some	of	

the	questions	that	have	prompted	this	study	and	which	hopefully	have	been	at	

least	partially	answered.

But	who	will	guard	the	guardians?	The	post-apartheid	intelligence	services	

have	 not	 uniformly	 resisted	 the	 promotion	 of	 access	 to	 information.	 In	 some	

instances,	without	having	to	be	pushed,	they	have	taken	laudable	initiatives	to	

make	themselves	known	to	the	public.

Together	 with	 the	 HRC,	 parliament	 has	 a	 special	 duty	 to	 ensure	 that	 the	

intelligence	services	are	as	transparent	and	accountable	as	possible.	In	fact,	it	is	
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ultimately	the	duty	of	parliament	to	consider	the	legal	framework	for	transparency.	

Over	and	above	this,	the	institutions	who	are	meant	to	oversee	and	investigate	the	

intelligence	services	where	required	–	the	Inspector-General	and	Auditor-General	

–	must	do	so	vigorously.	But	there	is	a	worrying	factor	that	may	limit	parliament	in	

playing	this	role	in	a	robust	way.	Except	for	the	HRC,	the	structures	with	oversight	

of	the	intelligence	community	all	operate	within	the	intelligence	services’	circle	

of	secrecy,	and	accept	whatever	the	intelligence	services	considers	as	classified.	

These	oversight	authorities	need	to	start	questioning	why	certain	information	has	

been	designated	secret,	at	least	in	the	formative	stages	of	defining	(or	redefining)	

a	transparency	and	secrecy	policy.

Strong	leadership	and	policy	direction	will	be	needed.	Some	members	of	the	

intelligence	services	may	feel	threatened	by	a	paradigm	that	does	not	regard	them	

as	being	the	determining	force	behind	a	policy	review,	but	rather	as	servants	of	its	

outcome.	Such	a	reaction	would	be	understandable;	the	intelligence	services	have	

long	been	in	the	paternalistic	position	of	deciding	who	should	know	what.	How-

ever,	parliament	should	ensure	that	the	services	clearly	understand	the	broader	

issues	 involved,	 including	 the	historical	and	constitutional	 imperatives;	create	

appropriate	policy	frameworks	for	the	services;	and	review	their	mandates.

Parliament	must	take	stock	of	the	failings	of	PAIA	as	well	as	other	relevant	

legislation.	Lastly,	the	minister	of	intelligence	services	must	ensure	that	adequate	

resources	are	available	 to	make	voluntary	disclosure	a	 reality,	and	parliament	

must	keep	watch	over	how	this	duty	is	performed.
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