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Foreword

Workplace monitoring has been practised by employers
across businesses to improve employee productivity,
track time spent on actual work, evaluate employee
performance, and safeguard the company against data
theft. Come the 215t century, and this practice is now
aided by technological advancement as employers collect
increasing amounts of employee data. The information
gathered aids in the quantification of activities and gives
insight into an individual’s personal qualities that may
not have been tracked at the workplace previously. The
precision, scale and tempo of data collection are reaching
new highs.

The rapidly growing platform economy has introduced
new means of monitoring, including fitness apps,
biometric systems, remote monitoring, and algorithm-
based tools. These sophisticated workplace monitoring
and surveillance measures have the potential to feed
automated decision making and make predictions about
individual workers’ future behaviour, skills and even the
status of their health.

Simple practices of ensuring workplace efficiency,
monitoring and surveillance have advanced leaps and
bounds due to technology advances, and now tend to
encroach individual privacy. Workers are disadvantaged
by the relative ease with which employers can combine
data from several sources. This monitoring by employers
can further contribute to shifting the power dynamics
between employees and employers as the imbalance
of access to worker data can reduce their negotiating
power.

Although privacy and data protection laws exist in
several forms in many countries, workers’ data may not
be specifically covered by these laws. As of today, there

are no global standards for transparent governance
of employee data. In 1999, the International Labour
Organisation (ILO) developed a code of practice on the
protection of workers’ personal data. The crux of the ILO’s
code of practice has remained to evolve data protection
mechanisms, which could ensure the dignity of workers,
protect their privacy and ensure their right to determine
who may use which data and for what purposes.

In the Indian context, more than 90 per cent of the
workforce is employed in the informal economy, which
includes self-employed, contractual / sub-contractual
workers, and the rising gig and platform workforce
who do not fall within the traditional notion of the
employer-employee relationship. How data protection
regulations can be provided for them remains to be seen.
The Government of India has undertaken major labour
reforms and drafted the Personal Data Protection Bill
2019 (PDP). These reforms should potentially serve as
opportunities to frame laws that respect both individual
and collective rights to data protection.

Friedrich-Ebert-Stiftung (FES), India Office is thankful to
lona Eckstein and Zothan Mawii of Tandem Research for
preparing this research paper, which forms part of FES's
research paper series Shaping the Future of Workers in
Asia. We hope this paper will contribute in shaping the
debate on data protection, privacy issues, rights and
ultimately, in evolving a robust data governance system
in India.

Anup Srivastava

Program Adviser
Friedrich-Ebert-Stiftung, India Office
December 2020
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1. Introduction

Introduction 1

The monitoring of workers by employers is an age-
old practice, but advances in technology have enabled
this monitoring to become more widespread and
comprehensive than ever before (Ajunwa et al., 2017).
Technological advances—such as big data analytics,
communication capture, the design and widespread
availability of mobile devices, and biometrics—have
allowed employers to monitor the workforce through
various means. These monitoring practices enable
comprehensive and granular data to be collected on
workers, whether they are at the workplace or working
remotely.

The COVID-19 (Coronavirus Disease) pandemic has also
legitimised new forms of health-related data collection.
Employers are introducing invasive data collection
practices, often with no indication of when these
measures may be stopped. The pandemic has forced
those who are able—mostly
white-collar workers—to
work from home (Singh,
2020). On the other hand,
essential workers, a large
proportion of whom are low-
income, blue-collar workers,
continue to go to work under
increased monitoring and
restrictions (Pundir, 2020).

The COVID-19 pandemic

collar workers to work
from home while a large
proportion of blue-
collar workers continue
to go to work under

restrictions.

This paper analyses data protection issues related to low-
income workers in India. First, workplace data collection
and surveillance practices are outlined. Following this,
the paper presents and analyses the experience of
several groups of low-income workers who are subject to
problematic monitoring and data collection policies and
the consequent risks they face. Following this, there is a
discussion around India’s data protection policy, and its
shortfalls related to worker's data protection. The paper
concludes by suggesting pathways towards protecting
workers’ data privacy and rights.

For this paper, information was drawn from both expert
interviews and desk research to understand the landscape
of worker surveillance and data collection. Four experts

were interviewed around data protection risks for specific
groups of workers: Basudev Barman, a researcher and
organiser affiliated with the International Transport
Workers' Federation'; Parvathi C.M, programme officer
at Cividep India?; Suhasini Singh3, the India country
representative for the Fair Wear Foundation; and Rakhi
Sehgal, founder of Gurgaon Shramik Kendra (Gurgaon
Workers' Centre).

The research methodology did have its limitations. There
was no direct communication with workers but instead,
expert interviews with organisers and researchers working
on labour issues were used as primary insights. The paper
focuses mainly on the experience of gig workers and
garment workers; however, this is not a comprehensive
representation of all low-income workers in India. The
experiences of less organised workers, like sanitation and
domestic workers, are missing from the analysis.

Data protection and surveillance issues for low-wage
workers is an emerging area of research. Thus this paper
does not aim to provide a comprehensive analysis of the
issue; instead, it serves as a starting point for discussion
by identifying key issues for future research and policy
attention.

Workplace Monitoring: Data collection practices and emerging risks for low wage workers in India



2 Mechanisms of surveillance in the 21st-century workplace

2. Mechanisms of surveillance in the 21st-century

workplace

Lyon (2001) defines surveillance as “any collection and
processing of personal data, whether identifiable or not,
for the purpose of influencing or managing those whose
data have been garnered.” Some employers integrate
technologies that allow them to collect vast amounts
of data on their workforce, enabling them to make
managerial decisions based on the data collected (Ajunwa
et al., 2017). These workplace monitoring practices can
be considered employee surveillance.

Before the 21st century, employers mostly relied on
human agents to undertake employee surveillance
(Ajunwa et al., 2017). However, digital technologies have
now become the primary means of monitoring (Ajunwa
et al., 2017; Lyon, 2001). These technologies now
enable employers to track workers’ bodily movement,
health status, location, keystrokes and online activities,
and even their mental state (Tandem Research, 2020).
Current surveillance practices are unigue because of how
comprehensive, invasive, and ubiquitous they are.

Mateescu and Nguyen (2019a) categorise recent
worker surveillance strategies under four categories:
prediction and flagging tools designed to identify and
deter perceived rule-breaking; biometric and health
tracking that challenge the boundaries of worker privacy;
remote monitoring and time tracking that track workers’
productivity; and algorithmic management tools that
nudge and control worker behaviour. Technologies such
as thermal scanners, CCTV cameras, movement sensors,
keystroke logging software, screen monitoring software,
time management tools, and GPS trackers are used to
monitor workers’ productivity, health, and wellbeing
(Mateescu & Nguyen, 2019a; Tandem Research, 2020).

Data collection and surveillance technologies are
inextricably linked, with each feeding into the other.
These technologies collect data extensively and can be
used to develop automated decision making systems to
monitor, evaluate and direct worker behaviour (Mateescu
& Nguyen, 2019a). As the lines between workplace and
personal space become increasingly blurred, workers’

data is no longer confined to workplaces and work
activities. Workers are being monitored even at home and
during leisure time. As Ajunwa et al. (2017) emphasise,
this is a novel development compared with previous
worker monitoring that only covered working hours and
is of real concern to privacy laws. Wearable technological
devices, mobile devices, and software installed on
computers collect worker data well after they have left
the ‘workplace’ (Satariano, 2020). Additionally, data can
be combined from different
sources, including social
media, personal devices, and
publicly available sources,
to create a comprehensive
profile of workers. These
profiles could reveal sensitive
personal information that
the workers may not have  home and during leisure
authorised to be collected. time.

With increasing
employee surveillance,
workers’ data is no
longer confined to
workplaces and work
activities. Workers are

Data collected through monitoring and surveillance
systems are used to develop algorithmic management
systems (Mateescu & Nguyen, 2019b). These are then
used to inform hiring and management decisions,
insurance premiums, and even credit scores. For example,
corporate wellness programmes require workers to
wear health tracking devices like Fitbits (Ajunwa et al.,
2016). The readings from these devices are then used
to determine health insurance premiums and employer
contributions to health benefits (Ajunwa et al., 2016).
Fintech companies in India are increasingly using social
media activity, call logs, message histories and spending
habits to determine interest rates for their products
(Saleem, 2019).

Algorithms and  automated systems are fast
complementing, and in some cases, even replacing some
functions of human resource departments (Duggan et
al., 2019). Job applications are run through automated
systems to determine an applicant’s suitability.
Gamification tactics used by on-demand ride-hailing
platforms determine a worker’s access to earning

Workplace Monitoring: Data collection practices and emerging risks for low wage workers in India
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employed as the uptake
of these monitoring and
surveillance technologies

opportunities. Grievance redressal systems—sometimes
the only direct point of contact between worker
and employer—are being replaced by technological
interventions (Lee, 2016). Time management systems
and other productivity tracking tools are used to monitor
workers’ performance (Lecher, 2019).

Tracking can take place through mobile phones,
laptops, or fitness trackers—devices that workers use
for both work and leisure. The algorithms that run these
systems are socio-technical systems shaped by both
the technology underpinning them and the social and
economic conditions within which they are used. The
algorithms are trained on historically available data, and
datais inherently biased (Crawford, 2013). The objectivity
of algorithms and mathematical models has come under
intense criticism in recent years. There is a rich body of
literature on these systems, exacerbating discriminatory
practices against already marginalised groups (Ajunwa &
Greene, 2019; Benjamin, 2019; Noble, 2018; O'Neill, 2016).

Workers have to cede increasing amounts of data to
remain employed as the uptake of these monitoring
and surveillance technologies increases. Much of this
monitoring takes place without the ostensible consent
of the workers. Ajunwa et al. (2017) state that privacy
cannot be treated as an economic good that is exchanged
for employment. They question the adequacy of legal
frameworks to protect workers’ privacy in the face of
pervasive surveillance technologies.

In addition to the weakening of privacy, these monitoring
practices also chip away the workers’ ability to organise
and collectively bargain. Data traces left by workers can
ascertain a worker’s movements and interactions on
the shop floor. Amazon-owned Whole Foods installed
monitoring systems that tracked workers’ intention to
collectivise and then devised
ways to undercut their efforts
at collective action (Peters,
2020). New forms of data
collection and surveillance
methods make it easier
for employers to prevent
collectivisation, even as
labour standards deteriorate
(ITUC, 2020).

Workers have to cede
increasing amounts
of data to remain

increases.

Mechanisms of surveillance in the 21st-century workplace 3

Worker privacy is at risk in the face of pervasive and
invasive workplace surveillance; however, it is not
the only thing. Workers’ agency and autonomy are
severely at risk as opaque algorithms are used to make
managerial decisions and even direct their work. Existing
legal frameworks that safeguard worker interest vis-a-vis
employers are no longer adequate to cover the risks and
implications of these new practices (Ajunwa et al., 2017).
Workers' ability to organise
and their bargaining capacity,
already  weakened  with
increasing contract work and
non-standard  employment
globally, is also under threat
(ITUC, 2020). Additionally,
workers’ access to financial services, employer-provided
benefits, and other social protection measures could be
heavily curbed by surveillance mechanisms.

Much of the
employee monitoring
takes place without the

workers.

Workplace Monitoring: Data collection practices and emerging risks for low wage workers in India
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3. Workplace monitoring in India: What is at risk

for workers?

This section focuses on two groups of low-income
workers in India and demonstrates how, despite the
differing monitoring, surveillance and data collection
measures exerted over them, they face common issues
related to the protection of their data and privacy.
The research focuses on
gig workers and garment
factory workers as they face
different forms of invasive
surveillance mechanisms and
data collection. Additionally,
represent  workers
from different demographic
groups, so as to compare
the experience of worker surveillance, intersecting with
socio-economic characteristics, such as gender and
migrant-status.

Worker privacy is

at major risk in the
face of pervasive and
invasive workplace
surveillance. Existing

suffice in safeguarding.

On-demand gig workers—who provide food delivery,
ridesharing, or domestic services—access their work
through the company's app on their smartphone.
Through this app, they find earning opportunities,
accept a job, communicate with clients and the platform
company, and receive ratings and payments. In other
words, their phone is essential for all elements of their
work. However, “phones leak traces of our activities
all the time such as our location, usage patterns, and
habits” (Privacy International, 2017). This means that,
when accessing the app, gig workers' data is being
collected. The data collected is then used by algorithmic
management systems that assign ‘gigs’ and determine
workers’ access to earnings (Aneja et al., 2019). This
allows platform companies to collect large amounts of
data on workers, extending far beyond what is usually
collected by a contracting company (Privacy International,
2017). In India, gig workers are largely male, with a range
of educational levels migrating to larger cities (Rao,
2019). The high rate of youth unemployment and the
slow rate of job creation has led many young, educated
people to join the gig economy (Rao, 2019). Women are
also joining the gig economy, but usually at a lower pay
level than men (Kar, 2019).

Garment workers in India are also vulnerable to
workplace surveillance. Although surveillance and data
collection is not as technologically advanced as in other
sectors, garment workers are monitored and surveilled
through older technologies. As well as collecting basic
demographic information about workers, the two main
forms of data collection in the garment sector are CCTV
surveillance and biometric fingerprint scanning, as told
by Parvathi C.M (programme officer at Cividep India).
Garment workers may be asked to provide a biometric
fingerprint scan when they enter and leave the factory.
They will then be under CCTV surveillance during their
working day, meaning any socialising or toilet breaks
can be recorded; in other words, “maximising their
production time by minimising downtime like chatter and
laughter” (Kaur, 2017).

Approximately 60 per cent of workers in the Indian
garment industry are women (Kane, 2014). However,
as pointed out by Suhasini Singh (India Country
Representative at Fair Wear), many workers are hired on
a contractual basis and not included in official records; so
this percentage could be much higher. Migrant workers
make up 80 per cent of garment workers in Bengaluru,
and often come from impoverished states such as Bihar,
Jharkahand, Odisha and West Bengal (The Hindu, 2012).
Suhasini Singh emphasised that there was a preference
for hiring women from marginalised groups such as
Scheduled Caste or Scheduled Tribe communities (SC/ST).
These women are then housed in factory-provided hostels
near their workplace. It is important to highlight these
socio-economic characteristics as young female migrant
workers living away from their families can be considered
more vulnerable than other worker demographics.

Across both groups of workers, there are similar risks
related to data collection and surveillance methods.
These are expanded on below.

Workplace Monitoring: Data collection practices and emerging risks for low wage workers in India



challenge data collection

3.1 Information asymmetry exacerbates power
asymmetry

Certain companies deliberately conceal information
around data collection practices from workers (Maatescu
& Nguyen, 2019). New systems of workplace surveillance
technologies enable the collection of large volumes of
granular data, compared to older forms of monitoring,
and advances in computing technologies allow this data
to be stored and processed more efficiently. This has
created cases of severe information asymmetries between
workers and employers (Maatescu & Nguyen, 2019).

For gig workers, their smartphone app constantly records
data about both the device and the worker. This can
include GPS data such as the route they took and speed
with which they completed the journey, as well as how
long a food delivery worker waited in a restaurant or at
a customers’ house. Privacy International (2017) reports
that Uber can record data on how fast a driver accelerates
or breaks through the app. However, gig workers often
have no knowledge of this constant and invasive data
collection strategy. Basudev Barman, a labour researcher
specialising in the platform economy, stated in an
interview that in the case of Uber in India, any change
to the working contract that may cover data policies will
be phrased in complex language. This detracts a worker
from reading through the details before confirming their
acceptance. He expanded on this, saying that sometimes
workers are not even required to accept changes to their
contract; instead, changes are automatically ‘accepted’ if
they continue to use the app.

In their analysis of gig work and data protection, Privacy
International (2017) also emphasised that workers are
unable to challenge data collection processes because
of their opacity. Thus, platform companies’ data policies
can be viewed as deliberately opaque, which creates
an information asymmetry between gig workers and
platforms about what data is collected, how it is stored,
and how it is used. This
information asymmetry
leaves workers unable to
dispute how the platform
makes algorithmic decisions
around  work allocation,
pricing and account deactivation and contributes to the

Workers are unable to

processes because of
their opacity.

Workplace monitoring in India: What is at risk for workers? 5

power asymmetry between workers and companies.

Information asymmetry is also an issue for garment
workers. Parvathi C.M highlighted that garment workers
are rarely given a copy of their working contract, let
alone a document outlining data collection and usage
policies. This means garment workers are given no
information regarding how their data may be used
or shared. Regarding CCTV monitoring, Suhasini
Singh stated that CCTV cameras are often introduced
following an instance of harassment or abuse against
workers, who are told it is being installed to improve
their safety. However, Singh stated this was a ‘superficial
response’ as installing cameras does not really result in
sensitising (potential) perpetrators, nor does it actually
lower the incidences of abuse or harassment within
factories (Ranganathan, 2017). Although nominally, it is
installed to reduce harassment in factories; the footage
is often used to monitor workers’ movements and toilet
breaks. Arguably, the true nature of surveillance is being
concealed by companies.

Ranganathan (2017) further supports this, stating,
“CCTV cameras are popular solutions for those forging
‘'women’s safety’ agendas, but it can come at great cost
to women'’s movement and privacy.” Workers are unlikely
to have the operational knowledge around the working
of CCTV systems, such as when they are turned on,
what areas they cover and where the recorded footage
is stored. This could potentially lead to management staff
abusing their positions of power due to their knowledge
of how the systems work, compared with workers’ lack
of knowledge. For example, abuse or harassment could
simply be displaced by CCTV instead of being stopped,
if management staff know exactly where cameras are
placed and where there are subsequent blindspots
(Ranganathan, 2017).

Information asymmetry also extends to companies
concealing data that is crucial for workers’ collectivisation.
During an interview, Rakhi Sehgal (founder of Gurgaon
Shramik Kendra) gave the example of workers working
for an Indian processing plant company, who were not
allowed to access the results of their medical tests.
The Occupational Safety and Health (OSH) legislation
mandates employers to provide high-risk workers with
routine health check-ups and medical treatment. The

Workplace Monitoring: Data collection practices and emerging risks for low wage workers in India
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company arranged these health-checks for workers, but
refused to disclose the results to them.

This information asymmetry has a profound impact on
workers and their ability to advocate for better working
conditions. Companies are obligated to publish their
financial records listing their earnings and profit by the
Ministry of Corporate Affairs in India. Sehgal pointed out
that some companies consistently refuse to share their
annual filings with workers' organisations in the run-
up to negotiation for long-term settlements or wage
settlements to avoid any concessions to workers. Without
the company’s financial records, workers are unable to
negotiate better terms for themselves.

Access to data and
information is  therefore
crucial  for  workers to
advocate for their rights.
It is equally important for
workers to be able to make
sense of the data or information they gain access to.

Access to data and

workers to advocate for
their rights.

3.2 Risk of individual targeting

Companies’ ability to target individual workers is enabled
through granular data collection and surveillance
methods. Individual workers can be singled out and
reprimanded for anything ranging from lower productivity
or slower speeds, to speaking with a colleague or taking
too many breaks (Ranganathan, 2017).

Referring to gig workers, Basudev Barman stated that an
immediate risk of data collection is persecution; if granular
data is available about exactly what actions an individual
has taken, it becomes easy to single them out. This was
evident in a recent legal case between Uber and a driver
in the United Kingdom.

Persecution is an  James Farrar brought a legal
immediate risk of data  claim against Uber regarding
collection. Workers who his declining earnings
talk back in factories  despite his increasing hours
are often targeted with  of work. During his time
working as an Uber driver,
the app collected data on
his activities, “it noted how
many rides he accepted and

isolated from their co-
workers.

how many he cancelled, mapped where trips started and
ended, and how long it took him to wind through traffic
to get there” (Holder, 2019). Uber could therefore access
all of Farrar's Uber-related data and use it as ammunition
against him during the trial (Holder, 2019).

For garment workers, there are also instances where
surveillance has been used to punish individual workers.
During her research, Ranganathan (2017) found, “it is
very common for women who talk back in factories to
be vindictively targeted with surveillance cameras, and
isolated from their co-workers.”

Garment workers are also targeted by employers using
the demographic details they are required to submit.
Sehgal recalled instances when garment workers’ details,
such as their names, photos and mobile numbers were
shared by companies and recruitment agencies to ensure
they are not hired in a specific area. This usually happens
as punishment for workers who challenge the authority
of management or “misbehave.”

3.3 Data sharing risks

The possibility that a company may share data on workers
with a third party (such as a government agency, private
business, or data analytics company) is a serious risk that
could undermine workers' future attempts to change
employers, access credit and insurance, or be involved in
activism or protest movements.

During an interview regarding gig workers, Basudev
Barman stated that, although there is little evidence
that platform companies share data in India, there have
been examples of this happening in other countries with
stronger data protection policies. One example of this is
the American home service platform TaskRabbit, whose
policy is to share data with law enforcement authorities
without a warrant and without providing notice to users
when their data is sought by such authorities (Cardozo
et al., 2016). It is possible that similar data sharing could
also be happening covertly in India.

Concerning the COVID-19 pandemic, companies’
strategies to ensure workers could return to work
following the lockdown demonstrate some of these
data-sharing risks. To comply with health and safety

Workplace Monitoring: Data collection practices and emerging risks for low wage workers in India



standards, companies have introduced new methods of
monitoring workers’ health and movements. A number
of on-demand gig companies in India have made it
mandatory for their delivery workers to download the
Indian government’s contact tracing app, Aarogya Setu,
for them to continue accepting jobs through the app
(IFAT, 2020). Before COVID-19, platform companies
could collect workers’ data only while using the app
or while the app was running in the background (IFAT,
2020). The Indian Federation of App-Based Transport
Workers (IFAT) has stated their concerns around tying
Aarogya Setu to workers’ ability to access platforms and
services and recording their movements (Agrawal, 2020).
IFAT noted that the linking of Aarogya Setu and platform
apps creates the risk of data sharing, which could lead
to retaliatory action against workers who collectivise.
Additionally, access to work is now assigned on the basis
of health status, and income has become contingent
upon the download of the app, which constitutes
coercion (Agrawal, 2020). Barman stated that mandating
the download of Aarogya Setu allows different actors to
collect ever-increasing data about workers’ movements as
the contact tracing app monitors the concerned workers
and their location data even when they are not working.

Besides extended data collection, there is scope for
further control of the worker by platforms that mandate
the download of Aarogya Setu. As was stated in a recent
report by the Indian Federation of App-based Transport
Workers (IFAT), “In addition to workers' pay, availing
benefits and protection schemes offered by the platform
could also be tied to installing the Aarogya Setu app and
be predicated upon the result shown by the app” (IFAT,
2020). Apps such as Aarogya Setu enhance the quality of
information available to platform companies and could
potentially provide them with new information that was
previously unavailable such as health-related data. This
could lead to the “datafication of the workforce that was
hitherto outside its scope” (IFAT, 2020).

Despite the unique working

Data protection policies  situation that the pandemic
should remain central has prompted, workers
to a worker’s right to  should not be forced to
livelihood and income,  sacrifice their privacy and
even during a pandemic  risk their data being shared
situation. amongst companies and

Workplace monitoring in India: What is at risk for workers? 7

institutions to continue working and earning an income.
Thus, data protection policies should remain central, even
during a pandemic situation.

3.4 Limiting opportunities for worker collectivisation

Historically, workers were monitored and surveilled by
employers and management to limit collectivisation
through specific ‘union-busting’ services such as the
Pinkerton Agency?® in the late 19th and early 20th century
(Jones, 2018; Ajunwa et al., 2017). This continues today,
with far more sophisticated technological forms of
monitoring practices. Sehgal stated that factory workers’
interactions with each other on and off the shop floor
may be monitored through CCTV footage. Data traces
from emails and devices are already being used to prevent
collectivisation in the USA (Peters, 2020). This may not be
applicable in the Indian context yet, but it could become
a reality in the near future.

The garment sector makes a concerted effort to limit
collectivisation, with only three per cent of garment
workers belonging to a workers’ organisation, meaning
collective, large-scale resistance to surveillance and
monitoring is non-existent (Ranganathan, 2017). Any
individual resistance to data collection processes would
simply lead to workers being banned from work, which
is not a viable option for garment workers who rely on
this income.

Workplace Monitoring: Data collection practices and emerging risks for low wage workers in India
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4. Workers' data: What does the law say?

Indian workers currently have a few legal protections in
case of privacy violations by employers. Some provisions
under the Information Technology Act, 2000, cover
citizens against workplace surveillance.

Employers must collect employees’ Sensitive Personal Data
and Information (SPDI), which may include health records,
financial records, and other details to process payrolls and
other processes related to fulfilling employment contracts.
Section 43-A of the IT Act, 2000, requires employers to
put in place reasonable information security practices to
protect employees against “unauthorised access, damage,
use, modification, disclosure, or impairment” (MeitY, 2000).

Section 72-A of the IT Act, 2000, protects citizens against
disclosure of SPDI against breach of lawful contract or
without consent (MeitY, 2000). The IT Ministry has
also adopted the Information Technology (Reasonable
Security Practices and Procedures and Sensitive Personal
Data or Information) Rules since 2011(MeitY, 2011). The
Rules require corporates entities, body corporates, or
anyone collecting, processing and storing personal data
to comply with certain procedures (Phophalia, 2016).

The IT Act, 2000, applies to the whole country and
therefore covers anybody who may suffer a data breach
(MeitY, 2000). This is a glaring omission in the Personal
Data Protection Bill 2019 (PDP). The PDP only covers
legally defined employees covered by an employer-
employee relationship (PDP, 2019). This leaves out self-
employed workers, daily wage workers, or those in non-
standard employment relationships (such as contractual
workers or gig workers) who make up 81 per cent of the
Indian workforce (ILO, 2018).

The PDP has been criticised on many counts. One
critique is the lack of protection specifically for workers.
Clause 13 of the PDP Bill 2019 exempts employers from
seeking consent for collecting, processing, and storing
personal data from employees (Mukhopadhyay, 2020).
This exemption allows employers to collect, process, and
use employees’ data without their explicit consent and
removes liability in any case of a data breach or misuse of
data (Mukhopadhyay, 2020).

Crucially, worker collectivisation groups are not
categorised as SPDI. Employers can, therefore, force
employees to disclose their affiliations.

There is a lacuna regarding workers’ data and data
rights in the PDP and the new Labour Codes. The Indian
legislature has passed legislation to reform the country’s
expansive and outdated labour laws. Protections for
labour have been brought under four codes: Code on
Wages; Code on Occupational Safety, Health, and
Working Conditions; Code on Social Security; and Code
on Industrial Relations (PRS Legislative Research, 2019).
While this would have been an ideal time to establish
workers’ data rights and place limits on workplace
surveillance and data collection, the codes fail to address
any of these crucial issues.

Data protection regulations from other regions could
serve as an example for India to follow. Personal data
is defined quite broadly and includes names, personal
identifiers, location data, even physical, physiological,
genetic, mental, economic, cultural, or social identity
under the General Data Protection Regulations (GDPR).
Consent from the data subject is key to collecting
processing and storing such data in both jurisdictions.
The GDPR does allow employers to process employees’
personal data “to perform an employment contract,”
“fulfill legal obligations,” or to “further legitimate
interests of the employer.” However, these conditions are
defined quite narrowly and require employers to weigh
their interests against employees’ privacy interests (Jodka,
2018).

Singapore’s Personal Data Protection Act 2012 (PDPA)
requires an employee individual’s consent to collect, use,
or disclose personal data. However, explicit consent is
not required under certain circumstances. Data regarding
an individual's employment, including management and
termination, may be collected, processed, and disclosed
if the individual is informed. However, explicit consent
is not required from workers if data is for “evaluative
purposes” (Lim et al., 2019). Additionally, employee data
can be disclosed to a third party without the individual’s
consent in business transactions. However, employers
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must notify employees about the transaction and personal
data that was shared. Organisations are not required to
notify or seek consent if personal data is to be used for
investigation or proceedings. Proceedings generally relate
to civil, criminal, administrative proceedings before a
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the other hand, most likely refer to internal investigations
within an organisation. Below is a table that compares
India’s PDP bill, with the EU’s GDPR and Singapores’ PDPA
for a direct comparison around definitions and inclusions
related to employee data.

court, tribunal, or regulatory authority. Investigations, on

require consent to
process workers'’
personal data.

consent from workers to
process personal data.

In the absence of consent
must weigh employers
interests against employees
privacy.

’

India PDP European Union (EU) GDPR  Singapore PDPA
Eligibility All Indians All EU residents All Singaporeans
Consent Employers do not Employers need informed Employers need informed

consent to collect, use,
and disclose personal data
but are exempted from
gaining consent under a
few conditions.

Employment
Status

Only for workers
covered by formal
employer-employee
relationships.

Personal data can be
processed without consent
to fulfill the employment
contract. For all other -non-
standard workers, consent
is required.

All employees covered,
even at the recruitment
stage. Some sections do
not cover -non-standard
employment relationships.

Definition of
personal data

Personal data defined
as “data about or
relating to a natural
person who is directly
or indirectly identifiable,
having regard to any
characteristic, trait,
attribute or any other
feature of the identity
of such natural person,
or any combination of
such features, or any
combination of such
features with any other
information.”

Personal data defined
broadly, and includes:
names, ID numbers,
location data, online
identifiers, and even
physical, physiological,
genetic, mental,
economic, cultural, or
social identity.

Personal data is defined
as “data, whether true or
not, about an individual
who can be identified
from that data; or, from
that data and other
information to which the
organisation has or is
likely to have access.”
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India PDP

Definition
of sensitive
personal data

Sensitive personal
data is defined
as passwords,
financial data,
health data,
official identifier,
sex orientation,
biometric and
genetic data,
trans or intersex
status, tribe or
caste, religious or
political belief or
affiliation.

European Union (EU) GDPR

Sensitive personal data is
defined as racial or ethnic
origin, political opinions,
religious or philosophical
beliefs, sexual orientation,
worker collectivisation
membership, and genetic
and biometric data.

Singapore PDPA

Does not include a
definition for sensitive
personal data.

Figure1: Comparing India’s PDP with EU’s GDPR and Singapore’s PDPA
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5. Conclusion: Looking forward

Following the above outline of the specific risks associated
with data collection and surveillance of workers, and
the discussion of gaps in the existing legal protections
for Indian workers, outlined below are the key issues
that will need close attention as workplace monitoring
practices unfold.

1. Strengthen PDP Bill 2019 and Labour Codes to
address changing workplace dynamics

First, the proposed PDP Bill 2019 and Labour Codes
should be strengthened to include issues around
workplace surveillance. Currently, the proposed PDP Bill
2019 exempts employers from seeking informed consent
prior to collecting, storing, or processing employee data.
Additionally, regulatory capacity to enforce the PDP and
hold companies accountable needs to be developed.

Second, the PDP Bill 2019 should recognise workers in
non-standard employment. Only 22.8 per cent of the
workforce in India is formally
employed (Economic Survey,
2020). Non-standard
employment relationships—
including gig workers, the
unorganised  sector, and
daily wage workers—should
be included within the ambit of the PDP Bill 2019. Only
the Code on Social Security recognises platform workers.
However, the new Labour Codes make no mention of
workers’ data rights, nor do they address workplace
surveillance.

The new Labour Codes
make no mention of
workers’ data rights,

nor does it address
workplace surveillance.

2. Strengthen workers’ ability to access data
and information

Employers should be directed to ensure that workers
are aware of data being collected and the purpose for
which it is being collected. Transparency and the ability
for workers to revoke consent need to be included.
Conversely, employers make it extremely difficult for
workers to access their personal data or company data
that should be publicly available. Strategies to correct
these information asymmetries and access need to be

implemented. The PDP Bill 2019 and the IT (Amendment)
Act 2008, should have provisions for workers to access
their data. Directives from the Ministry of Corporate
Affairs to make company data publicly available need to
be strictly implemented. Processes should be simplified
where possible. This information should be made
available on online databases or be accessible through
the Labour Department so that workers are able to easily
access the data they require. Up until now, employers
have been able to sidestep these requirements with
severe implications for worker rights.

3. Strategise use of data

Extensive collection of worker data can have a detrimental
impact on their agency and autonomy, but at the same
time, access to data can be empowering for workers.
There are several examples of workers using data to
advocate for better working conditions.

The New York Taxi and Limousine Commission (TLC)
commissioned a report based on administrative data
submitted to them. Based on the report’s findings, the
New York City Council voted to put a cap on the number
of app-based taxis on the road in 2018 (Parrot and Reich,
2018). This policy helped raise drivers’ earnings and
addressed road congestion too (Hawkins, 2019).

Workers should have access to crucial data like the
company’s financial records, as mandated by the Ministry
for Corporate Affairs, so that they can advocate for better
working conditions. Access
should be complemented
with the ability to strategically
use the data to advocate for
better working conditions.
Workers should be supported
with skills training initiatives
that will help them access
data and use it meaningfully. Workers’ organisations and
civil society organisations should aid with these initiatives.

Workers should be
supported with skills
training initiatives
that will help them
access data and use it
meaningfully.
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Endnotes

! Basudev Barman is a labour researcher around issues affecting platform workers in India. He recently authored a paper
on the impact of COVID-19 on gig workers, including problematic data collection policies they are exposed to.

2 Parvathi C.M is an expert on the garment industry and the experience of garment workers in Bangalore. She works as
a programme officer at Cividep India, aiming to improve the working conditions of garment workers. (http://cividep.org/)

3 Suhasini Singh is an expert on the garment industry in India. She is the India Country Representative at Fair Wear, which
campaigns for a fairer way of producing clothing along global supply chains. (https.//www.fairwear.org/)

4 Rakhi Sehgal is the founder of Gurgaon Shramik Kendra (Gurgaon Workers’ Centre) and Gurgaon Mahila Kaamgar
Sangathan (Gurgaon Working Women’s Collective). She is a consulting researcher with the International Labour Organ-

isation (ILO) and has worked extensively as a labour activist in India.

°> The Pinkerton National Detective Agency was a detective agency founded in 1850, and used to investigate and limit
collectivisation in manufacturing industries in the United States.
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