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SUMMARY

e Reflections on the state
monopoly on the legitimate use
of force have tended to focus
on the role of police and military
while neglecting the role of
intelligence.

¢ Independent civilian intelligence
agencies can be integral to how
the state provides for national
and human security but they may
also play a key role in securing
authoritarian and autocratic rule.

e A system of democratic, civilian
oversight and control offers the
only means of reconciling the
vital functions of intelligence
with both state and human
security. Such a robust system
of democratic intelligence
oversight and control ultimately
provides a way to operationalise
the legitimacy of the state’s
monopoly on the use of force.
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The Place of Intelligence in
the State’s Monopoly on the

Legitimate Use of Force
Fairlie Chappuis’

Reflections on the state monopoly on the legitimate use of force have
tended to focus on the role of police and military while neglecting
the role of intelligence. Independent civilian intelligence agencies can
be integral to how the state provides for national and human security
but they may also play a key role in securing authoritarian and auto-
cratic rule. In the context of the Global Reflection Group »Monopoly
on the use of force 2.0?« this Think Piece asks: what is the role of
intelligence agencies within the state monopoly on the legitimate the
use of force and how can a system of democratic, civilian oversight
reconcile intelligence function with national and human security?

THE HISTORICAL EMERGENCE OF INTELLIGENCE WITHIN
THE STATE'S MONOPOLY ON THE LEGITIMATE USE OF
FORCE

The starting point for an analysis of the place of intelligence in the
state’s monopoly on the legitimate use of force is the definition of
intelligence itself. As Bruneau and Dombrosky (2014, 8) point out,
intelligence may be variously understood as a product, a process or
an institution:

e Asa product, intelligence is information that has been analysed
to become relevant to political decision-making, especially con-
cerning the security of the state, its political order and society.

e As a process, intelligence describes the collection and analysis
of information as well as covert action and counter-espionage.

e Asaninstitution, intelligence refers to state agencies responsible
for collecting and analysing relevant information in a timely and
accurate manner and for conducting covert action and coun-
ter-espionage in the interests of defending the state, its political
order and society.

Each of these definitions offers a distinct perspective on the place and
history of intelligence within the state’s monopoly on the legitimate
use of force. Adopting the simplest definition of intelligence as a

1 The author wishes to thank DCAF colleagues Hans Born and Ronja Harder for their
insightful input on prior drafts, as well as Samuel Gavillet for excellent research as-
sistance. The opinions expressed in this Think Piece, together with all responsibility for
omissions or possible errors, remain those of the author.
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product, it becomes clear that intelligence in the form
of collecting information in the interests of political
decision-making is as an activity as old as the practice
of politics itself. Signs of early intelligence can thus
be found in all ancient societies. Earliest examples
date back about 5000 years, with ancient Egyptian
hieroglyphs illustrating the use of intelligence practices
like espionage and early forms of encryption (R.M.
Sheldon 2003, 36; also see Leighton 1969). Ancient
Greek, Persian and Chinese societies, although
several centuries later, had also developed elaborate
intelligence strategies (see e.g. Sun Tzu, The Art of War)
to collect and disseminate information that would help
protect their hold on power.? Insofar as the search for
such information and the dedication of state resources
to its collection were often preoccupied with matters
of security, intelligence may be the oldest element of
the state’s attempt to monopolise the use of force.

Yet if intelligence as a product is very old, it was not
until much later that intelligence developed into the
process associated with modern political contexts
whereby governments collect and analyse required
information (data), whether by public, covert or
clandestine means (Bruneau and Dombrosky 2014,
8). Intelligence gathering in its more recent historical
manifestations was typically an informal and secret
exercise of influence by those involved in political
and diplomatic affairs, and was even the formal
responsibility of diplomatic envoys (Herman 2001,
30). This began to change with the development
of military technology in Europe, when intelligence
became an increasingly formalised aspect of military
planning increasingly institutionalized within special
units (Herman 2001, 30ff). For example, France’s first
dedicated capacity for foreign intelligence was created
by its war ministry in 1871 under Napoleon Ill as the
Deuxiémes Bureaux (second sections) of the general
staffs (Boyce 2005, 234).

During the nineteenth century, distinctions between
military and police forces began to emerge and
harden, and as a re sult police intelligence functions
developed within the new European institutions for law
enforcement. In line with the early origins of civilian
policing in Europe, these organisations were often
the result of a mandate to quash domestic political
violence. Thus the Special Branch of Scotland Yard was
founded to deal with political violence related to Irish
activism in Britain in 1883 (Wilson and Adams 2015),
whereas the PreuBische Geheimpolizei was founded
in 1848 by Konig Friedrich Wilhelm IV in reaction to
the political violence of the revolutions of 1848-49
(Deflem 2002, 62f). The use of intelligence to preserve

2 For an overview over the history of intelligence in ancient times,
see R. M. Sheldon, »A Guide to Intelligence from Antiquity to Rome, «
Journal of U.S. Intelligence Studies 18, no. 3 (2011): 49-51.

domestic political order was also a feature of European
campaigns of colonisation, since intelligence was an
essential tool for effective domination of colonised
societies (Boyce 2005; Thomas 2007). Thus modern
intelligence agencies in both colonised and colonising
countries trace their origins to the institutions of
colonial-era control and repression: among the oldest
independent agencies charged with intelligence
gathering were the British services that grew out of
the Special Duties section which operated during the
Boer War (P. Davies 2004, 30), while India’s Central
Intelligence Bureau was an outgrowth of the Special
Branch under British rule in India (Mahadevan 2011,
27-29).

With the arrival of World War | and mechanised
warfare on an unprecedented scale, the need to further
institutionalise intelligence functions and increase
capacity became paramount for a number of European
countries. The UK's Secret Service Bureau, which
eventually evolved into MI5 and MI6, was founded
in 1909, making these two successor institutions
the world’s oldest continuously existing specialist
intelligence agencies (Andrew 2012, Section A,
Introduction). Much of their institutional capacity was
lost in the course of the demobilisation of the interwar
period, and remobilisation proved difficult when
World War Il arrived. This challenge together with the
usefulness of the service convinced political decision
makers to preserve the rebuilt wartime intelligence
capacity after World War Il had ended in the form of
a peacetime civilian agency for intelligence gathering.
Their original designations, »MI5« and »MI6« for
»Military Intelligence« units five and six respectively
were carried over unofficially to their post-war civilian
status and serve as a reminder of the military origins of
these services. The same logic led to the development
of both the FBI and the CIA in the United States, as it
did to the formalisation of the intelligence functions in
the French Service de Documentation Extérieure et de
Contre-Espionnage in 1946, which built on capacities
of the Deuxiéme Bureau de I'Etat-major general (Boyce
2005, 234) (Faligot, Guisnel and Kauffer 2013, ch. 1).
Similarly in China, the Ministry of Public Security was
formed from the intelligence branch of the Chinese
Communist Party — the Central Department of Social
Affairs — following the end of the Chinese Civil War in
1949 (see further Chambers 2012). These decisions to
preserve war-time intelligence capacity in anticipation
of future mobilisation needs marked the emergence
of the first independent civilian intelligence agencies.
Tasked with providing intelligence in defence of the
state and its people, the state’s monopoly on the
legitimate use of force thus gained a new type of
institution to perform the old functions of intelligence
activities.



THINK PIECE 17 REFLECTION GROUP Chappuis: Intelligence and the state’s monopoly on the legitimate use of force
_______________________________________________________________________________________________________________________|]

THE ROLE OF CONTEMPORARY INTELLIGENCE
WITHIN THE STATE’'S MONOPOLY ON THE
LEGITIMATE USE OF FORCE

Since the post-World War Il era, independent civilian
agencies dedicated to intelligence have become an
increasingly frequent addition to the state security
apparatus (Africa and Kwajo 2009, 3). Such agencies
are usually tasked with collecting domestic and foreign
intelligence, either as separate institutions or as a
single institution with dual responsibilities, although
modalities vary greatly from case to case. Generally,
their role is to supply »information relevant to a
government’s formulating and implementing policy
to further its national security interests and to deal
with threats to those interests from actual or potential
adversaries« (M. Caparini 2007, 4). Within this
overarching goal, intelligence serves various specific
and sometimes overlapping purposes to which the
institutions and mandates of intelligence agencies
are tailored (see Born and Wills 2012). Intelligence
can be active or passive, defensive or offensive, and
the mandates of the organisations responsible for
intelligence vary accordingly. Law enforcement and
military institutions typically have dedicated intelligence
functions focussed on criminal and military intelligence
respectively, or intelligence units may operate as a
branch of the executive providing politically relevant
intelligence. Intelligence agencies may also be
functionally defined; for example, signals intelligence
focusses on communications technologies including
radio, phone, Internet, cable and satellite based
communication among others; technical intelligence
specialises in infrared, imagery, acoustic, geospatial
and seismic monitoring; while human intelligence
relies on people to source information and includes
social factors such as culture, politics, economics
and psychology among others. Independent civilian
intelligence agencies may specialise in any of these areas
even as each of these functions may also be carried out
within other state security institutions. As a result, the
so-called intelligence community typically extends well
beyond the independent civilian institutions concerned
primarily with intelligence and instead involves a broad
array of actors drawn from military, police, justice and
economic government sectors.

Intelligence agencies in general seek to address both
conflict and non-conflict related threats, running the
gamut from crime and domestic instability to terrorism
and threats of war. Intelligence can contribute to
both state and human security within a democratic
state by marshalling information that can help
prevent acts of violence and crime by identifying and
monitoring threats to national and public security, as
well as quelling fears about such threats; it can also

enhance security by contributing to better informed
policy-making and political decisions through timely,
accurate and relevant information. In making these
contributions intelligence should represent objective
judgments that can provide a guide to the future.
Thus intelligence ideally helps governments to avoid
strategic surprises; it provides a long-term view based
on specialist expertise; it supports a more nuanced and
far-sighted policy process; and it does all this whilst
also maintaining the secrecy of information, sources
and methods (DCAF 2003).

Intelligence agencies generally have three basic
functions: data collection, analysis and — intrinsic to
the entire intelligence process — counterintelligence,
which aims to discover and interdict hostile operations
against the state and its people. Covert action, the
more occasional fourth function for foreign intelligence
agencies, aims to influence political, military or
economic situations abroad while concealing the role
of the state responsible in sponsoring such activities.
Covert action provides states with an option that goes
beyond diplomacy but stops short of military force. Such
operations can prove valuable in targeting illicit activity
related to organised crime, weapons proliferation or
terrorism (Schreier 2008, 47-49); but the use of such
measures has also been criticised as an inappropriate
intelligence function in a modern democratic state
(DCAF 2003, 13). In terms of the state’s monopoly on
the use of force, intelligence provides an alternative
mode of use of force compared to other state security
institutions such as the military or the police (although
these institutions may also engage in covert activities
depending on the context).

From the broader perspective of the state’s monopoly
on the use of force, intelligence agencies owe their
existence to the fact that states and their populations
may be threatened either by other states or by actors
within the state (whether political or criminal) or by
both (Phythian 2013, 37). From this perspective the
role of intelligence is essential to identifying the origin
and likelihood of threats against the state, its current
political order and its population. This may include as
Herman notes (2001, 7), the observation of actual or
potential violence and of weapons and explosives their
use or intended use, the capabilities they provide and
the threats they constitute. Further concerns include
studying foreign military forces and international
arms supplies, the proliferation of weapons of mass
destruction and terrorism, as well as to predicting
instability, future attacks, the risks of violent change,
and situations in which these figure. Intelligence may
be directed externally towards foreign entities such
as other states and non-state actors; but it also can
be directed internally against perceived domestic
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threats to the security of the state and society, which is
traditionally known as security or security intelligence
(M. Caparini 2007, 5). In a domestic security context,
intelligence contributes to criminal justice processes,
reveals financial crimes such as money laundering or
terrorist financing and provides inputs into important
decisions such as the application of targeted sanctions
or decisions about security clearances or immigration
permissions.

The range of security threats that intelligence agencies
address is not only broad — it is also changing. Whereas
intelligence functions during the Cold War centred on
the threats that resulted from Great Power rivalries, the
post-Cold War era has seen these threats change as
increased contact and cooperation among states and
societies has blurred traditional distinctions between
external and internal threats, and between state
and non-state actors. The resulting changes include,
among other things, the development of international
intelligence cooperation on a global scale, and
accelerating privatization of some key functions of
intelligence agencies (Aldrich 2009, 27f; see also Born,
Leigh and Wills 2011).

These changes in the threat environment have required
intelligence agencies and their political controllers
to adapt. New technologies have given intelligence
unprecedented access both to the lives of citizens
living within their own jurisdiction as well as to
the global population of people and organisations
and businesses. At the same time, the new threat
environment has prompted changes to legal
frameworks granting intelligence agencies increased
powers of access and scope for action, sometimes
with more, sometimes with less oversight. As a result
of this new threat environment, the mandates and
operations of intelligence agencies, having historically
been both vague and secret, hold new potential for
confusion, and therewith abuse, in the context of
increasingly globalised threats to national security and
the further blurring of the boundary between internal
and external security. Today the apparent contradiction
in the roles and functions of intelligence agencies
between national security and human security stems
from the fact that intelligence agencies have become
essential to addressing insecurity at a time when their
relationship to civilian power and democratic norms
are in flux.

The most visible symbol of the risks involved in these
changes has been the abrogation of civil liberties and
human rights under security legislation, most notably
within liberal democracies where commitment to these
norms had hitherto been strong. Among the most
well-known examples of this tendency was the passing
of the Patriot Act in 2001 (U.S. Department of Justice

2001) which expanded the powers of intelligence
agencies in the United States and was subsequently
criticised asviolating rights to privacy, among others (see
Whitehead and Aden 2001-2002). Various incidents of
whistle-blowing, leaks and scandal have also revealed
the extent to which new and more coercive tactics have
been employed covertly in reaction to the new threat
perception, including the revelations of extraordinary
renditions, illegal detentions and secret prisons as well
as the extent and illegality of cyber surveillance made
public in the Edward Snowden revelations of 2013.3
Moreover, these revelations proved the extent to which
there exists an international intelligence community,
which through its international cooperation networks
is able to escape both control and oversight, and
thereby erodes the national supervision of intelligence.

Some state authorities and intelligence officials
contend that extraordinary rendition, detention
without due process, enhanced interrogation
techniques and targeted Kkillings are essential to
containing the imminent threat of terrorism. Critics
label these tactics state-sponsored kidnapping, illegal
imprisonment, torture and murder. Violating both
domestic and international law as well as human rights
principles, such tactics are criticised as ineffective at
best and dangerous at worst, because they exacerbate
the threat of violent extremism by alienating people.
These moral dilemmas and the scandals that brought
them to light are only the latest in a long history of
the entanglement of intelligence agencies in illegal
activity. Such abuses raise serious questions about the
legitimacy of the state’s use of force when it comes
to intelligence. Indeed, the history of state intelligence
agencies suggests that most of them have skeletons
in their closets, and the revelations of abuse have
frequently provided motivation for reform. While
revelations about the scale of the abuse of power
by some intelligence agencies have been useful in
addressing human rights abuses, there is no doubt
that the cycles of scandal and revelation also inhibit
the legitimate work of intelligence agencies (Johnson
2007). Ensuring that intelligence is both effective and
accountable in an evolving threat environment is thus
a major challenge facing contemporary intelligence
governance.

Part of this challenge stems from the fact that
intelligence agencies and their function within the
state’s monopoly on the use of force cannot be
separated from the nature of the political regime
of which they are a part. In weak states incapable
of oversight, intelligence agencies may be at risk of

3 See Priest, Dana, and Joe Stephens, »Secret World of U.S. Inter-
rogation« The Washington Post, for an account of U.S. practices in
global detention; and »Timeline of Edward Snowden’s revelations«
Aljazeera America, for an overview over the Snowden revelations.
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claiming undue power through control of information,
allowing them to develop into »a state within a state«
(Phythian 2013, 38); in the context of stronger states,
intelligence agencies may not be able to resist the
politicisation of their work, so that they become tools
of political repression. In non-democratic contexts,
intelligence is typically used as such an instrument of
political repression designed to maintain government
control through intimidation, abuse and manipulative
tactics directed against real and perceived enemies,
both domestic and external (Matei and Bruneau
2010, 739). As a consequence of their role in regime
maintenance, intelligence institutions frequently
grow in size and power to gain high levels of political
independence and control (see also M. Caparini
2007, 6). Deep penetration of social life as well as
extensive and systematic abuse of human rights have
often been the result, as, for example, in the cases
of the Securitate in Romania (see Watts 2007, Ch.
3), the mukhabarat in Hosni Mubarak’s Egypt (Sirrs
2013) or Saddam Hussein’s Iraq (see further Makiya
1998), and the Direccion de Inteligencia Nacional of
Pinochet's Chile (see further Hawkins 2002), among
many others. The focus on regime security rather than
on the security of the state or its population is what
distinguishes intelligence functions in authoritarian
states from those in democracies (see Bruneau and
Dombrosky 2014). In democratic states, intelligence
agencies belong to the public service and they exist
to protect the security of the society of which they
are a part. These differences in role and function are
reflected in different perceptions of the legitimacy of
intelligence agencies and the role they play in assuring
the state’s monopoly on the legitimate use of force.
This is in part because of the way that democratic
norms for intelligence control and oversight have
emerged out of the particular history of intelligence.
As these new norms for democratic oversight have
emerged, the place of intelligence agencies among
the security institutions and the societies they aspire to
protect has changed.

NEW NORMS OF DEMOCRATIC OVERSIGHT
IN THE POST-COLD WAR ERA

If the emergence of independent civilian intelligence
agencies is a relatively new addition to the state’s
monopoly on the use of force, the idea that their work
should be rendered democratically legitimate through
democratic civilian control, oversight and accountability
is even newer. Accountability and oversight have been
hampered by the idea that the secrecy of intelligence
work precludes the transparency required by
democratic norms. The vehemence of this conviction
is aptly illustrated by the fact that the very existence of
intelligence agencies has often been kept secret; and

they have often operated without a sound legislative
basis even in liberal democracies that were otherwise
premised on the principles of rule of law. This secret
extra-legal or at best questionably legitimate legal
status placed intelligence agencies beyond the reach of
democratic supervision even when they were formally
subject to direct control by democratically elected or
appointed officials. Thus, for the major part of their
history, independent civilian intelligence agencies have
operated in secret under executive legal authority and
the exclusive control of political authorities, largely
unbeknownst to the wider government, let alone the
public. In the United Kingdom, for example, despite
having operated under the aegis of national security
for eighty-two years, the very existence of MI5 was
not acknowledged officially until 1992, while MI6 and
GCHQ were not officially acknowledged until they
were referred to in legislation for the first time when
the 1994 Intelligence Services Act was passed into law.
Both MI5 and MI6 had previously operated under the
legal authority of Crown prerogative (Rosamund 2016,
127) and later the Maxwell-Fyfe directive (Aldrich
1998, 126). A legislative basis for intelligence was not
established by parliament until 1989 in the case of MI5
(amended in 1996) and until 1994 in the case of MI6
and GCHQ (Government of United Kingdom 2010).
The existence of independent civilian intelligence
agencies was similarly secret and of questionable legal
status in many other western countries and continues
to be shrouded in secrecy, especially in non-democratic
contexts.

Some scholars date the emergence of democratic
supervision of intelligence to the congressional
commissions launched in the United States in the
1970s to investigate the involvement of the intelligence
agencies in the Watergate scandal (Rosenbach and
Peritz 2009, 18). The Senate Committee and House
Committees (known respectively as the Church and
Pike Committees) marked the first time since its
founding that the CIA had faced hostile investigation
of its activities from the legislature (Born, Johnson and
Leigh 2005, 4). The Pike Committee used its power to
investigate the use of public funds in order to reveal
the existence of black budgets within the CIA and the
findings of the committee provided the impetus for a
new era of active congressional oversight of intelligence
activities. A similar cycle of scandals followed by ad
hoc improvements in control and monitoring marked
developments in intelligence oversight in other liberal
democracies, including the McDonald Commission of
1977-80in Canada (Commission of Enquiry Concerning
Certain Activities of the Royal Canadian Mounted
Police 1981), Justice Hope's Royal Commissions in
Australia in 1973-77 (Hope 1976-1977) and 1984
(Hope 1984-1985), and an independent commission
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led by Supreme Court Justice Lund in 1996 in Norway
(Government of Norway s.d.).

Thus although legislation governing the activities
of intelligence agencies existed before the 1970s
in countries such as the Netherlands, Germany and
the United States (Born, Johnson and Leigh 2005, 4;
Williams and Deletant 2001, 12), legal frameworks did
not begin to place meaningful limits on the powers
of intelligence agencies until the 1980s. Moreover,
the legislative basis permitting intelligence agencies
to interfere with the rights of citizens within the
framework of their legal mandate frequently depended
on executive decrees and directives that failed to meet
the basic conditions for democratic governance and
the rule of law because they were neither subject to
parliamentary approval nor publicly known.

These inadequate legal bases brought intelligence
agencies into conflict with constitutional norms and,
in the European context, the European Convention
on Human Rights.* For states in Eastern Europe the
transition to democracy in the post-Cold War era
became a driver of reform. This context also spurred
new intelligence legislation in a number of developed
democracies: Italy in 1977 (Spotts and Wieser 1986,
112), Australia in 1979 (Government of Australia
2015), Canadain 1984 (Government of Canada 1985),
Denmark in 1988 (Danish Security and Intelligence
Service n.d.), Austria in 1993 (Federal Chancellery
2016), Romania in 1993 (Government of Romania
1992), Greece in 1994 (Government of Greece n.d.),
and Norway in 1996 (Government of Norway n.d). In
other parts of the world the move towards intelligence
transparency and accountability has been slower and
less ambitious, with political transitions providing
the most frequent catalyst for reform, for example,
in Argentina in the 1980s, and in Brazil from 1990,
South Africa from 1993-94 and Indonesia from 2011
onwards (see further Davies et Gustafson 2013).

The development of intelligence oversight in
established democracies reflected the realisation that
intelligence agencies could threaten as well as protect
democracy. The threats that began to figure more
prominently in public concerns about the activities of
intelligence agencies included (Leigh 2005, 5ff):

e  Violations of privacy through information gather-
ing and surveillance;

e  Political manipulation of intelligence processes
(and vice versa);

e The use of violence, including assassinations and
regime change, in foreign countries;

4 In 1987, the ECHR ruled that »citizens must enjoy some right of
redress against the security intelligence services«, cited in: Williams
and Deletant 2001, 16. See further Leigh 2007, 75.

e Influence on domestic political processes through
the control of information or the infiltration of
political movements (such as pressure groups or
trade unions).

The power that intelligence agencies wield stems
from the secrecy that is necessary to their work.
Thus, although intelligence agencies may hold less
coercive power than law enforcement agencies, the
fact that their work is conducted beyond public, or
even broader government, scrutiny invites both fear
and abuse. Containing both the threat of abuse of
power as well as fear of such abuse is the primary
motivation for innovations in intelligence oversight.
The changing threat environment of the last fifteen
years has tested the limits of legislative frameworks
whose development has been staggered over the past
thirty years. Reconciling the need for secrecy with the
requirements of functioning democracy in the context
of a changing threat environment is the objective of a
system of democratic oversight and control.

HOW DEMOCRATIC OVERSIGHT CAN
RECONCILE INTELLIGENCE WITH STATE
AND HUMAN SECURITY

A major challenge in ensuring that intelligence is
both accountable and effective within a framework
of civilian democratic control, respect for the rule of
law, and human rights, consists in striking a balance
between the requirements of political control and
effective intelligence gathering. Intelligence agencies
always work hand in glove with political authorities;
but both excessive and insufficient executive control
of intelligence are sources of danger. On the one
hand, intelligence should be tailored to the concerns
of policymakers and provide useful and actionable
intelligence; on the other hand, intelligence agencies
should maintain an independent position vis-a-vis
policy-makers (M. Caparini 2007, 71).

The rationale for tailoring intelligence to political
decisions is to ensure intelligence responds to the
policymakers’ priorities, concerns and existing policies.
Critics of this view argue that if intelligence agencies
are too responsive to political processes, they run the
risk of adapting their analysis to fit pre-conceived policy
preferences. Those who support a more independent
position for intelligence argue instead for policy-
neutral intelligence that provides policymakers with
what they need to know, rather than what they would
prefer to hear. As a result, it is important to ensure
the intelligence agency is sufficiently independent
and isolated from the policymaking process that it
avoids producing »intelligence to please«. Critics of
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this approach, however, contend that an independent
intelligence agency risks developing its own biases
in analysis or threat perception, which may in turn
bias political decisions against democratically derived
preferences. Thus, while too much control risks
politicizing intelligence, too little risks creating rogue
institutions (M. Caparini 2007, 7f).

The goal of a functional system of democratic oversight
is, accordingly, to provide enough oversight to ensure
that intelligence is firmly under executive control, while
at the same time isolating intelligence from abuse by
political authorities or from within the institution itself.
Beyond the necessary internal controls that should
ensure procedures exist and are followed, placing legal
limits on intelligence activities is essential to ensuring
that intelligence work serves the public interest within
the rule of law (Gill 1994, 253-258).

Ensuring that intelligence work has a firm footing in
democratically legitimate legislation is an essential
attribute of a system of democratic oversight for
intelligence. Asound legal basis forintelligence activities
confers democratic legitimacy while limiting the use of
power by intelligence agencies and upholding the rule
of law (Born and Wills 2012, 17f). The power and the
responsibility to create a legal basis for intelligence lie
with democratically elected representatives. Judicial
authorities are responsible in turn for assuring that
all such legislation abides by the rule of law. On this
basis legislatures can delegate powers of control
and the responsibility for oversight to executive
authorities. Such a system confines the use of powers
for intelligence within a legal framework while also
providing for a system of democratic oversight that
verifies respect for this framework (Leigh 2007, 80).

Once a sound legislative basis for intelligence exists,
democratic oversight of intelligence is further
necessary to ensure that the limits it lays down are
respected. Systems for achieving this objective vary
as much as the political contexts of which they are a
feature. Whether democratic governance is premised
on a separation or a fusion of powers, intelligence
oversight always involves a mixture of legislative,
executive and judicial authorities to subject the use
of power to a system of checks and balances. There
is also usually a mixture of functional and institution-
specific oversight mechanisms to ensure that all areas
may be covered in the requisite detail. Independent
specialised intelligence oversight agencies operated
by the judiciary and the legislature, as well as direct
legislative and judicial scrutiny of the activities of
intelligence institutions, are all endemic features of
democratic intelligence oversight.

For intelligence oversight bodies to be effective and
efficient, special courts, committees and review
institutions with dedicated specialist staff must be
equipped with technical expertise, resources and
autonomy to the same extent as the intelligence
agencies they are expected to oversee. An adequate
legal framework must provide them with the necessary
powers of investigation and access to classified
information in order to assure that intelligence
activities are constrained to respect human rights and
the rule of law. Even more, the financial independence
of these oversight bodies is essential to their credibility
and effectiveness as apolitical instruments for ensuring
accountability (Born and Johnson 2005, 235-238).
Oversight must be equipped to span the entire
intelligence cycle — from collection to analysis and
dissemination of information, covert operations,
espionage and counter-espionage, both domestically
and abroad. Moreover, oversight can take place
before, during and after each of these activities as the
case may demand, as Born and Wills describe (2012,
14-16):

e Ex ante oversight includes »the creation of com-
prehensive legal frameworks for the intelligence
services and the bodies that oversee them; the
creation and approval of budgets for the intelli-
gence services; and the authorization of intelli-
gence operations that exceed a certain threshold
of sensitivity. «

e Ongoing oversight encompasses »investigations,
on-site inspections, periodic hearings, and regu-
lar reporting on the activities of the intelligence
services and of the oversight bodies themselves.
In addition, in some states, judges periodically
review ongoing information collection operations,
such as wiretaps, to determine whether continua-
tion of the operation is justified.«

e Ex post oversight usually involves »thematic
reviews, case reviews, expenditure reviews, and
annual reviews. In certain situations, however,
such as when alleged wrongdoing is revealed,
ex post oversight can take the form of an ad hoc
inquiry. Such inquiries are normally established to
investigate and make recommendations concern-
ing specific events.«

The secrecy of intelligence makes it both potent and
dangerous, yet it is essential to intelligence in order
to facilitate the collection of information, to safeguard
methods and sources and to protect the safety of
those involved in gathering or supplying information
(Nathan 2012, 51). In democracies, the secrecy of at
least three aspects of intelligence is generally agreed
to need protection (DCAF 2003):
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e All information pertaining to sources, operations,
methods, procedures and means of collection.

e Theidentity of the operational staff and its knowl-
edge and information.

e The origin and details of intelligence provided by
foreign services in confidence.

Yet secrecy conflicts with democratic values of
openness and transparency, and not all aspects of
intelligence are equally sensitive. For these reasons,
democratic oversight of intelligence is best premised
on the principle that »secrecy should be regarded as
an exception that in every case demands a convincing
justification« (Born and Wills 2012, 52). This principle
should be embodied in a well-developed system of
classification as well as freedom-of-information laws.
On this basis a closed system of checks and balances
can provide a viable alternative to full public scrutiny
by extending transparency widely enough among
vetted public representatives to prevent abuse while
guaranteeing the protection of national secrets (Born
and Wills 2012, 17f).

Whistle-blowing, while it has sparked many reforms
in intelligence oversight, can compromise national
security through the uncontrolled release of sensitive
information. Whistle-blowing signals a failure of
democratic oversight as much as it does a failure of
intelligence agencies insofar as it demonstrates that
the system failed to provide a safe and reliable way
for insiders to denounce abuse. Providing protections
for whistle-blowers in the context of an independent
complaints mechanism can prevent such a system
failure by creating a way to denounce abuse without
jeopardising national security.

Democratic oversight of intelligence is essential to
human rights protection. In practice, protecting
human rights in the field of intelligence means
applying appropriately graduated policies for the use
of special powers so that national security concerns
cannot become carte blanche for rights violations.
Proportionality is thus a key principle that in the
context of intelligence requires that the intrusiveness
or severity of an action be weighed against the gravity
of the threat it is directed at. In the context of Canada’s
McDonald Commission, for example, this principle has
been interpreted to mean that a proposed action of
an intelligence agency must be weighed against the
potential damage that might be done to civil liberties
and democracy by such an act: wherever possible
the least intrusive actions are to be preferred (Leigh
2005, 6). A functional system of democratic oversight
can build such principles into layers of discretionary
decision-making such that the greater the intrusion
that a particular technique entails, the higher the

authority required to authorise it.

No system of democratic intelligence governance can
entirely eliminate the risk of abuse or prevent such
risks from materialising as intelligence and threat
environments change. Yet intelligence remains an
essential part of the state monopoly on the legitimate
use of force and vital to the public interest even if,
uncontrolled, it can also endanger democracy, society
and the state itself. The goal of democratic oversight is
to mitigate these risks while assuring that intelligence
agencies can fulfil their legitimate mandate. Democratic
oversight and control offers the only means of
reconciling the vital functions of intelligence with both
state and human security. Even though, as Gill points
out, only a minority of nation states have actually
started taking practical steps towards democratic
intelligence oversight and control (Gill 2012, 217),
this relatively new idea has quickly gained increasing
international acceptance. Situating intelligence within
a system of democratic, civilian oversight and control
can serve both national and human security in the
context of the state’s legitimate use of force. Such a
robust system of democratic intelligence oversight and
control ultimately provides a way to operationalise the
legitimacy of the state’s monopoly on the use of force.
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